PabGouas nporpaMMa qUCHMILIMHBI (MOYJIs1)
Pasnennt
1. O0mmii
Kadenpa: Poccuiickoro KBaHTOBOTO IICHTpa

Jucnummna (eng.): Quantum communications
HucuummHa (pyc.): KBanToBas cBs3b

Ousrex-mkona, Hanpasienue: JIOU, 03.04.01 IIpuxiragapie MaTeMaTHKa U (HHU3HKa

KommeHnTapuwii:

IloaroroBka k sK3amMeHaMm:

Ne Cemectp ®opMa KOHTPOJISA Yacsl
(Ne cemecmpa, Juppepenyuposannviii 3auem
OCeHHUll Unu 3auem
8eCeHHUll, Kypc) Ixzamen
1 9 OKk3aMeH 30

2. Heau u 3a7a49i, KOMIETEHIIUH

Lenb TUCUMILTHHBL: AaTh CTYACHTY MPECTaBICHUE O COBPEMEHHBIX MPHUIOKEHHUSIX KBAHTOBONH MEXaHHKH K CBSI3H
Ha PAaCCTOSHUU.

3aﬂa‘ll/l JUCHUITIIINHBI: CHa6I[I/lT]> CﬂyLUaTEHEﬁ 0a30BBEIMH 3HAHUSIMHU JJIA pa60T1>1 u MCCﬂeﬂOBaHMﬁ B o0ytacTu
(l)OTOHHI)IX KBaHTOBBIX TeXHOJ’lOFHﬁ, B 0COOEHHOCTH CBSI3HM Ha JJIMHHBIC PACCTOSAHUSA.

KOMHeTeHHHl/I, q)opanyeMl,le B mpouecce n3y4yeHust TMCUMIIIMHbI

OcBoeHHe MUCHUIUIMHBI HAlpaBiIeHO Ha (GopMupoBaHume y oOydaromerocs cieayromux oomexkyiasTypHex (OK),
oobmenpodeccronansHbix (OIIK) u mpodeccronansubix (ITK) KOMIETEHIHIA:

Oo6mekynsTypHBIe (OK):
Oo6menpodeccnonanbupix (OI1K): OIIK-2, OITK-4, OTIK-5, OIIK-6
[Mpodeccuonansusre (ITK): TIK-1

3. MecTo AMCHUILINHBI
3.1. MecTo TUCHMIUTHHEL (MOAYIISL) B CTPYKType 00pa30BaTeNbHON MPOTpaMMbl OakaiaBprarta (MarucTpaTyphl):
JucnuruinHa OTHOCUTCS K BapUaTHBHOMN YacTH 00pa3oBaTesIbHOM MPOrpaMMmBl.
3.2. IuciumuinHa 6a3upyercs Ha:
1. Kypc ob6meit pusuku
2. Kypc Teoperndeckoit puzuxu
3.  AHMMMACKU SI3bIK

3.3. JlucuumnirHa NpemecTByeT N3yUYSHNIO TUCIUTIIHH!

1. JlaGoparopHblii IPaKTHKyM MO KBAaHTOBOH ()OTOHUKE U KpUNTorpapun
2. HayuHo-uccnenoBarenbckas padbora



4. Pe3syabTaThl 00y4eHUs!

B pesyiibTare 0CBOCHUS JUCHUITIIMHBI 00yYaloIINecs T0JDKHBI

3HaTh: TEOPETUIECKUE OCHOBBI KBAHTOBO CBSI3M M OCHOBHBIE M3BECTHBIC HA CETOHSIIIHNIN CHb €€ TPHIOKCHUS.
YMeTh: OpUEHTHPOBATHCSA B COBPEMEHHBIX HCCIIEIOBAHUSX 110 KBAHTOBOH CBSI3U U KPUITOTPapHH.

Brnanets: 0a30BBIMH HJICSIM M METOJIAMU aHAJIN3a CUCTEM KBAHTOBOM CBSI3H.

5. Tembl U pa3jaeJsl

ConepkaHue AUCUUTUIMHBI (MOYJIs ), CTPYKTYPUPOBAaHHOE 110 TeMaM (pa3zenam) ¢ yKa3aHueM OTBEICHHOTO Ha HUX
KOJIMYECTBA aKaJeMHUECKUX YacOB U BUIOB YUEOHBIX 3aHATHI:

Ne | Tema (pa3nest) AMCHMILTHHBI Cemectp Jleknuu | Jla6opar. | Ilpakruu. | 3aganumsa, | Camocr.
padoTrel | (ceMHHap.) | KypcoBble | pabora
3alaHus padoThl
Tema sansmui (Ne cemecmpa, | (uacot) (uacwi) (uacwi) (uacwi) (wacwl)
OCeHHUL U
6eCeHHUl,
Kypc)
1 | Introduction 9 2
BBojaHas nekmus
2 | Components of quantum- 9 2

optical systems
DneMeHTHas 0a3a KBAHTOBBIX
ONTHYECKUX CUCTEM

3 | Basics of quantum optics 9 2
OCHOBBI KBAHTOBOH ONTHKH

4 | Measurement in quantum 9 2
mechanics
KBanTOBBIE N3MEPEHISI

5 | Quantum key distribution 9 2
(QKD)

KBanToBOE pacmpeneneHue
kioueit (KPK)

6 | Applications of QKD 9 2
IIpumenenust KPK

7 | Quantum superposition 9 2
KBaHTOBast nepenyTaHHOCTh

8 | Quantum measurements 9 2
KBaHTOBBIE HU3MEPEHMUS

9 | Entangled states 9 2
[lepenyTaHHble COCTOSIHUS

10 | Security of BB84 protocol 9 2
bezonacHocTk npoTokona
bb84

11 | Bell measurement with linear 9 2
optics

Bennosckoe usmepenue
CpelCTBaMU JIMHEHHOM
OIITUKH

12 | Security and threat model of 9 2
QKD
Monenb 6e3onacaoctu KPK




13 | Paper seminar on quantum 9 2
teleportation;

Detector control attack
Pa36op HayuHOI1 cTaThy 1O
KBAaHTOBOH TEJIEIOPTAlNY;
ATaka ¢ OCIEIIICHHEM
JICTEKTOPOB

14 | Paper seminar on twin-field 9 2
QKD;

Countermeasures against
imperfections and
certification

Pa36op Hay4HO# cTaThu MO
KPK na noisax-01m3Henax;
MeTo/1bI 3aIUTHI OT
MPAKTHYECKHUX aTaK U
cepTUudhUKAIHS

15 | Discussion and question-and- 9 2
answer session
Jluckyccust M KOHCYJIbTALHsI

Course content (who gives the lecture):

1. Introduction. History of cryptography. Quantum cryptography. Demonstration that measurement changes a
quantum state. Key distribution networks. Course overview. Sources of photons and coherent states. (Vadim)

2. Components of quantum-optical systems. Transmission of light in free space and optical fiber. Beamsplitters,
polarizers, attenuators, wavelength filters, isolators and circulators. Modulators of polarization, phase, and intensity.
Interferometers in single-photon regime. Photodetectors and power meters. Single-photon detectors. Integrated
optics. (Vadim)

3. Basics of quantum optics. Qubits. Dual- and single-rail qubits. How to encode states of light to make qubits.
Discrete variables vs. continuous variables. Bloch sphere. Phase coding of single photon. (Yury)

4. Measurement in quantum mechanics. How to measure qubit. Measurement of non-orthogonal states. How to
make annihilation operator with measurement. Application examples: quantum random number generator,
interaction-free detection. (Yury)

5. Quantum key distribution (QKD). BB84 protocol and post-processing. Intercept-resend attack. How to realise
QKD protocols on physical level. How qubits are prepared and measured in experiment. Free-space and fiber
realisations. Using entanglement in experimental QKD. Decoy-state protocol. Differential-phase-coding protocol.
(Yury)

6. Main applications of QKD and how they work. Quantum key generation rate in experiments. Limits on QKD
distance. Quantum networks. Trusted repeaters. Satellite QKD and its challenges. (Yury)

7. Quantum superposition. Pure and mixed states. Transition from pure states to mixed states and vice versa.
Double-slit interference and quantum erasure. Quantum ensembles and density matrix. (Denis)

8. Quantum measurements. Measurement-induced transformations. Quantum Zeno paradox. Projective
measurements. Generalized measurements and POVM. Examples of optical schemes for generalized quantum
measurements. Accessible information. Holevo bound. (Denis)

9. Entangled states. Bell basis. Correlations of entangled states. Remote state preparation. Entangled photons.
Heralded sources of single photons. “Ghost” imaging and “ghost” interference. Superluminal communication and
the “no-cloning” theorem. (Denis)

10. Security of BB84 protocol. Equivalence of prepare-and-measure and entanglement-based QKD. Decoy state
QKD. Detection of eavesdropping attempts. Intercept-resend attack. Optimal attack. Bell inequality. Examples of
Bell’s inequality violation. (Denis)

11. Bell measurement with linear optics. Quantum teleportation. (Denis)

12. Security and threat model of QKD. The use of quantum random number generator in QKD. The need to trust the
manufacturer. Processing double-clicks. Optical Trojan-horse attack and countermeasures to it. (Vadim)

13. Paper seminar: J.-G. Ren et al., “Ground-to-satellite quantum teleportation,” Nature 549, 70 (2017). Detector
control attack and countermeasures to it. (Vadim)

14. Paper seminar on twin-field QKD: M. Lucamarini et al., “Overcoming the rate—distance limit of quantum key
distribution without quantum repeaters,” Nature 557, 400 (2018). Types of countermeasures against imperfections.
Distinguishability of source states. Certification of cryptographic tools. (Vadim)

15. Discussion and question-and-answer session. (all lecturers)



Conepskanue TeMbl (KMo uumaent 1eKuuio):

1. Bognas nekuust. Vicropust kpunrorpaduu. KBanrosas kpunrorpadus. JleMoHCTpalust pa3pyiieHuss KBAaHTOBOTO
cocTosiHus Tpu u3Mepenun. Cetn nepeaaqn kimodyeid. O630p copepskanus Kypca. McTrouHnKN 0grHOYHBIX (DOTOHOB
U KOTEPEHTHBIX COCTOSHUH. (Badum)

2. DneMeHTHas 0a3a KBAaHTOBBIX ONTHYECKHUX cHCTeM. [lepeada cBeTa 1Mo OTKPHITOMY POCTPAHCTBY U
ONITHYECKOMY BOJIOKHY. CBETONEIUTEINH, TIOJISIPH3ATOPEI, aTTEHIOATOPHI, CHEKTPANTbHBIE (MIIBTPEI, H30JIATOPHI 1
MUPKYIATOPEL. MOAYIATOPHI NOSApU3aIid, (a3el, HHTEHCUBHOCTH. MIHTEepepoMeTprl B 0THODOTOHHOM pEeKUME.
DOTONPHUEMHUKH ¥ H3MEPHUTEIIM MOIIHOCTH. J{eTeKTophl 0MMHOYHBIX (HOTOHOB. MIHTerpanpHas ontuka. (Badum)

3. OcHoBeI kKBaHTOBOH onTuku. KyOutsl. OfHO- 1 IByXJIHMHEHHBIE CITOCOOBI KOAMpoBaHus KyOouToB. Kax
MIPUTOTOBHUTH COCTOSHUS CBETA [T KOAWPOBAHMS KyOUTOB. JIMCKpETHBIE U HETIpephIBHEIE IepeMenHbIe. Cdepa
bnoxa. ®a3oBoe kogupoBaHue OAUHOYHOTO (hoToHa. (FOpuil)

4. KBanroBble usmepenus. Kak usmeputb kyOut. Mi3mMepeHre HeopToroHanbHbIX coctosiunii. Kak peanuzoBarb
OIIepaToOp YHUUTOXKEHHS C TOMOLIBI0 U3Mepenus. [IpuMepbl MpuMeHEHNH: KBAHTOBBIN FeHEpaTop CIIydalHbIX
qucen, u3MepeHue 0e3 Bo3aeicTBus Ha 00beKT. (FOpuil)

5. KsanToBoe pacnpenenenue kimtoueit (KPK). IIpotokon B84 u moctobpaboTka. Araka nepexsaT-nepecbuika. Kak
peanmusyrorcs npotokoisl KPK Ha usmueckom ypoBHe. Kak mpUTOTOBIAIOTCS M H3MEPSFOTCS KyOUTHI B
JKCIIepUMeHTe. Peanm3anuy CBsI3U 110 OTKPHITOMY IPOCTPAHCTBY U ONTHYECKOMY BOJIOKHY. Mcmons3oBaHme
KBaHTOBOM nepenytanHocTH B peannzauusx KPK. IIporokon ¢ cocrossausiMu-noBymkamu. IIpoTokon ¢
muddepeHmaibHbpM (a3oBeIM KOaUpoBaHueM. (FOpuii)

6. [Tpumenenust KPK. CkopocThb reHepaiuu kiiroda B peanusanusax. OrpaHndeHus: Ha MaKCUMaIIbHOE PAaCCTOSTHUC
nepenayn. Ksantoseie cetn. 3ammiieHHsni y3en cetu. CrytankoBbie cuctemsl KPK n ux oco6ennoctu. (FOputi)

7. KBanToBas nepenyTaHHOCTb. UHCThIE U CMEILIaHHBIE COCTOSIHUSL, TIEPEXOIbl MeXK1y HUMHU. MHTEepdepeH1us B
JBYXIIEJIEBOM UHTEp(hEepOMETpe U KBAHTOBOE CTUpaHKHe MH(POpMAIH. AHCAMOJIM KBAHTOBBIX COCTOSIHUS U
MaTpuIla IIOTHOCTH. (/[eruc)

8. KBanToBble n3MepeHus. MI3aMeHeHue COCTOsIHNMS, BEI3BAHHOE €ro n3MepeHneM. KBaHTOBbIH napaioke 3eHoHa.
[Ipoexunonnsle n3mepenus. O600IIEHHbIE U3MEPEHUS U TTOJIOKHUTENbHASL ONlepaTopHO3HaYHast Mepa. [Ipumepst
OINITHYECKHX CXEM JUIsl 0000IIEHHBIX KBAaHTOBBIX n3MepeHnii. JloctymHas nadopmarust. I'panuna Xoneso. (Jenuc)
9. [lepenytanuslie coctostHMs. bemtoBckuit 6aznc. Koppermsin Mex Iy nepernyTaHHBIME COCTOSIHHSMU. Y TaJICHHOE
npurotoBieHne cocTostHus. [lepemyranapie poToHEL. OOBIBICHHBIN HCTOYHUK OAMHOYHBIX (poTOHOB. IIpu3padHoe
MoJTy4YeHre M300paXeHni u mpru3padnas neTepdeperius. HeBo3MoKHOCTE niepenaun nHpopManuu ObicTpee
CKOPOCTH CBETa U TEOpEMa O 3arpeTe KIOHUPOBaHUs. (/enuc)

10. bezonacHocTs ipoTokonia bb84. DxsuBanentnocTs KPK ¢ mpuroroBnenuem n nusmepenuem coctosanii KPK Ha
nepenytaHHbix coctossHusx. KPK ¢ cocrosHusmu-noBymkamu. OOHapykeHHe TOMBITOK MMOJICIYyIIMBaHHS. ATaKa
nepexsar-nepecbuika. OntumanbHas ataka. HepaBanctso bemna. [Ipumeps! HapyiieHus HepaBeHcTBa bernna.
(Henuc)

11. BemtoBckoe u3MepeHUe CpeCTBAMY JIMHEHHOM onTuku. KBaHTOBas Tenemnopranus. (eruc)

12. Mopnens 6e3onacaoctu KPK. Vcnosip30Banne KBaHTOBOTO reHepaTopa ciy4aifHbix uncen B KPK.
Heob6xoaumocTs noBepsiTh Npon3BoauTeNto cucreM. O0paboTka OJHOBPEMEHHBIX cpadaThIBaHUH JIETEKTOPOB.
OnTHueckas ataka TPOSHCKAM KOHEM M METOJBI 3aIIUTHI OT Hee. (Badum)

13. Pa30op Hay4HOI CTaThU IO KBAHTOBOM TENEMOPTAIIUH ¢ 3eMiId Ha ciyTHHK J.-G. Ren et al., “Ground-to-satellite
quantum teleportation,” Nature 549, 70 (2017). ATtaka ¢ ocJleIUIeHHeM IETEKTOPOB i METOBI 3aIUTHI OT Hee.
(Baoum)

14. Pa306op nayunoii crareut no KPK nHa nonsix-0nm3neriax M. Lucamarini et al., “Overcoming the rate—distance
limit of quantum key distribution without quantum repeaters,” Nature 557, 400 (2018). Knaccudukauus metogos
3alIMT OT NPAKTHYECKUX aTak. PasmuunmMocTs cocrosinmii nctounnka. Ceprudukanus cpencTs kpunrorpaduu.
(Baoum)

15. Iuckyccusi U KOHCYJIBTAIUS. (8Ce IeKMOopbi)

6. MaTepuanbHO-TeXHUYeCKas 0a3a

Onucanue MamepuaﬂbHo—mexHuquKoﬁ basvl

7.YueGHO-MeTOANYeCKOe H HH(OPMAIIMOHHOE 00ecTieyeHne

7.1. OcHoBHas nutepatypa: The Physics of Quantum Information, mox penakiueit Bouwmeester, Ekert, Zeilinger;
Nielsen and Chuang, Quantum Computation and Quantum Information.

7.2. JlononHnTenbHas TUTEpaTypa: rinasa yueOHuka arXiv:1108.1718; 0630psl B Reviews of Modern Physics o
kBaHTOBOH Kpuntorpadun: N. Gisin et al., Rev. Mod. Phys. 74, 145 (2002); V. Scarani et al., Rev. Mod. Phys. 81,
1301 (2009); F. Xu et al., arXiv:1903.09051.



7.3. Y4ueOHO-MeTOoInuecKas JInTeparypa:

7.4. TlepedeHb pecypcoB CETH HHTECPHET:

8. Ilepeuenb MHGOPMALHOHHBIX PECYPCOB

Onucanue unpopmMayuoHnvIx pecypcos

9. MeTroan4eckne yKasaHus

Onucanue memooudeckux yKazanui 0Jis 00y4aouuxcs no YCe0eHu OUCYUNIUHbL (Mo0Yis)

10. ®oH1 OLIEHOYHBIX CPEICTB

The final grade in the course is composed of grades for several written tests and assignments administered during
the term (60%) and an oral exam at the end of the term (40%).

The oral exam starts with a random task assigned to each student and time given for completion of the task. The
student then proceeds to a chat with the examiner, at which he/she presents his/her solution to the assigned task. The
examiner may then ask the student additional questions from any part of the course. The grade is assigned based on
the quality of answers and demonstrated level of understanding.

ATTecranys 10 JUcHHILTHE «KBaHTOBas CBsI3b» OCYIIECTBISETCS 0 CyMMe IIMCEMEHHBIX KOHTPOJIBHBIX paboT U
3aaHuil B Teuenue 9 cemectpa (60% MTOroBOI OLICHKH) M YCTHOTO 3K3aMeHa B KoHIle 9 cemectpa (40% urorosoit
OIICHKH).

IIpumepsl 3K3aMEHAMOHHBIX 3aJaHUN:
1. Jloka3aTb TeopeMy O 3alpeTe KIOHHPOBaHMUS.
2. HapucoBaTb cXeMy aTakH C OCJIEIICHHEM JIEeTEeKTOPOB U OOBACHUTD, KaK OHa paboTaeT.

[TprMepBl KOHTPOJIBHBIX BOTIPOCOB!

1. Uem kBaHTOBas! KpUNTOrpadus JIydIlle U YeM XyXKe KIaCCHIeCKON?

2. Kak MOXHO KOJJMPOBAaTh ONTHYECKNE KBAHTOBBIE COCTOSHUS U [UISl KaKMX MMPUMEHEHUH KayKAbIA CIIoco0 Jrydiie
IMOIXOIUT?

3. Kakue THITBI ICTOYHUKOB ()OTOHOB OBIBAIOT M YEM OHH OTIHYAIOTCS?

4. 3a cyer kakux 3¢ (eKTOB BO3HUKAIOT [TOTEPH B aTMOC(HEPHOM ONTHUSCKOM KaHae?

5. Kakumu cBoiicTBaMu 001a1a10T X31I-QyHKIUH?

6. Kak smyumie Bcero 60poThes C ySI3BUMOCTSIME B PeaTH3ausiX?

11. CocTraBuTeN
3aB. kaenpoii: lnamuukos ['eopruii Beeronomosuy.

[ara obcyxnenus Ha 3acenannu kadenpsr: 29 mapra 2019 1.
CocraBurensiMu BHeceHBI 00HOBIeHMS: 29 ampens 2020 T.

Ne ®UO cocraBuTest ®DOUO Ha aHTIAMHCKOM Yuenas creneHb YueHoe 3BaHne
JUCHUTIIHHBI

1 | FOpuii Kypoukun Yury Kurochkin K.(.-M.H.

2 | Bagum Makapos Vadim Makarov dr. ing.

3 | Henuc Coiu Denis Sych K.(h.-M.H.




