Pa6ouasi nporpamMmma aucHUILUIMHBI (MOAYJIs1) — oceHb 2023 .

1. O6mast undopmanus
Kadenpa: Poccuiickoro kBaHTOBOTO LIEHTpa

JucuummHa (eng.): Quantum communications
HucuummHa (pyc.): KBanToBasi cBsA3b

dusrex-mkoina, Hanpasienue: JIOW, 03.04.01 IpuknagHeie MaTemMaTuka u HU3MKa

IloaroroBka k sK3amMeHaMm:

Ne Cemectp DopMa KOHTPOJIA Yacsl
Ne cemecmpa, ocennuil unu secennutl, kype | Jughgpepenyuposanuwiil 3auem | 3auem | sxk3amen
1 9, OCeHHMH, NATHIN DK3aMeH 30

2. llesin 1 3a1a4u, KOMIETEHITUT

Lenp AMCUMILIMHBL: AaTh CTYJCHTY NPEICTABICHUE O COBPEMEHHBIX IIPUIIOKEHHSIX KBAHTOBOI MEXaHHUKH K CBSI3H
Ha PACCTOSHUM.

3amaun IMCHUIIINHEL: CHAOIUTh CITyIIaTeneil 6a30BBIMH 3HAHUSAMHE [T PaOOTHI U HCCIIEIOBAHUH B 001aCTH
(hOTOHHBIX KBAHTOBBIX TEXHOJIOTHI, B OCOOCHHOCTH CBSI3H HA IIMHHBIC PACCTOSHHSL.

OcBoeHue JUCUUIUIMHBI HANPaBJIEHO Ha (JOPMHUPOBaHKE Y 00YUaIOIIErocs CAeYIOMNX KOMIETEHIINH:
Oo6mekynpTypHbie (OK):
Oo6menpodeccuonansueie (OIIK): OIIK-2, OIIK-4, OIIK-5, OIIK-6
Ipodeccronansusre (ITIK): ITK-1
3. MecTo AMCHUILIUHBI
3.1. MecTo TUCHMIUTHHEL (MOAYIIL) B CTPYKType 00pa30BaTeNbHON MPOTpaMMbl OakaiaBprarta (MarucTpaTyphl):
JucnuruiiHa OTHOCUTCS K BapUaTHBHOMN YacTH 00pa3oBaTelIbHOM MPOrpaMMmBl.
3.2. IuciumuinHa 6a3upyercs Ha:
1. Kypc obmeit pu3uku
2. Kypc Teoperndeckoit puzuku
3.  AHMMMCKUI SI3bIK
3.3. AucuumuiiHa MpeaecTBYeT H3YICHUIO TUCIUTLINH:
1. JlaGoparopHblii IPaKTHKyM MO KBAaHTOBOH ()OTOHUKE U KpUNTOrpahun
2. Hayuno-uccienoBarenbckas paborta
4. PesyabTaTnl 00y4eHUs
B pe3ynbTaTe OCBOCHUS TUCIMIDIMHBI 00YYAIOIHECs TOJIKHEI
3HAaTh: TEOPETHUECKIE OCHOBBI KBAHTOBOM CBSI3M M OCHOBHBIC M3BECTHBIC HA CETONHSIITHIN ACHD €€ MPHUIIOKCHHS.

YMeTh: OpUEHTHPOBATHCS B COBPEMEHHBIX MCCIIEIOBAHUSIX 110 KBAHTOBOH CBSI3U U KPUITOTPadHH.

Brnanets: 0a30BBIMH MJICSIM M METOJIAMU aHAJIN3a CUCTEM KBAHTOBOM CBSI3H.



5. Tembl 1 pa3jeisl

Conep:kaHye AUCIUTUIMHBI (MOAYJIs ), CTPYKTYPUPOBAaHHOE 110 TeMaM (pa3zenaM) ¢ yKa3aHueM OTBEICHHOTO Ha HUX
KOJIMYECTBA aKaJeMHUECKUX YacOB U BUIOB YUEOHBIX 3aHATHI:

JlaGopar. Tpakrtud. | 3aranus, Camocr.
Ne Tema (pa3aes) IMCHUNIHHBI Cemectp Jlexunn paoThI (ceMuHap.) | KypcoBbIe pacora
3aJJaHus paﬁoTu
Tema 3auamuil (Ne cemecmpa) | (uacvt) | (uacwl) (uacwi) (uacwt) | (uacwi)
1 | Introduction 9 2
BBogHas nexkuusa
2 | Components of quantum-optical 9 2
systems

DnemMeHTHas 0a3a KBAHTOBBIX
ONTHYECKUX CUCTEM

3 | Basics of quantum optics 9 2
OCHOBBI KBAHTOBOH ONTHKU

4 | Quantum superposition 9 2
KBanrosas NEepenyTaHHOCTh

5 | Measurement in quantum 9 2
mechanics
KBaHTOBBIE H3MEpEeHUs

6 | Quantum key distribution (QKD) 9 2
KBanTOBOE pacripeznesnenue Kirouen
(KPK)

7 | Applications of QKD 9 2
ITpumenenust KPK

8 | Quantum measurements 9 2
KBaHTOBBIE U3MEPEHUS

9 | Entangled states 9 2
IlepenyTaHHble COCTOSIHUS

11 | Bell measurement with linear optics 9 2

bennoBckoe usmepenue
CpeACTBAMHU JJUHEHHON ONTUKHU

10 | Security of BB84 protocol 9 2
besomacHocTh nmporokosa bb84

12 | Security and threat model of QKD 9 2
Monens 6e3onmacHoct KPK

13 | Paper seminar on quantum 9 2
teleportation;

Detector control attack

Paz6op HayuHOI1 cTaThy 110
KBaHTOBOH TeJICTIOPTaLINH;

ATaka c ocleIIeHHEM JIETEKTOPOB

14 | Paper seminar on twin-field QKD; 9 2
Countermeasures against
imperfections and certification
Pazbop nayuHoii ctaten mo KPK Ha
MOJIAX-0M3HELAX

MeToabI 3aIUTHI OT IPAKTHYECKUX
aTak ¥ cepTUhUKaIus

15 | Discussion and question-and- 9 2
answer session
I[I/ICKyCCI/Iﬂ 1 KOHCYJIbTalusd




Course content (who gives the lecture):

1. Introduction. History of cryptography. Quantum cryptography. Demonstration that measurement changes a
quantum state. Key distribution networks. Course overview. Sources of photons and coherent states. (Vadim)

2. Components of quantum-optical systems. Transmission of light in free space and optical fiber. Beamsplitters,
polarizers, attenuators, wavelength filters, isolators and circulators. Modulators of polarization, phase, and intensity.
Photodetectors and power meters. Single-photon detectors. Integrated optics. (Vadim)

3. Basics of quantum optics. Quantum states of light. Statistical properties of light. Single photons. Coherent states.
Qubits. Dual- and single-rail qubits. How to encode states of light to make qubits. Bloch sphere. Phase coding of a
single photon. Interferometers in single-photon regime. (Denis)

4. Quantum superposition. Pure and mixed states. Transition from pure states to mixed states and vice versa.
Interaction-free detection. Double-slit interference and quantum erasure. Quantum ensembles and density matrix.
(Denis)

5. Measurement in quantum mechanics. How to measure qubit. Measurement of non-orthogonal states. How to
make annihilation operator with measurement. Application example: quantum random number generator. (Roman)

6. Quantum key distribution (QKD). BB84 protocol and post-processing. Intercept-resend attack. How to realise
QKD protocols on physical level. How qubits are prepared and measured in experiment. Free-space and fiber
realisations. Using entanglement in experimental QKD. Decoy-state protocol. (Roman)

7. Main applications of QKD and how they work. Quantum key generation rate in experiments. Limits on QKD
distance. Quantum networks. Trusted repeaters. Satellite QKD and its challenges. (Roman)

8. Quantum measurements. Measurement-induced transformations. Quantum Zeno paradox. Projective
measurements. Generalized measurements and POVM. Examples of optical schemes for generalized quantum
measurements. Accessible information. Holevo bound. (Denis)

9. Entangled states. Bell basis. Correlations of entangled states. Remote state preparation. Entangled photons.
Heralded sources of single photons. Passive random state preparation. Superluminal communication and the “no-
cloning” theorem. (Denis)

10. Bell measurement with linear optics. Bell inequality. Examples of Bell’s inequality violation. Quantum
teleportation. (Denis)

11. Security of BB84 protocol. Equivalence of prepare-and-measure and entanglement-based QKD. Detection of
eavesdropping attempts. Optimal attack. (Denis)

12. Security and threat model of QKD. The use of quantum random number generator in QKD. The need to trust the
manufacturer. Processing double-clicks. Optical Trojan-horse attack and countermeasures to it. (Vadim)

13. Paper seminar: J.-G. Ren et al., “Ground-to-satellite quantum teleportation,” Nature 549, 70 (2017). Detector
control attack and countermeasures to it. (Vadim)

14. Paper seminar on twin-field QKD: M. Lucamarini et al., “Overcoming the rate—distance limit of quantum key
distribution without quantum repeaters,” Nature 557, 400 (2018). Types of countermeasures against imperfections.
Distinguishability of source states. Certification of cryptographic tools. (Vadim)

15. Discussion and question-and-answer session. (all lecturers)

Conepsxanue TeMbl (KHO Yumaen 1eKuuio):

1. BBomHas nekmus. Vctopus kpunrorpaduu. Kearrosas kpunrorpadus. JleMoHCTpaIus pa3pymieHus KBaHTOBOTO
cocTosHuA pu u3Mepenur. CeTn nepenaun kimoueit. O630p conepkanus Kypca. McTOUHUKN OXUHOYHBIX (POTOHOB
1 KOT€PEHTHBIX COCTOSHUU. (Baoum)

2. OnemeHTHas 6a3a KBAaHTOBBIX ONTHYECKHUX cUcTeM. Ilepenaya cBeTa 1o OTKPBHITOMY IPOCTPAHCTBY U
ONITHYECKOMY BOJIOKHY. CBETOAEINTENH, HOJISPU3ATOPEL, ATTEHIOATOPBI, CIIEKTPAIbHBIE (DHIBTPBI, H30JIATOPHI H
LUPKYJIATOPBL. MOIYIATOPHI MOJSIPH3aLiH, (a3bl, HHTCHCUBHOCTH. DOTONPUEMHHKN M H3MEPHTEIH MOIIIHOCTH.
Jetextopbl onnHOYHBIX (HOTOHOB. MHTETpansHast ontuka. (Badum)

3. OcHOBEI KBaHTOBOH onTHKH. KBaHTOBEIE cocTOsAHUS cBeTa. CTaTUCTHYECKHE CBOMCTBA cBeTa. OJUHOYHEIE
tdotonsl. Korepentasie coctosiaus. Kyoutsr. OniHO- ¥ IBYXJIMHEHHBIE CIOCOOBI KOAUpOBaHMs KyouTos. Kak
MPUTOTOBHUTH COCTOSHUS CBeTa JUIa KoaupoBaHus kKyoutos. Chepa brnoxa. @a3oBoe kogupoBaHUEe OAUHOYHOTO
(otona. UaTtepdepoMeTprl B 0THOQOTOHHOM pexumMe. ([enuc)

4. KBaHTOBas IEPEITyTaHHOCTh. YHCThIE U CMEIIaHHBIE COCTOSIHUS, TIEPEX0AbI MEX Ay HUMH. M3MepeHue 0e3
Bo3eiicTBUs Ha 00bekT. HTepdepeHnus B NByX11eIeBOM HHTEp(HEPOMETPE U KBAHTOBOE CTUPaHHE HH(POPMALHH.
AHCaM0JI1 KBaHTOBBIX COCTOSIHUS M MaTpUIIa INIOTHOCTH. (/enuc)

5. KBanToBsie n3mepenusi. Kak m3meputs KyouTt. MizMepeHnue HeopTOroHAIBHBIX cocTostHUHN. Kak peann3oBathb
OIIEpaTOp YHUUYTOKEHUS C IIOMOILLBIO u3MepeHus. [Ipumep NpuMeHeH s: KBAHTOBBIN IT'€HEPATOP CIy4alHbIX YUCEL.
(Poman)



6. KantoBoe pacnpenenenue kitodei (KPK). [Ipotokosn bb84 u mocrodpaborka. Ataka nepexsar-nepecbuika. Kak
peanmsytotcs nporokossl KPK Ha dusndeckom ypoBHe. Kak mpuUroToBstoTCs: 1 U3MEPSIFOTCSI KyOUTHI B
JKcHepuMenTe. Peanusanuu cBsi3u 0 OTKPBITOMY IPOCTPAHCTBY U ONTHUECKOMY BOJIOKHY. Vcnionb3oBaHue
KBaHTOBOH nepenyTtanHocTy B peannzanusax KPK. [IpoTokon ¢ cocrostHusiMu-noBymkamu. (Pomatn)

7. Ilpumenenns KPK. CxkopocTs reHepariun kioda B peanuzanusax. OrpaHndeHnss Ha MaKCUMaJIbHOE pacCTOsIHUE
nepenaun. KBaHroBble ceTu. 3amuiieHHbli y3en cetu. CriytHrkoBbIe cucteMbl KPK u ux ocodbennocru. (Poman)

8. KBanToBbIe M3MepeHus. Mi3MeHeHne COCTOSHIS, BEI3BAaHHOE €ro M3MepeHneM. KBaHTOBBIN mapaokc 3eHOHA.
IIpoexumonnsie n3mepeHust. O600IIeHHBIE U3MEPEHUS U IOJIOKHUTENbHAS OllepaTopHO3HauHas Mepa. [Ipumepst
ONTUYECKHUX CXeM I 000OIIEHHBIX KBAHTOBBIX M3MepeHuil. Jloctymras nadopmars. I'parnna Xomneso. (enuc)

9. [lepenyranubie cocTrostHus. bermtoBckuit 6asuc. Koppemsaiuu Mex 1y nepenyTaHHBIME COCTOSIHUSMU. Y TaJICHHOE
npuroroBienue coctosinus. [lepenyranubie Goronbl. OObSBICHHbBIH HCTOYHUK OJJMHOYHBIX (POTOHOB. [TlaccuBHOE
MPUTOTOBIICHUE CITyYaiHBIX COCTOsTHUN. HeBO3MOXKHOCTD nepeaaun nHpopMaIiu ObICTpee CKOPOCTH CBETa U
TeopeMa o 3amnpere KJIOHUPOBaHUS. (/[enuc)

10. benoBckoe u3MepeHue cpeacTBaMu JinHelHoi ontuku. HepaBenctBo berta. [Ipumepsl HapyieHus
HepaBeHCTBa bea. KBantosas tenenopramus. (exuc)

11. be3onacuocts mpotokosia bb84. DxBuBanentTHocTs KPK ¢ npurotosnennem u nuzmepenuem cocrossauit KPK nHa
nepernyTaHHbIX cocTosiHUAX. OOHapyKeHHe MONBITOK nojacaymnBanus. OnTumanbHas araka. (/lenuc)

12. Mognens 6e3onacaoctu KPK. Mcmonb3oBanme KBaHTOBOTO reHeparopa cirydaiHbix ancen B KPK.
Heo6xoauMocTh TOBEPSITh MPOU3BOIUTENIO cucTeM. OO0paboTka OTHOBPEMEHHBIX CpabaThIBAaHHUHA JETEKTOPOB.
OnTudeckas araka TPOSTHCKUM KOHEM W METOJIbI 3allIUTHI OT Hee. (Baoum)

13. Pa3bop Hay4yHOI1 CTaThH IO KBAaHTOBOMH TeJeIOpTaLiK ¢ 3eMyin Ha ciryTHHK J.-G. Ren et al., “Ground-to-satellite
quantum teleportation,” Nature 549, 70 (2017). ATaka ¢ ocieIUIeHHeM IETEKTOPOB i METOBI 3aIIUTHI OT Hee.
(Baoum)

14. Pa306op nayunoii crareu no KPK Ha nonsix-0nmsneniax M. Lucamarini et al., “Overcoming the rate—distance
limit of quantum key distribution without quantum repeaters,” Nature 557, 400 (2018). Knaccudukanns metonos
3alIUT OT NPAKTHYECKUX aTak. PasmimunmMocTs cocrosiHmid ncTouHnka. CepTudukanus cpencTs Kpunrorpadum.
(Baoum)

15. Iuckyccusi 1 KOHCYJIbTAIUS. (8Ce IeKmMOopbi)

7. YueOHO-MeTOAMYeCKOe M MH(OPMALMOHHOE o0ecreueHHe

7.1. OcHoBHas nuteparypa: The Physics of Quantum Information, mox penakimeit Bouwmeester, Ekert, Zeilinger;
Nielsen and Chuang, Quantum Computation and Quantum Information.

7.2. JlononHuTenbHas TurepaTypa: riasa yueOHuka arXiv:1108.1718; 0630psl B Reviews of Modern Physics o
kBaHTOBOM kpunrorpaduu: N. Gisin et al., Rev. Mod. Phys. 74, 145 (2002); V. Scarani et al., Rev. Mod. Phys. 81,
1301 (2009); F. Xu et al., Rev. Mod. Phys. 92, 025002 (2020).

10. ®oHA OLEHOYHBIX CPEACTB

The final grade in the course is composed of grades for a take-home written assignment during the term (50%) and
an oral exam at the end of the term (50%).

The take-home assignment consists of a random task assigned to each student. A well-researched treatment of the
task is expected, using the course material and, possibly, additional sources.

No aids are allowed at the oral exam. It starts with a random topic from the course assigned to each student and time
given for preparing his/her presentation of the topic. The student then proceeds to a chat with the examiner, at which
he/she presents and explains the assigned topic. The examiner may then ask the student additional questions from
any part of the course. The grade is assigned based on the quality of answers and demonstrated overall level of
understanding.

Atrecranus no aucuuiuinie «KBaHTOBas CBsI3b» OCYIIECTBISIETCS IO CyMMeE NMMCbMEHHOM aHATMTHYECKOH
JoManHel paboThI 0 MHAWBUIyIbHOMY 33/1aHHIO C JIOCTYIIOM CTYAEHTA K IIPOU3BOJIBHBIM MaTepHajiaM B TCUCHHE
9 cemectpa (50% UTOrOBOM OIEHKN) U YCTHOTO 3K3aMeHa 0e3 10CTyIa CTYAEHTa K KaKMM-JIN00 MaTrepualiaM B
koHIe 9 cemectpa (50% HUTOTOBOI1 OIICHKH).

IIpumepsl 5K3aMEHALMOHHBIX 3aJaHUM:

1. JIokazath Teopemy O 3arpere KIOHHPOBAHHMSI.
2. HapucoBaTh cxeMy aTakd C OCJICIUIEHHEM JETEKTOPOB U OOBSICHUTH, KaK OHA paboTaer.

4



ITpumepbl KOHTPOJIBLHBIX BOIIPOCOB:

1. Uem kBaHTOBasI KpUNTOrpadus JIydIlIe U YeM XyXKe KIaCCHIeCKON?

2. Kak MO>XHO KOJJMPOBaTh ONTHYECKNE KBAHTOBBIE COCTOSIHUS U JUISl KaKMX MMPUMEHEHHUH KaXkKAblid crioco0 Jrydiie
HOJIXOAUT?

3. Kakue THITBI HCTOYHUKOB ()OTOHOB OBIBAIOT M YEM OHH OTIHYAIOTCS?

4. 3a cyer KakuX 3(P(PEKTOB BO3HUKAIOT ITOTEPH B aTMOCHEPHOM ONITHIECKOM KaHaie?

5. Kakumu cBoiicTBaMu 0051a1at0T XAMI-(DyHKIIAN?

6. Kak syumie Bcero 60poTbes C ySI3BUMOCTSIMH B PeaTH3ausix?

11. CocTraBuTen
3aB. kadenpoii: Lnamuukos ['eopruit BeeBonomosuy.

[ara obcyxnenuns Ha 3acenanny kadenpsl: 29 mapra 2019 1.
CocraBurensmMu BHeceHb! 00HOBIIeHUs 1 n3MeHeHus: 29 anpesst 2020 r.; 1 cenrsiopst 2022 r.; 18 nekabps 2022 r.

Ne PUO cocrapurens ®UO Ha aHTIHHCKOM Y4eHnas creneHb Yu4enoe 3BaHue
JHCHHUITHHBI

1 | Opuit Kypoukun Yury Kurochkin K.(p.-M.H.

2 | Bagum Maxkapos Vadim Makarov dr. ing.

3 | Henuc Coiu Denis Sych K.(b.-M.H.




