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Scytale
(3rd century BC)

The encryption machine «Фиалка» 
– the Russian "Enigma" (1950s)

The mechanical cipher «Discret»
(late 19th century)

CLASSICAL CRYPTOGRAPHY: prehistory



CLASSICAL CRYPTOGRAPHY: private-key encryption
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Classical cryptography was concerned with designing and using codes (also called
ciphers) that enable two parties to communicate secretly in the presence of an
eavesdropper who can monitor all communication between them.

Alice Bob

Eve (eavesdropper)



CLASSICAL CRYPTOGRAPHY: private-key encryption
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Another example of private key cryptography: a user encrypts data for themselves to
read in the future

Alice Bob

Eve (eavesdropper)



SYNTAX OF ENCRYPTION
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Formally, a private-key encryption scheme is defined by specifying a message space M along
with three algorithms: a procedure for generating keys (Gen), a procedure for encrypting
(Enc), and a procedure for decrypting (Dec).

1. The key-generation algorithm Gen is a probabilistic algorithm that outputs a key k
chosen according to some distribution.

2. The encryption algorithm Enc takes as input a key k and a message m and outputs a
ciphertext c. We denote by Enck(m) the encryption of the plaintext m using the key k.

3. The decryption algorithm Dec takes as input a key k and a ciphertext c and outputs a
plaintext m. We denote the decryption of the ciphertext c using the key k by Deck(c).

Deck(Enck(m)) = m



CLASSICAL CRYPTOGRAPHY: shift cipher (Caesar’s cipher)
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EHJLQWKHDWWDFNQRZ

begin the attack now

k=3

Encryption:

Decryption:

Any secure encryption scheme must have a key space that is sufficiently large to 
make an exhaustive-search attack infeasible



CLASSICAL CRYPTOGRAPHY: monoalphabetic substitution cipher
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EHJLQWKHDWWDFNQRZ

begin the attack now

Key space: 26!≈288



CLASSICAL CRYPTOGRAPHY: polyalphabetic substitution cipher
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Possible attack:



PERFECT SECRECY: definition
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In words: 
An encryption is perfectly secret, if the ciphertext does not reveal any additional 
information about the plaintext, regardless of what information Eve already has



PERFECT SECRECY: Shannon’s theorem
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PROVABLY SECURE CRYPTOGRAPHY: ONE-TIME PAD
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PUBLIC KEY CRYPTOGRAPHY: idea
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Cryptographic
applications

Alice Bob

Plain text Ciphertext Plain text

Bob’s
public key 𝑒

Bob’s
private key 𝑑

Encryption Decryption

Alice Bob

Plain text Ciphertext Plain text

Alice’s public key 𝐴 Bob’s public key 𝐵

Encryption Decryption

Symmetric (Diffie – Hellman)

Asymmetric (RSA)

𝑐 = 𝑚𝑒 mod 𝑛 𝑚 = 𝑐𝑑 mod 𝑛

𝐾 = 𝐵𝑎 mod 𝑝 𝐾 = 𝐴𝑏 mod 𝑝

𝐴 = 𝑔𝑎 mod 𝑝 𝐵 = 𝑔𝑏 mod 𝑝

𝑚 𝑚𝑐

𝑚 𝑚𝑐

𝑐 = 𝑚 ⊕ 𝐾 𝑚 = 𝑐 ⊕ 𝐾

PUBLIC KEY CRYPTOGRAPHY: RSA & DH
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PUBLIC KEY CRYPTOGRAPHY: RSA & DH
Shor’s

algorithms
Alice Bob

Plain text Ciphertext Plain text

Bob’s
public key 𝑒

Bob’s
private key 𝑑

Encryption Decryption

Public-key cryptography

Alice Bob

Plain text Ciphertext Plain text

Private key 𝐾 Private key 𝐾

Encryption Decryption

Symmetric (Diffie – Hellman)

Asymmetric (RSA)

𝑐 = 𝑚𝑒 mod 𝑛 𝑚 = 𝑐𝑑 mod 𝑛

𝐾 = 𝐵𝑎 mod 𝑝 𝐾 = 𝐴𝑏 mod 𝑝

𝐴 = 𝑔𝑎 mod 𝑝 𝐵 = 𝑔𝑏 mod 𝑝

𝑚 𝑚𝑐

𝑚 𝑚𝑐

𝑐 = 𝑚 ⊕ 𝐾 𝑚 = 𝑐 ⊕ 𝐾



SYMMETRIC CRYPTOGRAPHY: key distribution problem
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Alice Bob

Plain text Ciphertext Plain text

Private key 𝐾 Private key 𝐾

Encryption Decryption

Trusted 
key center

Private-key cryptography



QUANTUM CRYPTOGRAPHY: BB84 protocol
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NO-CLONING THEOREM
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|𝑎⟩⨂|0⟩ ⟹ |𝑎⟩⨂|𝑎⟩

Let us assume that cloning is possible:

1

2
𝑎 + 𝑏 ⨂ 0 ⟹

1

2
𝑎 + 𝑏 ⨂

1

2
𝑎 + 𝑏 =

1

2
𝑎 ⨂ 𝑎 + 𝑎 ⨂ 𝑏 + 𝑏 ⨂ 𝑎 + 𝑏 ⨂ 𝑏

1

2
𝑎 + 𝑏 ⨂ 0 ⟹

1

2
𝑎 ⨂ 0 + 𝑏 ⨂ 0 =

1

2
𝑎 ⨂ 𝑎 + 𝑏 ⨂ 𝑏 ≠

𝑎 ⨂ 0 ⟹ 𝑎 ⨂ 𝑎  𝑏 ⨂ 0 ⟹ 𝑏 ⨂ 𝑏

Because of linearity of the Hilbert space, the cloning of an arbitrary quantum state is
impossible.



QUANTUM CRYPTOGRAPHY: BB84 protocol
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Exercise 1

Suppose Eve intercepts Alice’s photons and measures them in either the canonical or
diagonal basis (she chooses at random). She then encodes the bit she measured in the
same basis and re-sends it to Bob. What error rate will Alice and Bob register, i.e., what
fraction of bits in the secret key they created will come out differently on average?



POSTPROCESSING: error estimation
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Usually, in BB84, the error rate, which is called quantum bit error rate (QBER), is
estimated by picking a small random subset of bits with length r from those
given in the sifted key. This test string is publicly compared by Alice and Bob and
yields in a certain number of errors e.

QBER =
𝑟

𝑒

QBER should not exceed ≈ 11%...



POSTPROCESSING: error correction
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POSTPROCESSING: privacy amplification
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Privacy amplification is the art of distilling highly secret shared
information from a larger body of shared information that is only partially
secret.

“Leftover hash lemma”

𝑚 = 𝑛 − 𝑡 − 2 log(1/𝜀)

0,1 𝑛 → 0,1 𝑚

𝑛 – length of the raw key (in bits);
𝑡 – information (in bits) available to Eve about raw key;
𝜀 – security parameter.



POSTPROCESSING: privacy amplification via hashing
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𝑡𝑚 𝑡𝑚+1 … 𝑡𝑚+𝑛−2 𝑡𝑚+𝑛−1

𝑡𝑚−1 𝑡𝑚 ⋯ 𝑡𝑚+𝑛−3 𝑡𝑚+𝑛−2

⋮ 𝑡𝑚−1 ⋱ ⋮ ⋮
𝑡2 ⋮ ⋱ 𝑡𝑛 𝑡𝑛+1

𝑡1 𝑡2 ⋯ 𝑡𝑛−1 𝑡𝑛

𝑥1

𝑥2

⋮
𝑥𝑛

=

𝑦1

𝑦2

⋮
𝑦𝑚

0,1 𝑛 → 0,1 𝑚

2-universal hash functions

𝑇𝑖𝑗 = 𝑇𝑘𝑙

𝑘 − 𝑖 = 𝑙 − 𝑗

Toeplitz matrices can be used as 2-universal hash-functions



BB84: realization of polarization encoding with bulk optics
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BB84: realization of polarization encoding with fiber optics
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A. Duplinskiy et al. Low loss QKD optical scheme for fast polarization encoding, Optics Express 25, 28886 (2017)

SOP SOP*



PHASE ENCODING
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Time-bin encoding
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R. Shakhovoy et al. Modulator-free transmitter for QKD in metropolitan area networks, arXiv:2507.00625

Alice

QC

https://arxiv.org/abs/2507.00625


SYNCHRONIZATION
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Encoder OIL1

L2

WDM

SD

Alice Bob

QС SPD1

SPD2

Sync

train

Info train

Sync

train

Info train
d

(a)

(b)

Sync detector 

signal

Bob’s reference 

signal

(c)

D-trigger signal

R

Decoder



BB84: components to build a real system (Faraday mirror)
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β νBl=

Tb3Ga5O12

𝜈 – Verdet constant

β



BB84: components to build a real system (optical circulator)
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1 – PBS, 2 – reflecting prism, 3, 6 – birefringent crystal, 4 – Faraday rotator,
5 – half-wave plate

𝑉 →
𝐹

+
Τ𝜆 2

𝐻

𝐻 →
𝐹

−
Τ𝜆 2

|𝑉⟩

𝑉
Τ𝜆 2

+ →
𝐹

𝑉

𝐻
Τ𝜆 2

− →
𝐹

|𝑉⟩



BB84: components to build a real system (polarization maintaining fiber)
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BB84: Plug&Play system
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QUANTUM RANDOM NUMBER GENERATORS
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Pseudorandom

Classical

True random (physical)

Quantum
ℏ𝜔

50:50

Особенности

Period of random sequence

Generation rate

Finite Infinite Infinite

Tens of Gbps

Predictability Predictable Predictable (in principle) Unpredictable

Tens-hundreds of Mbps Tens of Gbps



CLASSICAL vs QUANTUM PROCESS
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The gas pressure can be predicted in any moment of
time (at least at principle) exactly

The moment of time when the atom emits a photon
can be predicted only with some probability

50%

50%

A single photon will be reflected or transmitted in the
50:50 beamsplitter with the probability 50%



QUANTUM NOISE IN A LASER
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𝜑2

𝜑1



QRNG ON PHASE NOISE IN A SEMICONDUCTOR LASER
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LD

Driver

C0

100110
FPGA

Faraday

mirrors

PD

OC

BS

0 2

1

pN T L

pi N+

i

DWDM

C1

C21 0 

2

thV

1

thV

C0 – scanning comparator

C1,C2 – working comarators

BS – beamsplitter

LD – laser diode

PD – photodetector

OC – optical circlator



PROBABILITY DENSITY FUNCITON OF LASER PULSE INTERFERENCE
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Normalized output power

𝑆 = 𝑠1 + 𝑠2 + 2𝜂 𝑠1𝑠2 cos Δ𝜑

𝑓Δ𝜑 = ቊ
Τ1 𝜋 , Δ𝜑 ∈ [0, 𝜋)

0, Δ𝜑 ∉ [0, 𝜋)
𝑓𝑆 𝑦 = 𝜋 𝑦 − 𝑆𝑚𝑖𝑛 𝑆𝑚𝑎𝑥 − 𝑦

−1



PROBABILITY DENSITY FUNCITON OF LASER PULSE INTERFERENCE
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R. Shakhovoy, V. Sharoglazova, A. Udaltsov, A. Duplinskiy, V. Kurochkin and Y. Kurochkin, "Influence of chirp, jitter and

relaxation oscillations on probabilistic properties of laser pulse interference ," IEEE Journal of Quantum Electronics,

doi: 10.1109/JQE.2021.3055149



PROBABILITY DENSITY FUNCITON OF LASER PULSE INTERFERENCE
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R. Shakhovoy, V. Sharoglazova, A. Udaltsov, A. Duplinskiy, V. Kurochkin and Y. Kurochkin, "Influence of chirp, jitter and

relaxation oscillations on probabilistic properties of laser pulse interference ," IEEE Journal of Quantum Electronics,

doi: 10.1109/JQE.2021.3055149
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1

2

3

4

5

6

14

7

8

9

10

11

12

13

1 – control board; 

2 – interferometer; 

3 – laser driver; 

4 – photodetector with comparator; 

5 – cooling driver; 

6 – fans; 

7 – SSD disk; 

8 – power unit; 

9 – computer; 

10 – power distribution board; 

11 – clock generator; 

12 – HDD disk; 

13 – indication board; 

14 – case.

2018-present. QRate. Quantum random number generator
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RANDOMNESS TESTING
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A. Rukhin et al., NIST Special Publication 800-22 revision 1a (2010).

NIST tests

Randomness tests are designed to calculate
the probability that the null-hypothesis is
true. This probability is called p-value. The
general null-hypothesis is “The given bit
sequence is random” (presumption of
innocence). In different tests the null-
hypothesis is reformulated in terms of
different criteria.
E.g., in Monobit frequency test, we check
that the probability of ‘1’ equals to the
probability of ‘0’. This is the null-hypothesis
of this test.



CHANNEL LOSSES
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𝑛 𝐿 = 𝑛0𝑒−𝛽𝐿

Beer’s law

Exercise

Alice sends a photon to Bob, who is 300 km away, via a fiber line. The fiber has a loss
rate of 5% per kilometer:
a) Find the loss coefficient 𝛽 in that fiber (in km-1).
b) What fraction of the photons sent by Alice will reach Bob?

Number of photons 
that reach Bob

Number of photons 
sent by Alice

Channel length Channel losses in km-1



CHANNEL LOSSES
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𝑛 𝐿 = 𝑛0𝑒−𝛽𝐿

Beer’s law

Exercise

Alice sends a photon to Bob, who is 300 km away, via a fiber line. The fiber has a loss
rate of 5% per kilometer:
a) Find the loss coefficient 𝛽 in that fiber (in km-1).
b) What fraction of the photons sent by Alice will reach Bob?

a) 𝑛 1 km = 𝑛0𝑒−𝛽⋅1 = 0.95𝑛0 → 𝛽 = − ln 0.95 ≈ 0.0513 km−1.

b) At 𝐿 = 300 km we have: 𝑒−𝛽𝐿 = 𝑒−15 ≈ 2 × 10−7.

Number of photons 
that reach Bob

Number of photons 
sent by Alice

Channel losses in km-1Channel length



CHANNEL LOSSES
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𝑛 𝐿 = 𝑛0𝑒−𝛽𝐿 Channel transparency     𝑡 =
𝑛

𝑛0

Losses in dB:

10 log10

𝑛0

𝑛
= 𝛼𝐿 ⇒ 𝑡 = 10−

𝛼𝐿
10

Losses in dB/km

Standard SMF fiber: 𝛼 = 0.2 dB/km
ULL fiber: 𝛼 = 0.16 − 0.17 dB/km

⇒ 𝛼 ≈ 4.34𝛽; 𝛽 ≈ 0.23𝛼



SECRET KEY RATE: per bit
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𝑟 = 1 − ℎ 𝐸𝑋 − ℎ(𝐸𝑍)

𝐸𝑋 – QBER in 𝑋-basis
𝐸𝑍 – QBER in 𝑍-basis
ℎ 𝑥 = −𝑥 log2 𝑥 − 1 − 𝑥 log2(1 − 𝑥)

Privacy amplification Error correction

𝐸

𝑟



SECRET KEY RATE: in bits per second
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𝑅 = 𝑔p 𝑓 𝑡 𝜂 𝑟

Protocol gain

Preparation rate

Channel transparency

Detector efficiency

Key rate per bit

𝑔p = 𝑝𝑍
2 + 𝑝𝑋

2  

𝑡 = 10−
𝛼𝐿

10

𝑟 = 1 − ℎ 𝐸𝑋 − 𝑓ecℎ 𝐸𝑍

 

𝐸𝑋 = 𝐸𝑍 = 𝐸 =
𝑝dc+𝑒d𝜂𝑡

2𝑝dc+𝜂𝑡
 

𝑔p = 0.5

𝛼 = 0.2 dB/km
𝑒d = 0.01
𝑓 = 100 MHz
𝜂 = 0.1
𝑓ec = 1.22

𝑝dc = 10−6

𝑝dc = 10−5



USE OF COHERENT STATES: gain
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𝑅sift = 𝑔p 𝑓 𝑄𝜇

Protocol gain Preparation rate

Gain (= 𝑡𝜂 in a single-photon case)

Sifted key rate

𝑄𝜇 = ෍

𝑛=0

∞

𝑌𝑛𝑝𝑛

Yield

𝑛-photon probability

Yield:  𝑌𝑛 = 𝑌0 + 𝜂𝑛 − 𝑌0𝜂𝑛 ≈ 𝑌0 + 𝜂𝑛 ≈ 𝜂𝑛 ⟺ 𝑃 𝐴 ∪ 𝐵 = 𝑃 𝐴 + 𝑃 𝐵 − 𝑃 𝐴 ∩ 𝐵

Poisson distribution: 𝑝𝑛 =
𝜇𝑛

𝑛!
𝑒−𝜇

Click probability for the 𝑛-photon state:    𝜂𝑛 = 1 − 1 − 𝑡𝜂 𝑛

𝑄𝜇 = ෍

𝑛=0

∞

𝑌0 + 𝜂𝑛

𝜇𝑛

𝑛!
𝑒−𝜇 = 𝑌0 + 1 − 𝑒−𝑡𝜂𝜇



USE OF COHERENT STATES: QBER
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When Alice sends the 𝑛-photon state the QBER is

𝐸𝑛 =
Τ𝑌0 2 + 𝑒d𝜂𝑛

𝑌𝑛

from dark counts from erroneous detection

𝐸𝜇 =
σ𝑛=0

∞ 𝐸𝑛𝑌𝑛𝑝𝑛

σ𝑛=0
∞ 𝑌𝑛𝑝𝑛

=
1

𝑄𝜇

1

2
𝑌0 + 𝑒d 1 − 𝑒−𝑡𝜂𝜇 =

𝑝dc + 𝑒d 1 − 𝑒−𝑡𝜂𝜇

2𝑝dc + 1 − 𝑒−𝑡𝜂𝜇



USE OF COHERENT STATES: PNS attack
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The gain corresponding to multiphoton laser pulses that were split by
Eve (from which a single photon was stolen):

𝑄′ = ෍

𝑛=2

∞

𝑝𝑛𝑌𝑛−1 = ෍

𝑛=2

∞
𝜇𝑛

𝑛!
𝑒−𝜇 2𝑝dc + 1 − 1 − 𝑡𝜂 𝑛−1 ≈ 1 + 2𝑝dc 1 − 1 + 𝜇 𝑒−𝜇

In assumption that Eve can make 𝜂 → 1 and 𝑡 → 1

The fraction 𝑞 of single-photon states that Eve can block without being detected:

1 − 𝑞 𝑄1
′ + 𝑄′ = 𝑄𝜇 𝑄1

′ = 1 + 2𝑝dc 𝜇𝑒−𝜇
𝑡𝜂 → 1

𝑞 ≈
𝑒𝜇(1−𝑡𝜂) − 1

𝜇

𝜇 = 0.1
𝑡 = 0.1 (50 km)

𝜂 = 0.9
𝑞 ≈ 0.95



USE OF COHERENT STATES: decoy states
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𝜈1𝑒𝜈2𝑄𝜈2
− 𝜈2𝑒𝜈1𝑄𝜈1

=

= 𝜈1 − 𝜈2 𝑌0 − 𝜈1𝜈2 ෍

𝑛=2

∞
𝜈1

𝑛−1 − 𝜈2
𝑛−1

𝑛!
𝑌𝑛

𝜈1𝑒𝜈2𝑄𝜈2
− 𝜈2𝑒𝜈1𝑄𝜈1

≤ 𝜈1 − 𝜈2 𝑌0𝑌0 ≥ 𝑌0
low =

𝜈1𝑒𝜈2𝑄𝜈2
− 𝜈2𝑒𝜈1𝑄𝜈1

𝜈1 − 𝜈2

𝑄𝛼 = 𝑒−𝛼 ෍

𝑛=0

∞
𝛼𝑛

𝑛!
𝑌𝑛 , 𝐸𝛼𝑄𝛼 = 𝑒−𝛼 ෍

𝑛=0

∞
𝛼𝑛

𝑛!
𝐸𝑛𝑌𝑛 , 𝛼 = 𝜇, 𝜈1, 𝜈2

𝑒𝜈1𝑄𝜈1
= 𝑌0 + 𝜈1𝑌1 + ෍

𝑛=2

∞
𝜈1

𝑛

𝑛!
𝑌𝑛

𝑒𝜈2𝑄𝜈2
= 𝑌0 + 𝜈2𝑌2 + ෍

𝑛=2

∞
𝜈2

𝑛

𝑛!
𝑌𝑛
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𝑄𝛼 = 𝑒−𝛼 ෍

𝑛=0

∞
𝛼𝑛

𝑛!
𝑌𝑛 , 𝐸𝛼𝑄𝛼 = 𝑒−𝛼 ෍

𝑛=0

∞
𝛼𝑛

𝑛!
𝐸𝑛𝑌𝑛 , 𝛼 = 𝜇, 𝜈1, 𝜈2

𝑒𝜈1𝑄𝜈1
= 𝑌0 + 𝜈1𝑌1 + ෍

𝑛=2

∞
𝜈1

𝑛

𝑛!
𝑌𝑛

𝑒𝜈2𝑄𝜈2
= 𝑌0 + 𝜈2𝑌2 + ෍

𝑛=2

∞
𝜈2

𝑛

𝑛!
𝑌𝑛

𝑒𝜈1𝑄𝜈1
− 𝑒𝜈2𝑄𝜈2

=

= 𝜈1 − 𝜈2 𝑌1 + ෍

𝑛=2

∞
𝜈1

𝑛

𝜇𝑛
−

𝜈2
𝑛

𝜇𝑛

𝜇𝑛

𝑛!
𝑌𝑛

𝑎𝑛 − 𝑏𝑛 ≤ 𝑎2 − 𝑏2

if 𝑛 > 2 and 0 < 𝑎 + 𝑏 < 1

𝑌1 ≥ 𝑌1
low =

𝜇

𝜈1 − 𝜈2 𝜇 − 𝜈1 − 𝜈2
×

× 𝑒𝜈1𝑄𝜈1
− 𝑒𝜈2𝑄𝜈2

−
𝜈1

2 − 𝜈2
2

𝜇2
𝑒𝜇𝑄𝜇 − 𝑌0

low
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𝑄𝛼 = 𝑒−𝛼 ෍

𝑛=0

∞
𝛼𝑛

𝑛!
𝑌𝑛 , 𝐸𝛼𝑄𝛼 = 𝑒−𝛼 ෍

𝑛=0

∞
𝛼𝑛

𝑛!
𝐸𝑛𝑌𝑛 , 𝛼 = 𝜇, 𝜈1, 𝜈2

𝑌1 ≥ 𝑌1
low =

𝜇

𝜈1 − 𝜈2 𝜇 − 𝜈1 − 𝜈2
×

× 𝑒𝜈1𝑄𝜈1
− 𝑒𝜈2𝑄𝜈2

−
𝜈1

2 − 𝜈2
2

𝜇2
𝑒𝜇𝑄𝜇 − 𝑌0

low

𝑌0 ≥ 𝑌0
low =

𝜈1𝑒𝜈2𝑄𝜈2
− 𝜈2𝑒𝜈1𝑄𝜈1

𝜈1 − 𝜈2

𝑄1 ≥ 𝑄1
low = 𝜇𝑒−𝜇𝑌1

low
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𝑄𝛼 = 𝑒−𝛼 ෍

𝑛=0

∞
𝛼𝑛

𝑛!
𝑌𝑛 , 𝐸𝛼𝑄𝛼 = 𝑒−𝛼 ෍

𝑛=0

∞
𝛼𝑛

𝑛!
𝐸𝑛𝑌𝑛 , 𝛼 = 𝜇, 𝜈1, 𝜈2

𝑒𝜈1𝐸𝜈1
𝑄𝜈1

= 𝐸0𝑌0 + 𝜈1𝐸1𝑌1 + ෍

𝑛=2

∞

𝐸𝑛

𝜈1
𝑛

𝑛!
𝑌𝑛

𝑒𝜈2𝐸𝜈2
𝑄𝜈2

= 𝐸0𝑌0 + 𝜈2𝐸1𝑌2 + ෍

𝑛=2

∞

𝐸𝑛

𝜈2
𝑛

𝑛!
𝑌𝑛

𝑒𝜈1𝐸𝜈1
𝑄𝜈1

− 𝑒𝜈2𝐸𝜈2
𝑄𝜈2

=

= 𝜈1 − 𝜈2 𝐸1𝑌1 + ෍

𝑛=2

∞
𝜈1

𝑛 − 𝜈2
𝑛

𝑛!
𝐸𝑛𝑌𝑛 ≥

≥ 𝜈1 − 𝜈2 𝐸1𝑌1 ≥ 𝜈1 − 𝜈2 𝐸1𝑌1
low

𝐸1 ≤ 𝐸1
up

=
𝑒𝜈1𝐸𝜈1

𝑄𝜈1
− 𝑒𝜈2𝐸𝜈2

𝑄𝜈2

𝜈1 − 𝜈2 𝑌1
low
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𝑌1 ≥ 𝑌1
low =

𝜇

𝜈1 − 𝜈2 𝜇 − 𝜈1 − 𝜈2
×

× 𝑒𝜈1𝑄𝜈1
− 𝑒𝜈2𝑄𝜈2

−
𝜈1

2 − 𝜈2
2

𝜇2 𝑒𝜇𝑄𝜇 − 𝑌0
low

𝑌0 ≥ 𝑌0
low =

𝜈1𝑒𝜈2𝑄𝜈2
− 𝜈2𝑒𝜈1𝑄𝜈1

𝜈1 − 𝜈2

𝑄1 ≥ 𝑄1
low = 𝜇𝑒−𝜇𝑌1

low

𝐸1 ≤ 𝐸1
up

=
𝑒𝜈1𝐸𝜈1

𝑄𝜈1
− 𝑒𝜈2𝐸𝜈2

𝑄𝜈2

𝜈1 − 𝜈2 𝑌1
low

𝑅 = 𝑔p𝑓 𝑄1 1 − ℎ 𝐸1 − 𝑓ec𝑄𝜇ℎ(𝐸𝜇)
𝑔p = 0.5;          𝛼 = 0.2 dB/km;

𝑒d = 0.01;        𝑓 = 100 MHz;
𝜂 = 0.1;           𝑓ec = 1.22;

𝜇 = 0.6;  𝜈1 = 0.2;  𝜈2 = 0.1



SATELLITE QKD

21.10.2025 54



QUANTUM NETWORK (QKD NETWORK)

21.10.2025 55



QUANTUM NETWORK (QKD NETWORK)

21.10.2025 56


	Раздел по умолчанию
	Слайд 1
	Слайд 2
	Слайд 3
	Слайд 4
	Слайд 5
	Слайд 6
	Слайд 7
	Слайд 8
	Слайд 9
	Слайд 10
	Слайд 11
	Слайд 12
	Слайд 13
	Слайд 14
	Слайд 15
	Слайд 16
	Слайд 17
	Слайд 18
	Слайд 19
	Слайд 20
	Слайд 21
	Слайд 22
	Слайд 23
	Слайд 24
	Слайд 25
	Слайд 26
	Слайд 27
	Слайд 28
	Слайд 29
	Слайд 30
	Слайд 31
	Слайд 32
	Слайд 33
	Слайд 34
	Слайд 35
	Слайд 36
	Слайд 37
	Слайд 38
	Слайд 39
	Слайд 40
	Слайд 41
	Слайд 42
	Слайд 43
	Слайд 44
	Слайд 45
	Слайд 46
	Слайд 47
	Слайд 48
	Слайд 49
	Слайд 50
	Слайд 51
	Слайд 52
	Слайд 53
	Слайд 54
	Слайд 55
	Слайд 56


