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3 ways to deal with an imperfection

Technical countermeasure that attempts to stop the attack

Make a scheme intrinsically insensitive to imperfection

Characterise imperfection, upper-bound partial information 
leakage, eliminate it by privacy amplification



Distinguishability of source states

A. Huang, S.-H. Sun, Z. Liu, V. Makarov, Phys. Rev. A 98, 012330 (2018)

S. Nauerth et al., New J. Phys. 11, 065001 (2009)
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Certification of cryptographic tools

Government

Legal 
requirements

Approval

Certificate
System

Engineering 
documentation

Sale

Accredited lab

Manufacturer Customer

National 
security agency



Certification of cryptographic tools

Government

Legal 
requirements

Approval

Certificate
System

Engineering 
documentation

Sale

Accredited lab

Manufacturer Customer

Russia: 
optional for 
commercial 

uses

National 
security agency



System Report Tests

Clavis3 2016 –2018
interrupted

40 MHz 2016, 
2018–19

ongoing

(ООО Квантовые коммуникации)

Subcarrier scheme 2018 –2021

Security audit

Certification standards are being drafted since 2019 in

Industry standards 
group in QKD

312.5 MHz 2022 ongoing

S. Sajeed et al., Sci. Rep. 11, 5110 (2021)

V. Makarov et al., arXiv:2310.20107



Example of initial analysis report



7 Supplementary activities for the evaluation of quantum optical components in the transmitter module
7.1 General
7.2 Evaluation activity to test the photon-number distribution of optical pulses
7.3 Evaluation activity to test the mean photon number and stability of optical pulses
7.4 Evaluation activity to test the independence of the intensities of optical pulses
7.5 Evaluation activity to test the accuracy of state encoding
7.6 Evaluation activity to test the indistinguishability of encoded states from the perspective of non-

encoding degrees of freedom
7.7 Evaluation activity to test the uniform distribution of the global phase of optical pulses
7.8 Evaluation activity to test the degree of optical isolation of the TX module
7.9 Evaluation activity to test the sensitivity of the injected light monitor in the TX module
7.10 Evaluation activity to test the robustness of the TX module against laser injection

8 Supplementary activities for the evaluation of quantum optical components in the receiver module
8.1 General
8.2 Evaluation activity to test the consistency of detection probability in the RX module
8.3 Evaluation activity to test if back-flashes from the RX module can leak information
8.4 Evaluation activity to test the degree of optical isolation of the RX module
8.5 Evaluation activity to test the sensitivity of the injected light monitor in the RX module
8.6 Evaluation activity to test the robustness of the RX module against bright light blinding
8.7 Evaluation activity to test the appropriateness of dead time settings of single-photon detectors
8.8 Evaluation activity to test the temporal profile of the detection efficiency for single-photon detectors
8.9 Evaluation activity to test the robustness of the RX module against laser injection
8.10 Evaluation activity to test the detection limits of homodyne detectors in the RX module
8.11 Evaluation activity to test the appropriateness of double-click events handling

ISO/IEC 23837: Security requirements, test and 
evaluation methods for quantum key distribution

https://www.iso.org/obp/ui/#iso:std:iso-iec:23837:-2:dis:ed-1:v1:en
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ISO/IEC 23837: Security requirements, test and 
evaluation methods for quantum key distribution
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Twin-field QKD protocol

Twin-field sending-or-not-sending QKD protocol

Current distance record ~1000 km in fiber

M. Lucamarini, Z. L. Yuan, J. F. Dynes, A. J. Shields, Nature 557, 400 (2018)

X.-B. Wang, Z.-W. Yu, X.-L. Hu, Phys. Rev. A 98, 062323 (2018)

Y. Liu et al., Phys. Rev. Lett. 130, 210801 (2023)



Spontaneous parametric down-conversion

P. G. Kwiat et al., Phys. Rev. Lett. 75, 4337 (1995) Image reprinted from: Wikipedia

Energy conservation: 𝒑 𝒔 𝒊
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Alice Charlie (untrusted) Bob

EPR

A. Ekert, Phys. Rev. Lett. 67, 661 (1991)
C. H. Bennett, G. Brassard, N. D. Mermin, Phys. Rev. Lett. 68, 557 (1992)

Entangled-pair QKD

𝟏 𝟐 𝟏 𝟐𝟏 𝟐 𝟏 𝟐
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J. Yin et al., Nature 582, 501 (2020)

Entangled-pair QKD over 1120 km
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H.-J. Briegel, W. Dür, J. I. Cirac, P. Zoller, Phys. Rev. Lett. 81, 5932 (1998)

Quantum repeater network

1. Entanglement swapping

2. Quantum memory

3. Error correction (entanglement distillation)


