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Abstract

The thesis describes a new strategy of eavesdropping on quantum cryptographic

systems, which eliminates the need of immediate interaction with transmitted

quantum states. It allows the eavesdropper to avoid inducing transmission errors that

disclose her presence to the legal users. As an object of the eavesdropping, phase

state fiberoptic schemes are considered. In this eavesdropping strategy, parameters of

transmitting and/or receiving apparatus are interrogated by external high-power light

pulses. Applicability conditions of this method are given. Type and amount of

information learned by the eavesdropper is estimated, depending on the parameters of

the interrogating pulse and apparatus. The thesis suggests security measures against

this kind of attack. Experimental setup for eaveadropping experiment is proposed and

results of successful preliminary measurements are presented. Also, the thesis

contains a short review of existing methods, protocols and schemes of quantum

cryptography.



4

........................................................................................................................................5

�� � � � � ...................7

�� � � � � � .............7
�BB84.............................................................................................................................11

� � � ........................................................................15
� � - � - � ,

� � �BB84 �B92 � � .........................19

� � � � �
� � � � � �

.................................................................................................................23

� .............................................................................................................23
� �� � � .........................................................................25

� � � .....................................................................................................26
� ...............................................................................................................................26

� � � .................................................................................27
� � �� � � ������......................................28

� � � ..........................................................................................................30
� ................................................................................................................................31

� � � .........................................................................................32

� � � � �
............................................................................................................................................................38

� .............................................................................................................38
� � � ................................................................39

..............................................................................................................................47

� � ..................................................................48



5

� ��� � � �

� � 
� � � � �

� � ��� � 
� � 


� � � 
� � � � ��

� � � � � � 


� � � 
� � �

� � � 
� � � � � � � �

� � � � � ��

� � � � � 
�

� � � � � �� � �

� � � � � �

� � � � � �


� � � � � � �

� 
� � 
� � � � �


� � � � � 
� � � �

� � � � � �

� 
� � � � 
� � � 
�

� � � � � � � 


� � � �� � � �

� � � � � �

� � � 
� � � � � �

� � � � �

1. � � � � �

� � � � � � � � �

� � � � � � � �

� � ������ ����� � � �

2. � � � � � � � �



6

3. � � � � � �


� � � � � � �

� � � ������

� � � � � � �

� � � � �������� � �� 



� � � �� ��� � ���
���
	�������������

� � �� � � � � ���

� � � � �

�������



7

�� � � � �

�� � � � �

� � � � � � 
� �

� � � � � � � � 


� � � � � 
� 
� � � �

�� � � � � �

�� � � � � � �

� � � 
� � � � � � � � � �� �
�
�

�� � � � 
� � � 
� � ���� � �
�

� � � �� � �


� 
� � � � �� �

� � � � 
� � � � 
�

� � � � � � � �� 
�


� � � � 
� � � � � 
�

� � � � 
� � �


� � � �� � �


� � � � � 
� � � �

� �

���� � �� � � � �� � � � � 
�

� � � �� � � � 
�


� � � � 
� � � �� �

� � � 
�� � � � � �

� � � �� 
� 
� � � � ���

� � � � � 
� � �

� � � � 
� � � ���



8

�� � 
� � � � � �

� � � � � � 
�

� � � � �� 
� � �

� � � � � 
� � �

� � � 
� � � �

� � � �� � � �

� 
� � � � �

�� � ���
�
� � �� !"#!$�%&!'$!(�

� 
� � � � � � �


� � � � � �

��� � �� � 
� � �


� � � � � � �

� � 
� � � 


� � 
� � � �

� �� �
���� ���!$$!  � ��()'')(*� �

� � � � � 
� �

���������� � � � � � � � � �

� � 
� � � � � � �

� 
� � � � � �

� � �����
� � ��� � 


� � 
� � � �

� � � � 
� � � � 


� � � � � 
�

� � � � ��	��

� � � � � � 


� � � � � 
� � � �

�� 
� � � � � �� ��

� �
� � � 
� � � 


�� ��� � � � � � � � �

� � � �



9

� � � 
� � �

� 
� �����

1. � � � � �

�

� � � � �

� � � � � � � �

� 0 � � 1 � � � �

 
� βα +=Ψ ,

�� 1
22 =+ βα �� � � � � �

� � � �

10 111 βα +=Ψ

10 222 βα +=Ψ ,

� � � 21 ΨΨ �+��
� � �� � �

2. � � �

� � � � � 
�

� � � � � � �

� � �� 
� 
� � � � �

� � � � 
� �

� � � �� � � �


� � 
� � � � � �


� � � � � � 
� � � ��


� � � � � � 


� � � � � �

3. �

� � � �� � � �

� � � � 
� � � �


� � � � � 
� �

� � � � �� � � �



10

�� � � � � � � � �


� � � � � � � �

� � � �� � �

� � �
��� � � � � �

( )1001
2

1
0 −=Ψ


� � � � � � 
� � �

� 0 � � 1 
� � � � �

�� � �� 0 
� � � � � � �

1 
� � ��

4. � �


� � � � �

� 
� � � � � � � �

� � � � �� � � 


� � � � 
� � � 


� � � 
� � � �


� � � � � � � �

� � � � � � �

����
� � � � � � � � � �

� � � � � �� � �

� � � � 
� � �

� � � � 
� � � �

� 
� � 
� � � 


� � ������ ����� � � �



11

�����

� � � � � � � ���������

��!$$!  � ��()'')(*� �
���� �� � � �

� � � � � 


� � � �� � �

��� ����

A0 ,

A1 ,

( )AAB 10
2

1
0 += ,

( )AAB 10
2

1
1 −= .

� � A0 � � A1 � � �,�-� ��
�� � � 
� �� B0 � B1

� � � � � �B�� � � �

� � � � �
���� A0 � � A1 �

���0�� � ����0�� � 
� � B0

� B1 ��� � 
� � �.��0� ����0�� � � A0 � � A1

� � � � ���0��� � 
� �

� � � � 
� � 
� � � �

� � � 
� � � � � � �

�� 
� � � � �� � �
� � 
�


� � � � ����0� ���0�/� � 
�

� � � � � �.��0�
� � �

�

� � � � � � � � �


� � � 
� � � � ��

� � � � �� � � � 
�



12

� � 
� � � �� 
�

��

� � � � � � � � � � �

� � � A0 , B0 , A1 , B1 
� � � � �

� 
� � � � � � � � � 
�

� � �� � � � � 
�

� � � � ��� ��
� � � � 


� � � � 
� � � � �

� �� � 
� � � � 
� �


� � � � 
� � � � � � �

� 0� � � � � � � �
����

� � � � ��� 
� � � � � � �

� � � ���� � � � �

� � � 
� � � ���1� �

� � � � � � �

� � � � � � � � � 
� 



� � � � 
� � � � �

� � � �� � � � � �

� � � � � 
� �

� � � � � 
� � � � �

� � �� � � � �

�

� 
� � � � � � 


� � 
� � 
�

� � � � � � � �� � �

�, � -�� � � � � � 
�

� � � � � � �� � �

� � � � � � ��� � �

� � � � � � � � � � 


� � ���1� � � � � � � � ��



13

� � � � � 
� � � ���1

� � � �� � 
� � � �

� � � �
���.�
���2�
���+�	��
� � � � �

� � � � � � � �

� 
� � � � � � � � � �

� � � � � �

� �� 
� � � � � � �

��� � � 
� 
� �

0� � � � � � � �

� � � � �� � � 
� �

� � � �


� 
� � � � 
� �

� � ��� � � � � � 
�

� � � � � � � � � � �

�� 
� � � � � �

� 
� � 
� � � � �

� 1≤µ � � � 
� � �

� � � � � � � �� �

� 
� � � � ���


� � � � � � 
� �

� � � � 
� � � � � � ��

� � � � � � � �

� �� � � � � � � 


� � 
� � � � �

� � � �

� � � � � � � � � 


� � �� � � � � �


� � � � � � � � � � 


� � � �� � � � � � � �


� � � 
� � 
�



14

� � 
� � � � 
� �

� � � � �� � � � �

� � ��	
�����

� � � � � � � � � 
� � 



� � � � 
� � � �

� � �� 
� � � � 


� � � � � � �

��� � 
� � � � � �

�

� � � � � � � � � � 


� � � � � � 
� 


� 
� � � � � �� �

� � � � 
� � � � � �

� � � � � �� � � � �

� � � � � �� � � � �


� � � � � � � � �

� � � � � � � � � � � � 


� � � � �� � 
� 


� � 
� � 
� � � �

� � � � � � � ��� � 
� � �

� � � � � � �

� � �� � � � � �

�l
� � � � � 
� � � �

� � � � � � � � � ��l � �

� � � � � ��� � � �

� � 
� � � � �

� � � �� � � � � � � � 


� � � � � � �


� � � � � � ��

� � � �� � �� 
� �



15

� � � �� � � � 
� �

� � � � 
� � � � � � �

� � � � � � �


� � � � � � � � � �

� � 
� � � � 
� � �

� � � � � � �

� � � 
� �
� � � � 
�

� � �� � � � � 
�

� � � � � � �� � �

� � � 
� � � � �k
� �

� � � � �n�� � �s �� � 


� � � � �� � �

� �n – k – s� �  � ��

� � � � ��� � � � �

� �� � 
� � � 
� � �

� � � 
� � � � �3$�� �− � �����

� � �

� � � � � � � �

� 
� � � � � � �

�

• ��������

� � �
���� �� � � 
� � � � �

� � � � � �

�� � 0ψ � � 1ψ ��� � �


� � �-�-� �-
-
� �� �

� 10
2

10 << ψψ �� � � � � � 


� � � � � � � � � �



16

� � �

110 1 ψψ−=P 
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001 1 ψψ−=P .

0P � � 1ψ 
� � � � �

� 01
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10 >− ψψ � � � � 0ψ 
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� � � � � �
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� � � � � � ���

� � � � � � � �

� 
� � � 
� � � 


� ( ) 21
2

10 ψψ− � � � � � �
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B
AB

A
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3
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3
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1
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ππψ ,







−=

BABA 66

4

6

4

62

1
2

ππππψ �







−=

BABA 6

2

6

5

6

5

6

2

2

1
3

ππππψ ,

� � � � � � �

( )
BiAiBiAii 0110

2

1 −=ψ .
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� � � � � �
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� � � � � � � � �
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� � �

001 =P

662

ππ=P
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3

6

3
3

ππ=P .
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� � � � � � �
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� � � � � � � � �
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2

1
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1
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 �� � � �
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