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Problem Description

The student will finalize the development of the experimental setup started in
his project work previous semester, and perform the experiment.

The goal of the experiment is to illuminate a single-photon avalanche photodi-
ode used in quantum key distribution (QKD) setups with increasingly high power
laser light. Between each illumination cycle, the detector will be thoroughly and
automatically characterized in order to detect when the characteristics of the de-
tector deviate from its normal behavior.

In this damaged state, the detector may turn out to be susceptible for attacks
undermining the security of the QKD system. Such vulnerabilities will be discussed.






Abstract

Quantum cryptography has been developed from being a theoretical proposal to
having real world applications, with companies developing and selling quantum key
distribution (QKD) instruments commercially. Although laws of quantum physics
guarantee perfect security in the key distribution protocol, several vulnerabilities
in the practical implementations have been described and demonstrated. In some
of these attacks the eavesdropper has been able to acquire the entire secret key
without being detected by the two communicating parties.

This thesis describes an experimental setup for automatically characterizing
and damaging single photon avalanche photodiodes using a high power laser to
damage the diode with the intention to find new weaknesses in QKD systems.
Hopefully, the discovery of loopholes will stimulate the researchers and commercial
manufacturers to fix their implementations, leading to more secure systems.

For a silicon avalanche photodiode (APD) in a passive-quenching circuit, a
number of interesting results have been found. It has been shown that we are able
to change many of the APDs key characteristics by applying strong illumination.

We have been able to reduce the dark count rate of several APDs by up to 80%
in a predictable way by strong laser illumination, an effect which is believed to be
caused by localized annealing. This is an interesting result not only in the field of
quantum cryptography, but perhaps also for improving the manufacturing process
of different semiconductor components.

Other parameters that have been found to change in interesting ways are the
dark current and the breakdown voltage. It has been demonstrated that these
changes may compromise the security of QKD systems.
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1 Preface

Using a high power laser to damage optical components in a quantum key
distribution (QKD) system may be the ultimate tool for an eavesdropper. Laser
damage may make controllable, intentional changes to the components, changing
their characteristics beyond the model used in the theoretical security proofs.

This thesis work studies the effects of high power laser illumination on a silicon
avalanche photodiode (APD).

1.1 Preceding Work

The foundations of the optical part of the experimental setup were set up by Se-
bastian Sauge and Vadim Makarov in the fall of 2010. In my project work [4]
in the spring semester 2011, the experimental setup was developed further with
automation in mind, and I started the development of an automation program
able to control instruments and devices required for running the full experiment.
During the summer and early fall 2011 Aina Mardhiyah M. Ghazali continued the
work on the automation program and started developing algorithms for detector
characterization, partly under my supervision. That summer work resulted in a
paper, included in Appendix A.

1.2 This Work

During this work, the experimental setup was extended further, and the automa-
tion program finalized. After thorough testing of the characterization routines on
both healthy and broken APDs, several APDs were damaged by applying increas-
ingly high power illumination, while recording all characterization results between
each damaging illumination. The results of this work will, in addition to this thesis,
result in a publication later this year. There is also ongoing work investigating the
potential of patenting the process of localized annealing by strong laser illumina-
tion.

1.3 Acknowledgements

This work has been done with the Quantum Hacking group at the Department of
Electronics and Telecommunications at the Norwegian University of Science and
Technology.

I would like to thank my supervisors, Vadim Makarov and Johannes Skaar for
all their help during the experimental work and the thesis writing. I thank Lars
Lydersen for useful comments on both experimental work, programming and my
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thesis. I want to thank Qin Liu and Aina Mardhiyah M. Ghazali for contributions to
the automation program, and Astrid Aksnes and Kai Mller Beckwith for providing
access to microscopes for characterization.



2 Introduction to Quantum Cryp-
tography

This chapter gives a brief introduction to classical cryptography, a description of
a basic protocol used for quantum key distribution (QKD) and some considerations
about weaknesses of real implementations of QKD systems.

The sections before section 2.3 is mostly based on [10].

2.1 Classical Cryptography

The goal of cryptography is to make the contents of a message indecipherable for
anyone except the intended receiver. Or, in other words, let Alice* and Bob share
a message while ensuring that Eve is unable to understand it. Cryptography can
be broken up into encryption and decryption, where encryption is the process of
combining the message with a key to form a cryptogram. In order to read the
cryptogram, one must decrypt it, which is done either by using the same key
as was used for encryption or another, special key - this depends on the class
of cryptosystem used. In order for the cryptosystem to be secure it should be
impossible to decrypt the message without the correct key.

Two main classes of cryptosystems exist - asymmetrical and symmetrical. They
are classified in regards to whether the key used by the two parties is the different
or equal, respectively.

2.1.1 Asymmetrical cryptosystems

Asymmetrical cryptosystems - commonly known as public-key cryptosystems, are
based on computational difficulty. Two keys are generated by Bob - one private
key which he keeps secret and one public key generated from the private key which
he shares with anyone. The public key is used to encrypt messages that can be
decrypted only by the private key. This system is based on one way functions
- functions that are easy to do one way, while keeping it very hard to find the
starting point from the result without some extra information. A standard example
of this is the much-used RSAP algorithm based on multiplication of large primes
and factorization of the result. In short, it is easy to find the product of two
large prime numbers and also easy to find the remaining prime number if one is
given the product and already has one of the factors. On the other hand, if just
presented with the product of the two primes, it is assumed to be difficult to find
the original primes. ”Difficult” in this context means that the computational time

2Alice, Bob and Eve are standard names for the sender, receiver and eavesdropper, respectively.
bRSA from Rivest, Shamir and Adleman, the surnames of the algorithm’s creators
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grows exponentially with the number of bits in the input, compared to polynomially
for ”easy”.

The problem with this very convenient and much used system is that it has
been impossible to prove that it actually is difficult to factorize the product. If
someone invents an algorithm which makes it easy, public key cryptography based
on factorization becomes useless. An algorithm developed by Peter Shor does
exactly this, but would require a quantum computer to work[24].

2.1.2 Symmetrical Cryptosystems

In a symmetrical cryptosystem, Alice and Bob are required to share a common,
secret key beforehand. This key is used both for encryption and decryption, and
is not based on one way functions like the asymmetrical cryptosystems.

The most relevant symmetrical cryptosystem in the context of quantum cryp-
tography is the one-time pad, dating back to 1926 [29]. Assuming that the key is
perfectly random, equally long to the message and is only used once, one-time pad
is proven to be perfectly secure. If we consider a binary message (composed of 0s
and 1s), the encryption is done by bitwise addition of the key to the message. For
example, if the message is 10100110 and the key is 00101101, the encrypted mes-
sage will be 10001011. Bob simply subtracts the key from the encrypted message
and finds the original content.

One-time pad has the obvious disadvantage of requiring a secret key longer than
or of equal length to the message to be encrypted. For this reason, it is only used
for very specialized purposes today. Other symmetrical cryptosystems use much
shorter keys and complicated algorithms which make them convenient for modern
cryptography as we know it from all kinds of secure communications today, but like
public-key cryptosystems they may be vulnerable to advances in cryptoanalysis.

2.2 Quantum Cryptography

Quantum cryptography is a possible solution to the challenges facing the most
common cryptosystems in use today. The type of quantum cryptography focused on
here is quantum key distribution (QKD), where the basic idea is to use a quantum
channel to let Alice and Bob agree on a secret, random key which can be proven to
be unavailable to Eve. See for example [20] for a full proof of the secrecy of QKD.
This key may then be used in a one-time pad scheme to send data over a classical
insecure channel.

2.2.1 Quantum Key Distribution

We shall now investigate further the first protocol for QKD, described in 1984
by Bennett and Brassard [3] named BB84. The basic idea is to send each bit
as a single photon quantum state where either the polarization or the phase of
the photon describes its bit value. For example, if Alice transmits photons that
are polarized either vertically, horizontally or £45°, vertical and 45° polarizations
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Figure 2.1: Explanation of QKD using the BB84 protocol. Figure from [26].

would represent a 1 while horizontal and —45° polarizations would represent a 0
(Figure 2.1). Alice randomly chooses the rectilinear (Z basis) or the diagonal (X
basis) basis for each bit she sends and Bob, likewise, randomly chooses a basis
when he measures the photon. This way, 50% of the photons will be measured in
incompatible basis, which gives a random result for these bits.

After receiving the required amount of raw key data from Alice, communications
will proceed on the public channel. We assume that Eve can read all data on the
public channel, but not modify it. Such active eavesdropping would require extra
countermeasures which are left out from this discussion. Now, Bob tells Alice
which basis he used for measuring each received photon. Alice then responds
which photons were measured in the correct basis (without disclosing the actual
bit value, of course). The bits corresponding to photons which were measured in
the wrong bias or not received at all are discarded by both Alice and Bob. The
remaining key sequence is named the sifted key.

In the idealized case with true single photon states and without any loss, noise
or eavesdropping, Alice’s and Bob’s sifted keys are equal. Different eavesdropping
schemes exist, but any eavesdropping will perturb the quantum states and thus be
detectable by Alice and Bob. In the ideal case, Alice and Bob could compare some
random parts of their keys, any discrepancies found indicate that eavesdropping
has taken place. In a real system there will always be discrepancies due to loss,
dark counts etc, which Alice and Bob will assume is caused by Eve. A combination
of error correction and privacy amplification will ensure that Alice and Bob have
the same key while minimizing Eve’s information. These methods are thoroughly
explained in [2], for example.
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2.3 Breaking Quantum Security - Quantum Hack-
ing

As we have seen, the theory behind QKD is completely secure. The implementation
in real systems, however, is not necessarily secure. Over the last decade several
attacks on QKD systems have been proposed [19, 28, 9, 15], and in recent years
several proof of principle demonstrations have been conducted on both research
and commercial system [16, 18, 7, 23].

This section presents the attacks relevant for this work.

2.3.1 Faked State Generation via Detector Blinding

The general idea of a faked state attack is to intercept Alice’s signal and prepare a
new signal that is sent to Bob, tricking Bob into making the same measurement as
Eve did. At a first glance, this is impossible without Alice and Bob noticing, since
Eve does not know which basis Alice used and thus will introduce a high quantum
bit error rate (QBER) detectable by the two parties. If, however, Eve can trick
Bob into thinking that he is receiving single photons while in reality he is receiving
relatively bright, classical pulses of light, Eve gains a huge advantage.

Let us imagine that Eve can turn Bobs single photon detectors into classical
photodetectors. These are totally insensitive to single photons, while brighter illu-
mination will generate a photocurrent through the device. Considering a detection
scheme such as in Figure 3.1, an optical power higher than a threshold P, will
cause a big enough photocurrent pulse to make a detector register a count as if it
was hit by a photon in its regular operating regime. Also, suppose that half the
threshold power, Py,/2, does not cause such a detection event. Then, Eve is able
to control what Bob will detect - without breaking the laws of physics - simply by
transmitting a pulse with the desired polarization (or phase, in a phase encoded
system) and a precisely defined power. This is shown for a polarization based sys-
tem with passive basis choice in Figure 2.2, where Bob will always get the same
result as Eve. In a passive basis choice, Bob chooses basis simply by assuming that
a beam splitter will either reflect or transmit the incoming photon. In an active
basis choice system, Bob uses a source of true random numbers to actively select
the basis, for example by a Pockel cell [2].

If we were dealing with an active basis choice system, the result would be the
same as in the passive basis choice implementation, except that bits where Eve
and Bob choose the opposite basis (50%) would be lost. This increased loss can be
compensated for by Eve placing her detector close to Alice and compensating for
the increased fiber loss by sending brighter control pulses to Bob.

Such a scenario is not just a thought experiment, it is fully possible on a large
range of detectors used in research and commercial setups [19, 23, 16]. The key is to
exploit the fact that an APD biased below its breakdown voltage, while insensitive
to single photons, is responsive to stronger pulses. Since the detector electronics
typically is triggered by the current increasing past a threshold value, it is not able
to tell the difference between these two modes of operation.
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D Count!
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Quantum channel D
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Figure 2.2: An illustration of a bright pulse from Eve causing a detection event in
the desired detector in a polarization based QKD system with passive basis choice.
Since this setup uses a beam splitter for choosing a passive basis, it effectively
demonstrates the case of compatible and incompatible basis choice simultaneously.
The left arm, corresponding to the X basis, shows what happens if an incompatible
basis is chosen by Bob: The trigger pulse power (Pyy) is evenly split between the
two detectors, causing Pi,/2 to hit each detector, resulting in no detection, or a
“vacuum“ state.

The right arm, corresponding to the Z basis, is the compatible basis choice in this
case. All the polarized illumination is reflected to one detector, causing a count.
BS: Beam splitter, PBS: Polarizing beam splitter, HWP: Half wave plate, Piy:
Threshold power for a detection event.

An eavesdropper may use a number of ways to force the detector into this
regime, and several have been shown experimentally. Using continuous wave illu-
mination to blind the detector was first shown for passively-quenched detectors [19],
then for actively-quenched detectors [23]. These findings were used for controlling
detectors in gated operation (section 3.1.6) by blinding the detectors during the
gate before applying a bright trigger pulse just after the gate [16]. As a further
development of the blinding attacks, it was shown that it is possible to heat the
APD by bright light illumination, causing the breakdown voltage to increase and
thereby blind the detector, making it vulnerable to trigger pulses [18].

The feasibility of the blinding attacks were further demonstrated in a full field
implementation where the eavesdropper managed to capture the full secret key
without being detected [7].

2.3.2 Reflectometry

Reflectometry has been proposed to be used by Eve to see which quantum states
are sent by Alice, as described in [28]. This attack has been named a ” Trojan-horse
attack” [9], as it effectively works as a Trojan horse working on the inside of the
system, telling Eve what is going on inside.

By applying short pulses of light in the quantum channel directed towards Al-
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ice at the same moment Alice is preparing her quantum states and measuring the
reflections, Eve could be able to read out the entire key sent from Alice if she is not
careful enough. To protect herself, Alice should employ filters that do not allow
light other than the appropriate wavelengths, only activate her encoding optical
components when the qubit is there and ensure that her isolator and attenua-
tor is placed between her encoding optical components and the quantum channel.
Another common way to protect against this kind of attack is to use a detector,
monitoring the energy of incoming light pulses.

2.3.3 Laser Damage as a Tool for Eavesdropping

Preliminary testing of laser damage of APDs in our lab has given some interesting
results. Two detectors were manually damaged by a high power laser, each showing
different properties after the damage.

One of the damaged detectors developed a strong dark current effectively blind-
ing it during normal operation. In this regime it was still controllable by a bright
pulse as described in the faked state generation paragraph above. A detector dam-
aged this way could significantly enhance the possibilities of succeeding with such
an attack, since no continuous, detectable blinding light would be required.

The other damaged detector lost all photosensitivity. One potential use of this
could be to enable the use of the reflectometry based attack mentioned above even
in the presence of a detector monitoring incoming light pulses. If Eve is able to
controllably damage the monitoring detector in such a way, she could circumvent
the security proof and apply the Trojan-horse attack while Alice thinks she is safely
protected by the monitoring detector.



3 Avalanche Photodiodes

An avalanche photodiode (APD) is a photodiode which is strongly reverse-
biased. At such high internal electric field in the diode, an exited carrier is accel-
erated very quickly, and may excite new carriers by impact ionization [22]. These
new carriers may again trigger new carriers, creating a cascade effect. APDs used
for QKD are operated at a bias higher than the breakdown voltage. At this high
bias, an absorbed incoming photon carrying energy higher than the band gap of
the material is able to trigger this avalanche effect, making it useful as a single
photon detector. APDs operating in this range are also known as single-photon
avalanche diodes (SPAD) and Geiger-mode avalanche diodes [5].

An APD operated in Geiger mode, or photon counting mode, is set up such
that an avalanche is registered by some sensing circuitry while the avalanche is
being quenched by either lowering the voltage below the breakdown voltage or
by reducing the current to a level where it becomes probable that no carriers are
crossing the barrier, this is named the latching current or quenching current of the
diode.

Currently, if one has the freedom to choose the wavelength independent of
other factors, silicon APDs by far provide the best overall performance for pho-
ton counting applications [22]. That is, for light in the visible to near-infrared
range (A\g = 400nm to 1000 nm). For light in the range typically used for optical
fiber communications (1.3 pm, 1.55pm), the photons have lower energy than the
bandgap of Si, and is not absorbed. Thus, since the photons are not absorbed they
will not trigger an avalanche in a Si APD. For telecom wavelengths, InGaAs/InP
heterostructures are the best choice, but performance is significantly reduced com-
pared to Si devices at shorter wavelengths [22].

3.1 APD Circuits

This section is mainly based on [5].

3.1.1 General Working Principles

There are many different ways to set up a circuit utilizing a photodiode to detect
single photons, but some principles are common for all setups. In order to make the
diode sensitive to single photons, it has to be reverse biased above the breakdown
voltage Vi,. The diode then has an overvoltage Voyver = Vihias — Vor Where Wyiag is
the applied bias voltage. At this high reverse bias, a single charge carrier injected
in the depletion zone can start a self-sustaining avalanche due to the high electric
field. The avalanche pulse rises in a few nanoseconds, and the current will continue



10 CHAPTER 3. AVALANCHE PHOTODIODES

to flow until it is quenched by lowering the bias below the breakdown voltage. This
is done either actively or passively, discussed in section 3.1.3 and section 3.1.4.

3.1.2 Dark Counts

Since any free charge carrier in the depletion zone may start an avalanche, one
needs to consider dark counts caused by thermal generation, trapped carriers and
tunneling [6, 12].

Thermal Generation

Dark counts by thermally generated carriers are dependent on the temperature of
the diode, and the dark count rate due to this effect is relatively easily reduced
by lowering the temperature. Increasing bias voltage also increases thermally gen-
erated dark counts due to two effects, namely field-assisted enhancement of the
emission rate from generation centers and increased avalanche triggering possibil-

ity.

Trapped Carriers

During the avalanche pulse, some carriers get trapped in deep levels in the depletion
layer caused by impurities or imperfections in the crystal lattice. These are later
released after a fluctuating delay and may then trigger a new avalanche. The num-
ber of trapped carriers depend upon the number of carriers crossing the junction,
and is thus increased both by pulse length and intensity. The current intensity is
proportional to the bias voltage, which is normally adjusted with respect to other
factors. A way to reduce dark counts caused by afterpulses is then to minimize
the time before the pulse is quenched, and also to introduce a hold-off time after
quenching where the bias voltage is kept low for some time after the pulse to allow
trapped carriers to release without starting a new avalanche.

Tunneling

At very high electric field intensity, tunnel-assisted direct band-to-band transitions
may happen. Even an extremely small tunneling current may cause a significant
increase in the dark count rate. The bias voltage and thus the field intensity should
be kept as low as possible in order to reduce tunnel-assisted generation.

3.1.3 Passive-quenching Circuits

Schematics for a passive-quenching circuit (PQC) is shown in Figure 3.1. Cs is the
stray capacitance, the capacitance to ground from the diode terminal connected to
the ballast resistor Ry,. Cs is typically a few pF. Cy is the junction capacitance
in the diode, typically ~1pF. Ry is a high value ballast resistor to quench the
avalanche current, typical values are on the order of hundreds of kiloohms. Rg is
used to get a signal output, typically on the order of 50 (.
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Figure 3.1: Passive-quenching circuit. a) Schematics of a simple passively quenched
circuit in current-mode output. b) The equivalent circuit of subfigure a); the
circuitry inside the dashed rectangle corresponds to the diode. ¢) A sketch of the
current I4 through the diode and the voltage drop V4 over the diode as a function
of time during an avalanche. The voltage signal sensed at T1 in subfigure a)
corresponds to the current through the diode (1) in subfigure c). Figures redrawn
from [5].

Before detecting a photon, the diode in Figure 3.1 a) is reverse biased at
Va(0) = Viias through Ryp. V4(t) is the transient voltage drop over the diode.
When an avalanche is triggered the current through the diode quickly rises as seen
in Figure 3.1 ¢). The current through the diode is then given as [5]

Va (f) — Vir Vex(t)

Ia(t) = R = "Ry (3.1)

where Vi (t) = Va(t) — Vi, is the transient excess voltage over the diode. The diode
current discharges the capacitances which results in the exponential decay of the
diode current, I4 and diode voltage, V4 towards their asymptotic values

Vbias - Vbr ~ Vover

I, = ~
Ry, + Rs + Rq Ry,
Va - Vbr + Rd—[a (33)

(RL > Rg + Rd) (32)
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where Vi is the applied voltage above breakdown, Viias — Vir. When the current
through the diode becomes very low the transport of carriers through the depletion
zone becomes a statistical process. When I3 becomes lower than ~100pA the
probability for a carrier to cross the diode becomes small and drops quickly as the
current is decreased further [11]. To ensure approximately equally long avalanche
pulses, one must choose a value for Ry, such that the asymptotic current I, is well
below this quenching current I; < 100pA. This results in a good slope in the
avalanche current when it crosses I, leading to a well defined quenching time with
fairly small jitter. If the value of Ry, is too low such that I, ~ I, the quenching
time will have large jitter. In the case I, > I, the avalanche will not be quenched
at all.

After the avalanche is quenched the capacitances (Cs and Cq) are slowly charged
through the ballast resistor Ry,. This corresponds to a voltage recovery time con-
stant

T, = R(Cs + Cy). (3.4)

This leads to a recovery time in the microsecond range for common values of the
capacitances and ballast resistor. When the diode voltage once again rises above
breakdown voltage, the diode becomes susceptible for avalanches. The triggering
probability is very low during this first part of the voltage recovery, increasing as the
bias increases further above the breakdown voltage. An avalanche initiated before
the voltage has fully recovered, i.e. Vg < Vipias, Will be smaller than an avalanche
occurring at Vg = Vijias, as seen from Equation 3.1. This results in a smaller output
signal - if this is smaller than the threshold of the comparator sensing the avalanche
pulse, no signal is generated and the photon will not be counted.

3.1.4 Active-quenching Circuits

The basic difference between an active-quenching circuit (AQC) and a PQC is that
the AQC reacts back on the leading edge of the avalanche pulse and actively lowers
the bias voltage in order to quench the avalanche, compared to the PQC where
the avalanche is quenched by discharging the stray and diode capacitances. This
requires a quenching pulse higher than the overvoltage and with opposite polarity
to be created by a device in the circuit and applied across the diode to quench the
avalanche.

3.1.5 Comparison of PQCs and AQCs

PQCs and AQCs have some general advantages and disadvantages to each other
which will be presented here.

PQCs have a limited maximum count rate due to the long recovery time (Equa-
tion 3.4). In an AQC, the count rate can be enhanced greatly since the diode
essentially can be switched back on directly after the desired hold-off time. The
hold-off time may be much lower than the recovery time of the PQC while still
avoiding afterpulsing.
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Small pulse triggering is not a factor in AQCs, since the reset transition time
for the bias voltage is very short. This results in the bias voltage being practi-
cally always either at the desired overvoltage or at a quenching voltage below the
breakdown voltage.

The main advantages of using a PQC instead of an AQC in are simplicity
and robustness. Designing a PQC is simpler, since the avalanche is quenched
automatically as long as the ballast resistor is large enough. In an AQC, on the
other hand, logic must be used to create a potentially high voltage pulse to quench
the avalanche. If something goes wrong in an AQC, the device may lock in an
always-on situation or in some other way dissipate too much power which leads to
damage of the device. In a PQC, the large ballast resistor automatically protects
the device from that kind of failure, a feature which makes the PQC an attractive
choice for an experiment where high count rates and accurate photon timing is not
a priority.

3.1.6 Gated Detector Operation

Most APDs used in commercial QKD-systems are operated in the gated mode.
In gated mode, the bias voltage is set lower than the breakdown voltage, only to
be increased above breakdown by a short gate pulse when a photon is expected,
leaving the detector insensitive to single photons most of the time. This has obvious
advantages such as reducing the dark count rate

One can in principle employ gated mode in both active and passive-quenching
circuits. While gated operation in passively quenched schemes and setups with
mixed passive and active features are useful in some specific applications it is not
so relevant for quantum cryptography applications. Here, where the count rate is
a crucial factor, it is common to use an actively quenched circuit where the gate
pulse can easily be incorporated.

3.2 APD Characterization

This sections describe some parameters of APDs that can be characterized, how
they can be characterized and what they mean for practical QKD.

3.2.1 Detection Efficiency

We define detection efficiency () as the probability for a single photon incident on
the APD to trigger an avalanche that is detected by the electronic circuitry. From
the definition, we can intuitively see some factors reducing the detection efficiency
from the ideal 100%:

e The photon must be absorbed in the APD. Any reflectance on the surface
will reduce the detection efficiency.

e The absorbed photon must generate an electron-hole-pair which impact ion-
izes to create an avalanche.
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e The generated avalanche current must be large enough to be detected by the
sensing electronics.

The importance of detection efficiency in QKD is quite obvious - when dealing
with single photon transmission, decreasing loss becomes important in all compo-
nents.

Detection efficiency is measurable by applying weak light illumination of known
intensity onto the APD, and recording the photon count rate. One should also
compensate for dark counts, giving

Count rate — Dark count rate
n=

. 3.5
Incident photons per second (3:5)

Time Correlated Detection Efficiency

A slightly more sophisticated method of measuring detection efficiency is to use
a time correlated setup. Here, a short, faint pulse of light is applied, and only
counts registered during and shortly after the pulse are used in the calculation.
This method may be desirable over the straightforward method described above,
especially in high dark count rate situations where the dark count rate is significant
compared to the photon rate, leading to significant fluctuations in the calculated
value. From Equation 3.5, the calculation becomes

Registered counts — Registered dark counts
n= (3.6)
Photons per pulse - Pulse frequency - Seconds

3.2.2 Classical APD Quantum Efficiency

The quantum efficiency is the probability of each incoming photon will generate
a carrier pair that contributes to the macroscopic photo current [22]. This is
parameter describes how well the diode function as a classical photodiode when
operated with low reverse bias, in contrast to n which describes how well the
detector function as a single photon detector.

The quantum efficiency is [22]

QF — Iapp  coh
Papp  Aoe

(3.7)

where Iapp is the measured photocurrent generated by P4pp, which is the optical
power incident on the APD, ¢y is the light speed in vacuum, A is Planck’s constant,
Ao is the free-space wavelength and e is the elementary charge.

3.2.3 Dark Counts

Since dark counts will increase the QBER, which will be interpreted by Alice and
Bob as eavesdropping (section 2.2.1), any change in the dark count rate forced by
Eve will change Alice and Bob’s post processing. Thus, having low dark count rate
detectors is important to improve key rate.
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3.2.4 Breakdown Voltage

The breakdown voltage is an interesting figure because many of the APDs proper-
ties depend heavily on it. Since Voyer = Vhias — Vir (section 3.1.1) and typical values
for V4, can be in the range 150V to 200V and Ve, around 15V, it is clear that a
relatively small change in the breakdown voltage will result in a comparably large
change in overvoltage. In a typical QKD setup where the bias voltage is fixed, an
increased breakdown voltage could effectively blind the detector, for example pro-
viding a way to conduct intercept-resend attacks using bright pulses (section 2.3.1).

3.2.5 Threshold Voltage

We define the threshold voltage, V4, as the reverse bias voltage where the avalanche
peak is large enough to exceed the comparator threshold and produce a signal out.
From this, we can define the threshold overvoltage,

Votn = Vin — Vir- (3.8)

As can be seen from Equation 3.1 and knowing that the signal out is propor-
tional to the diode current (it is simply the voltage drop over the Rg in Figure 3.1),
Vin, and therefore Vi, depends on the diode series resistance and is therefore a
property that needs to be measured for each device.
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4 Experimental Work

The bulk time of this work has been spent developing, finalizing and testing the
experimental setup as well as the program running the experiment. Starting on
my project work [4] as a base, automated routines for damaging and characterizing
APDs have been developed and run on several APDs.

The computer program developed runs a routine where damaging laser illumina-
tion is applied on the APD, before several electrical and photo electrical properties
of the APD are characterized. Some quantifiable properties are compared against
manually set initial values, stopping the automated experiment before further dam-
age is applied if the measured value is too far from the initial value. The offset
from initial can easily be changed or the stop condition disabled entirely by the
experimenter.

4.1 Experimental Setup

The experimental setup was initially planned by Vadim Makarov, Sebastien Sauge
and Lars Lydersen and has been further developed during this work. The main
parts of the setup is shown in Figure 4.1 and Figure 4.3. The intention of the
setup is to be able to run the experiment automatically from a computer program.
For this to work a number of instruments, both for characterization and control of
experimental parameters, must be connected to the computer and work together
in a C++ programming environment.
In order to run the complete experiment we need to be able to

e Control both the signal lasers and the damaging high power laser
e Control the shutter
e Adjust and measure the bias voltage of the APD

e Measure the power of all lasers and find the corresponding power incident at
the APD

e Measure the output signal from the APD circuitry
e Measure the current through the APD
e Measure the cold plate temperature

e Adjust the attenuation of the signal lasers to provide the desired power at
the APD

4.1.1 Detection Circuit

The detection circuit used in this experiment is of the passively quenched type
(section 3.1.3) using a 390 kS load resistor and a fast comparator for detecting the

17



18 CHAPTER 4. EXPERIMENTAL WORK

avalanche pulse [13]. The electronics were based on a design by C. Kurtsiefer, and
was modified during my project work [1] to better accommodate this experiment.
The APD is cooled by a 3-stage thermoelectric cooler, and the temperature is
measured by a thermistor at the cold plate in the APD housing. The APD was
cooled to —25°C during all measurements in this thesis unless otherwise noted.

4.1.2 List of Instruments Used

Laser Driver

An Arroyo LaserPak model 485-08-05 with a custom current range of 8500 mA is
used to power the 7W laser. It has an RS-232 computer interface and current
output to the laser diode.

Multimeters

3x Signametrics SMU-2055 to measure applied bias voltage, APD current and APD
temperature. Connects to the computer via USB and comes with native C libraries.
Supports all regular multimeter functionality. The USB connector is isolated from
the measurement terminals.

Optical Power Meter - Damaging Laser

Thorlabs PM100D with a Thorlabs S142C photodiode power sensor to measure the
power of the damaging laser. Connects to the computer via USB and C libraries
working through the National Instruments VISA framework.

Optical Power Meter - Signal Lasers

Newport 1830-C optical power meter with Newport 818-SL photodiode power sen-
sor. Used to measure the power of the signal lasers in order to determine the
attenuation to apply for achieving the desired illumination power at the APD. Has
an RS-232 computer interface.

Pulse Counter

Stanford research systems SR620 universal time interval counter for registering the
photon counts from the detector. The device has both RS-232 and GPIB interfaces,
we use the GPIB interface with a Prologix GPIB-USB controller since the RS-232
port is the standard but nevertheless rarely used DB-25 connector. Connected to
the APD signal output through a coaxial cable.

Shutter Controller

Thorlabs SC10. Controls the shutter which blocks all lasers from illuminating the
APD. Has an RS-232 computer interface.
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Pulse Generator

Highland Technology P400. Used to to power the signal lasers, as well as applying
pulsed light and start and stop pulses for the time correlated detection efficiency
measurement (section 4.4.1). Has an RS-232 computer interface. Connected to the
signal lasers and the pulse counter by coaxial cables.

Controllable Voltage Output

The analog output of a National Instruments USB-6215 data acquisition (DAQ)
unit is used to control the voltage output controlling the high voltage supply. Is
connected via USB and uses NI-DAQmx Base to be programmable in C++ in a
Linux environment.

Optical Attenuator

An OZ Optics DA-100 digital variable attenuator was used to fine tune the atten-
uation of the light from the signal laser to get the desired pulse intensity. Has an
RS-232 computer interface.

4.1.3 Other Devices Used

Signal Lasers

JDSU 54-00213 (Figure 4.2) and Sanyo DL-8141-002 laser diodes.

Laser sources in the 800 nm range were selected because is suitable to be used
with Si APDs, as discussed in the introduction of chapter 3. This wavelength
range is often used for short-distance QKD [7] and free space links [1, 27]. Free
space links typically use a narrow band interference filter at the input of Bob to
suppress background light [27], making this the only wavelength available to Eve
in such setups. Longer wavelengths providing lower fiber loss (1.3 pum, 1.55 pm) is
not required for an experimental setup using short fibers such as this experiment.

The lasers are controlled by using the P400 pulse generator as a voltage source.
The maximum output voltage of the P400 (11.8 V) gives an operating current (for
the JDSU laser) I, = % = 191 mA where the laser diode forward voltage
drop is 1.5V, the diode series resistance is 42 and the cable termination is 50 2
(numbers from the datasheet). This is lower than the stated typical operating
current (270mA), but it seems to be well above the lasing threshold and gives a
relatively stable output from both lasers, which is sufficient for our purposes.

The output of each laser is attenuated by being partially blocked by an ad-
justable blocking screw before being coupled into the fiber.

Damaging Laser

Oclaro BMU7-808-02-R01 7W laser diode operating at about 807 nm. Connected
to the setup by a 200 pm core multi-mode optical fiber to handle the high power.
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Figure 4.2: One of the two signal laser assemblies. OZ Optics laser-to-fiber coupler
with an optical isolator installed with a JDSU 54-00213 laser diode, with a blocking
screw to manually attenuate the laser output beam before it is coupled into the
fiber. The Sanyo signal laser assembly is similar but for a lack of the optical isolator.

Beam Splitter

Thorlabs CM1-BS014. Splits the damaging laser beam almost equally (the exact
splitting ratio is used in the program) between the power meter and the APD. The
illumination from the signal lasers is incident on the beam splitter at 90° angle

with respect to the damaging illumination, being split between the power meter
and the APD.

Optical Power Sensor - Damaging Laser

Thorlabs S142C photodiode power sensor rated for 5 W laser power. Used for
measuring the power of the damaging laser.

Optical Power Sensor - Signal Lasers

Newport 818-SL photodiode power sensor with fiber connector. Has a usable range
of 37pW to 2mW. Used for measuring the power of the signal lasers.

4.1.4 Optical Setup

The three lasers used are all coupled into optical fibers which are collimated in
a free space setup where they are focused by a 11 mm focal length aspheric lens
(Thorlabs C220TME-B) mounted in an xyz translation stage onto the APD.
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Figure 4.3: Optical part of the experimental setup.
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Signal Lasers

The lasers are coupled into single-mode optical fibers which are coupled together
into two arms by a 90/10 fiber coupler. One arm is connected to a power meter
head and the other arm proceeds through two variable optical attenuators (of which
one is controllable from the computer) to the free space optical table. This setup
makes it possible to measure the actual laser power at any given time, and set the
programmable variable attenuator based on the measured power and a previously
measured splitting ratio to achieve the desired power at the APD.

All fibers used for the signal laser illumination are 800nm 5pm core 125 pm
cladding single-mode optical fiber. Since the lasers are 808 nm and 830 nm respec-
tively, the splitting ratio of the coupler will not be as documented in its datasheet.
This is no problem for our application, since the splitting ratio of the two arms
have been manually measured for both lasers.

At the free space optical table, beam is collimated by an 18.4 mm focal length
aspheric lens (Thorlabs C280TME-B). The collimated beam is reflected by two
mirrors in kinematic mounts, before being reflected by the beam splitter cube onto
the APD. The two mirrors allow for exact adjustment of both the direction and
position of the beam incident on the detector.

Damaging Laser

The damaging laser is coupled into a 200 pm core diameter multi mode fiber cable
which goes directly to the free space optical table. A multi mode fiber, having
a larger core diameter and thus lower power density than a single mode fiber, is
used in order to prevent fiber damage due to the high optical power used (up to 7
W). The beam is approximately collimated by a 11 mm focal length aspheric lens
(Thorlabs C220TME-B) and split in a beam splitter cube between the APD and a
power sensor.

4.1.5 Optical Alignment

In order to achieve reliable, reproducible results, both the damaging illumination
and the signal illumination must be focused onto the same spot in the center of
the active area of the APD. This is achieved by the following procedure.

Making the Beams Parallel

The beams are made parallel by ensuring that they are centered at the same point
close to and far from the beam splitter cube at the same time. In practice this is
done by removing the focusing lens to observe the collimated beams at a distance.
By placing adjustable irises as close and far away from the beam splitter as prac-
tically possible (about 30 cm), at the same height and in a straight line compared
to the other optical elements, we are able to adjust the direction of the damaging
beam and the direction and position of the signal beam such that they coincide
fairly well.
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The rest of the alignment is done with the detector in place. The APD was
slightly reverse biased (5 V) and an illumination of about 10 pyW was applied from
the damaging laser in order to get a stable, measurable photocurrent (section 3.2.2).
The photocurrent was manually measured by a standard multimeter in place of the
Signametrics USB unit usually used to measure APD current (Figure 4.1).

Finding the Focal Plane in z Direction

As a preliminary step, the beam is approximately centered on the APD in x and y
(transversal) directions by moving the focusing lens in x and y direction to maximize
the photocurrent, indicating that most of the beam hits the sensitive area.

Assuming that the beam is symmetrical around its beam waist, the focal plane
was found by a full width half maximum (FWHM) approach. The maximum is
found by monitoring the photocurrent while scanning the focusing lens in the z
direction to find the maximum value. This maximum value is assumed to be where
the entire focused spot is incident on the APD. The lens was then moved away from
the maximum value in both directions until the photocurrent decreased to half of
the maximum. These positions were recorded, and the focal plane was taken as
the middle between these two points.

To characterize the focusing, the beam profile of the damaging laser in this
plane was scanned in one direction using a 15 um pinhole on a stage with a manual
control with 10 pm resoluion. This revealed a FWHM of about 50 pm (Figure 4.4).
This is much smaller than the sensitive area of the APD, which has a diameter of
500 pm ([8] and section 5.7).
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Figure 4.4: Beam profile of the damaging laser in the focal plane, measured by
scanning a 15 pm diameter pinhole through the beam in one direction.

Centering the Two Beams onto the Same Spot

With the beam focused on the detector, the beam must be well centered on the
active area in x and y directions by moving the stage with the focusing lens. This
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was first done for the damaging beam, still monitoring the photocurrent and finding
the center point of the two FWHM points. The beam was centered one direction
at a time, first y, then x, then y again and so on until two successive adjustments
give the same result.

Now, the damaging beam is focused and centered on the APD, while the beam
from the signal lasers should be focused onto the APD, but probably not perfectly
centered yet. Since the damaging beam was centered by moving the focusing lens,
this cannot be used to center the signal beam. The focusing lens was moved such
that the beam was centered on the APD by the same method as above. By using
the shift between these two positions, the kinematic mirrors were adjusted to move
the signal beam’s position closer to the damaging beam. By iterating this procedure
a few times, the beams were aligned within the 10 um precision provided by the
stage.

4.2 Automation Program

The entire setup of this experiment has been planned and built with automation

in mind. The core of the setup is a Linux computer running a program which has

been developed in C++ during this thesis work and its preceding project work [4].
These are some key features of the computer program:

e Easily extendable. At the time of writing, the program supports 11 different
instruments. Most of these are based on RS-232%, some are USB (Univer-
sal serial bus) based with drivers (more or less)” provided by the manufac-
turer, and recently RS-485¢ with Modbus® support. Instruments using RS-
485/Modbus are not used in this work, but support has been implemented
to facilitate further extension of the experiment.

e Automatic instrument detection. When the program starts, it automatically
detects all connected instruments and notifies the operator if an instrument
is not connected or otherwise fails to initialize.

e Configuration in separate files. All variables that may need modifications
during normal operation are contained in different configuration files - one
general file for the entire experiment, plus one file for the APD currently
being used in the experiment.

e Comprehensive logging. All collected data, information and errors are logged
in a format which is both easily human readable and possible for a script to
extract for plotting and analysis.

2Recommended Standard 232, a very common serial port standard.

bThe driver for the PM100D needed modifications to compile under Linux. Getting the Na-
tional Instruments software to work on our Linux distribution was challenging due to lack of
support.

°Recommended Standard 485 or EIA-485 - defines electrical characteristics for point-to-point
or multi-drop communications.

dCommunications protocol often used on RS-485.
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e Email notifications. In case of errors or other things requiring the atten-
tion of the experimenter, an email is sent to one or more email addresses.
Considering that a single characterization takes about 40 minutes to com-
plete and that a damage run may need 60 iterations, being notified when the
experiment needs intervention is a great convenience to the operator.

e Automatic plotting. At the end of each characterization, the program runs
a few external Bash® scripts using tools such as AWK and GNU Octave®
which extract data from the log file and plot a number of results for easier
review.

4.3 Manual Measurements

A few measurements are not included in the automated characterization routine,
and needs to be done manually either once for the entire setup, or after replacing
the APD in the detector.

4.3.1 Diode Breakdown Voltage

The breakdown voltage is dependent on temperature and varies from diode to
diode, and thus needs to be checked for each sample. We have no reliable way
of automatically determining the breakdown voltage automatically, so this is done
manually with each sample using an oscilloscope before proceeding with further
characterization.

It is possible to find the breakdown voltage by making use of the fact that
the peak avalanche current is proportional to the overvoltage (Equation 3.1). By
measuring the peak avalanche size at a range of different bias voltages and ex-
trapolating to zero avalanche current (Figure 4.5), the breakdown voltage can be
found.

4.3.2 Optical Splitting Ratios

All laser sources used are split into two different optical arms, where one is measured
by an optical power meter and the other is directed onto the APD (Figure 4.1).
We need to know the exact splitting ratios for each laser which can be included in
the program to do live measurements of the power incident on the APD.

For the damaging laser, the splitting ratio was measured by placing another
sensor head (a Thorlabs S130C) in place of the APD and switching on illumination
in the order of tens of milliwatts. The power was measured in both arms by
switching which sensor was connected to the power meter, readily providing a
splitting ratio.

¢Bash is a common command shell in Linux.
fProgramming language and interpreter typically used for data extraction.
gProgramming language and interpreter for numerical calculations, similar to MATLAB.
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Figure 4.5: Measured peak avalanche pulse size for an APD at —25°C as a function
of bias voltage. The measurements are extrapolated to where the avalanche size
would be 0 - at a bias voltage of 190.8 V

The two signal lasers were measured in both locations with the same Newport
power sensor as used in the regular experiment. The programmable variable at-
tenuator was set to 0dB and the P400 used to switch each laser on at its regular
operating voltage. The attenuation screw on each laser to fiber coupler (Figure 4.2)
and the manually operated variable attenuator were adjusted in order to provide
the desired power ranges at the APD while also staying within the range of the
power sensor. When this was done, the splitting ratio of each signal laser could be
measured.

4.4 Automated Characterization

This section describes the characterization steps which are performed automati-
cally by the program before starting damaging illumination and after each time
damaging illumination has been applied.

Each characterization runs the following steps in sequence:

e Plot detection efficiency versus a predefined set of bias voltages

e Measure quantum efficiency

e Find breakdown voltage from photon counts

e Find breakdown voltage from IV curves

e Plot dark counts and photon counts versus a predefined set of bias voltages

e Make accurate measurements of detection efficiency, photon counts and dark
counts 15V above the initial breakdown voltage
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Figure 4.6: An example of a histogram created by a time correlated detection
efficiency measurement using 100 000 samples. The plot shows number of counts
in each 200 ps time bin. The left peak corresponds to counts produced by the
detector, while the right peak is the stop pulse from the P400. The stop peak will
have a magnitude of the sample size minus all counts in the other bins. Some dark
counts are seen at random times on the plot.
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Figure 4.7: The optical pulse resulting from a 5ns electrical pulse is found to be
about 7ns FWHM.

4.4.1 Time Correlated Detection Efficiency

The time correlated detection efficiency measurement uses the P400 pulse gener-
ator to 1) send a start pulse to the SR620 pulse counter, 2) power a signal laser
for 5ns and 3) send a stop pulse to the counter. The stop pulse from the pulse
generator and the signal from the APD circuit is OR-ed together, allowing a his-
togram measurement on the counter (Figure 4.6). The narrow peak around 45 ns
in Figure 4.6 is the stop pulse from the P400, which size simply corresponds to the
number of samples where no count was registered between the start pulse and the
end pulse. The wide peak between 10 ns and 25 ns is the data we are interested in,
and will be named “signal peak” in further discussions. The 5ns electrical pulse
creates a 7ns FWHM optical pulse (Figure 4.7), which explains some of the peak
widening.

When measuring the time correlated detection efficiency automatically in the
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program, two histograms are created each time - one where illumination is applied
and one under no illumination. By summing all the counts in the signal peak and
subtracting the number of counts in the same time interval in the histogram where
no illumination was applied, we find a number of photon counts which can be used
for calculating the detection efficiency (Equation 3.6).

4.4.2 IV Curves

The reverse IV characteristics of a photodiode is an interesting figure which can
provide several different qualitative and quantitative pieces of information. In this
experiment, IV characteristics are measured under three different conditions; 1) In
darkness, 2) under 10 pW illumination and 3) under 10 pW illumination. Each of
these has its particular purpose. To make more out of these descriptions, it could
be helpful to take a look at Figure 5.1 for reference.

1) In darkness we observe regular diode properties, with some less familiar
effects due to the quenching circuitry (Figure 3.1). The main interest in this curve
is to observe the dark current through the APD at lower reverse biases. In a
healthy APD the dark current is too low to be detected by the setup currently
used, which has a resolution of about 0.2pA. In a damaged APD, however, the
dark current may increase to significantly higher values, making this measurement
more interesting.

2) Under a certain weak power continuous wave illumination, the IV curve
makes a sharp bend at the breakdown voltage, useful for automated measurement
of the breakdown voltage (section 4.4.6).

3) When stronger continuous wave illumination is applied, the APD generates
a significant photocurrent at all (reverse) bias voltages (section 3.2.2). By plotting
an IV curve at this illumination, we can observe the quantum efficiency at low
reverse bias, and the gain of the APD at higher bias.

4.4.3 Dark Counts and Photon Counts

The photon count rate is measured by applying continuous wave illumination cor-
responding to 40000 photons per second and measuring the count rate registered by
the detector. Both the dark count rate and the photon count rate are measured as
functions of bias voltage, and, using a longer sampling time, at 15V above break-
down voltage. The values measured 15V above breakdown are later used when
checking stop conditions (section 4.5.2).

If the breakdown voltage has been found to deviate more than 1V from its
initial value, another measurement is automatically made at 15V above the new
breakdown voltage to give the experimenter a quick indication on whether the
change is due to the changed breakdown voltage or an actual change in diode
characteristics other than the breakdown voltage.
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4.4.4 Detection Efficiency

From the dark count rate and photon count rate the detection efficiency can be
calculated by Equation 3.5. This result is not used for any further calculations, but
since we already have the data it is very easy to calculate. It can be interesting to
compare this to the result of the time correlated detection efficiency measurements,
as these two measurements should match very well since they measure the same
property in two different ways.

4.4.5 Classical APD Quantum Efficiency

The quantum efficiency is measured by applying relatively strong illumination
(10 pW) and measuring the photocurrent produced by the APD. This should be
done at a low bias voltage to prevent any gain in the diode. We chose to set the
voltage drop over the APD to 0V, which actually means setting a small reverse
bias to compensate for the generated photocurrent. This is achieved by iteratively
setting a bias voltage, measuring the APD current and calculating the diode volt-
age until the diode voltage is very close to 0 V. The diode voltage is calculated
by

Va = Voias — 1a - Riotal (4.1)

where Ryiotal is the total load resistance, which in our case is 390 kQ2+10kQ2+100 2 =
400.1 k€.

When the bias has been set such that the diode voltage is 0V, the current is
measured and the quantum efficiency found by Equation 3.7.

4.4.6 Breakdown Voltage

The breakdown voltage is measured in two different ways, and the mean of the two
measurements is calculated.

From IV Curves

Using IV curves to find the breakdown voltage of a diode should be a simple
task, since the current should increase sharply when the breakdown voltage is
reached. However, due to the quenching circuit, this is not necessarily the case here.
We found that by applying 10 pW continuous wave illumination, the avalanche
probability at the breakdown voltage is high enough that the IV curve makes a
sharp bend there, which we can measure.

In the program, this sharp bend is found simply by looking for the voltage where
the current is above some diode specific threshold which must be found manually.
This threshold is empirically found by first finding the breakdown voltage manually
(section 4.3.1), then running IV curves at 10 pW and reading out the diode current
which corresponds to the manually found breakdown voltage.

This threshold current is assumed to be constant for one APD, but this assump-
tion clearly does not hold after the diode has been subject to excessive damage and
the dark current starts to increase (section 5.5). At this point, this method of
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finding the breakdown voltage does not work any longer, and is disabled by the
experimenter.

From Counts

The second way used to find the breakdown voltage is to search for the lowest
reverse bias where photon counts are registered by the circuitry. This method
requires another diode specific constant to be found - the reverse voltage above
breakdown where the avalanche pulse is big enough to be registered by the com-
parator, or the “threshold overvoltage”, Vi, (section 3.2.5). Vi is assumed to be
constant even after applied damaging illumination. This assumption seems to hold,
at least within the accuracy required in this experiment, which is on the order of
+1V.

The threshold voltage from counts is found by
1. Running a linear search £0.6 V around the last found threshold voltage. If
Vin is found here, the remaining steps are skipped.

2. Running a binary search over the full voltage range until the remaining range
is less than 1V. The binary search checks for counts in the middle of the
voltage range, then defines the next search range as the lower or upper half
of the current range depending on the outcome of the measurement, and
repeats.

3. Running a new linear search over the remaining voltage range extended by
0.3V in each direction.

The threshold overvoltage is found simply by running this search once, and
subtracting the manually found breakdown voltage (section 4.3.1) from this value.

4.5 Automated Damage

When applying damaging illumination to the APD, this procedure was used:

1. Set APD bias voltage to V4, + 15.

N

Switch on laser, measure optical power, adjust power over several iterations
to match what is requested.

Open shutter.

Illuminate for 60 seconds.

Close shutter, switch off laser and bias voltage.
Wait 30s for the APD to cool down.

Run full characterization.

® N v W

Check stop conditions - continue damage if none are exceeded.
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4.5.1 Parameters during illumination

While the diode is illuminated by the damaging laser, the bias voltage is kept at
Vir + 15 VD and the cold plate set temperature is kept at —25°'. The cold plate
temperature and the generated photocurrent were measured and recorded during
illumination at a rate of 13 measurements per second.

4.5.2 Stop Conditions

Even though many parameters are measured automatically after every damaging
illumination, it is desirable for the experiment to stop and let the experimenter
conduct manual tests before proceeding in some cases. For this purpose, some stop
conditions have been defined and the measured values are compared against these
after each characterization. If the discrepancy is greater than some configurable
threshold, the experiment halts and emails the experimenter. The different stop
conditions are listed in the following paragraphs.

All stop conditions are entered in percent relative deviation from the initial
value, except the breakdown voltage which is entered as an absolute number of volts
deviation from the initial value. The initial values are manually entered in each
diode’s configuration file, typically after manual breakdown voltage measurement
(section 4.3.1) and one or more initial characterization runs.

Dark counts and detection efficiency are measured 15V above the initial break-
down voltage, and the results from these measurements are used when checking
their stop conditions.

Breakdown Voltage As discussed in section 3.2.4, a change in breakdown volt-
age affects many of the APDs parameters which may be exploited by Eve. We
enabled a stop condition if the breakdown voltage changed more than 4 V. If the
breakdown voltage increases this much, it will permanently blind any system having
an operating voltage 4V or less above threshold, making it susceptible to detector
control attacks (section 2.3.1).

Dark Counts The dark count rate is an interesting figure, as is discussed in
section 5.4. Yet, since the dark count rate was found to increase and fluctuate sig-
nificantly from the onset of damaging illumination, this stop condition was mostly
left disabled.

Detection Efficiency A significant change in the detection efficiency is always
interesting. If it increases, it is interesting in the perspective of improving APDs,
or it may be exploited by Eve to allow more loss without Alice and Bob noticing.
If the detection efficiency drops, it is an indication of the detector performance
deteriorating, which should be investigated. We typically used a stop threshold of
10%, which allows for some fluctuations, while stopping for significant changes.

hExcept one sample where no bias was applied, section 5.4.1
'The thermoelectric cooler could not keep this temperature during high power illumination
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Quantum Efficiency Watching the quantum efficiency is interesting because it
tells us when the diode loses its photosensitive properties totally, and also because
it is a key requirement for conducting detector control attacks using bright pulses
(section 2.3.1). The quantum efficiency was found to not fluctuate much, so its
stop condition was set to 5%.
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5 Results and Discussion

This chapter will present the major results and discuss their physical origins and
implications for QKD security. The first two sections cover initial measurements
and a presentation of the results generated by a general characterization run on a
healthy APD. The sections after section 5.2 present effects occurring after damaging
illumination has been applied.

All measurements have been done with the cold plate in the APD housing cooled
to —25°C unless otherwise noted.

5.1 Initial Measurements

Quite a few measurements were conducted during the preparations of the experi-
ment and before starting damage on each diode. The results of some of these are
presented here.

5.1.1 Splitting Ratios

The results of the splitting ratio measurements (section 4.3.2) are presented in
Table 5.1. The splitting ratio is defined here as the ratio of the power incident on
the APD to the power measured in the monitoring power meter.

The power from the damaging laser is measured using the Thorlabs power
meter head after the beam splitter cube, while the power from the signal lasers are
measured using the Newport power meter head in a separate fiber arm (Figure 4.3).

Power at APD

Y Py— power) for the different laser sources

Table 5.1: Measured splitting ratios (
used in the experiment.

Laser Splitting ratio
Oclaro (damaging) 1.05
Sanyo (strong signal) 2.67-1072
JDSU (weak signal) 2.43-1074

5.1.2 Breakdown Voltages

The breakdown voltage at —25°C of each APD was manually measured before
starting a damage run. The results of these and the current status of the APDs
are presented in Table 5.2.

35



36 CHAPTER 5. RESULTS AND DISCUSSION

Table 5.2: Measured breakdown voltage and current status of APDs (ab)used
during this thesis work. All APDs are PerkinElmer C930902SH units. For further
explanation of the current status, see section 5.3.

APD Serial no. Breakdown Voltage Current Status

J2247 166.0V Only characterized
K6822 185.5V Reduced dark count rate
L4815 190.8V Hole burnt through
L4816 188.4V Reduced dark count rate
N4598 1916V Hole burnt through
78151 197.7V Only characterized

5.2 Automated Characterization of Healthy APD

5.2.1 IV Curves

The IV characteristics is maybe the single most descriptive information about the
state of the diode. As described in section 4.4.2, IV characteristics were measured
at three different illumination levels. Typical results and their interpretation are
presented here.

In Darkness

Under no illumination, all APD current is due to dark counts. For a healthy APD
this means a very low reverse current until the breakdown voltage is reached. Above
the breakdown voltage, avalanches will start to occur, but quickly be quenched and
thus does not produce a significant current before several more volts of reverse bias
is applied. As the bias increases, the asymptotic diode current I, (Equation 3.2)
approaches the quenching current I, leading to sustained avalanches and eventu-
ally a continuous current and detector saturation [13]. As the current increases, the
voltage drop over the ballast resistor increases, effectively reducing the voltage drop
over the APD. This causes the characteristic backwards bend seen in Figure 5.1 a).

For the healthy APD used in Figure 5.1, the dark current is too small to produce
any result in our measurement setup. As will be shown later, laser induced damage
to the APD may increase the dark current even at low voltages significantly, making
this measurement more interesting.

“Weak” Illumination

Under 10 pW continuous wave illumination, the IV curve makes a sharp bend at
the breakdown voltage, making it easy to find by a computer program. Under this
illumination, which is fairly high compared to regular (passively quenched) SPAD
operation®, the detection probability per time is very high, leading to very high
count rates even just above the breakdown voltage. This high count rate results in

210 pW corresponds to approximately 40 million photons per second
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Figure 5.1: Example of IV curves measured on a healthy APD. a) Shows the
measurement in darkness. In b) weak illumination is applied, creating a sharp
bend around the breakdown voltage. ¢) shows the result of stronger illumination
where a significant photocurrent is generated.

The APD used here is a PerkinElmer C930902SH, serial no Z8151 with breakdown
voltage measured to 197.7V.
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a quickly increasing diode current. This effect is observed in Figure 5.1 b), where
the breakdown voltage is about 198 V.

“Strong” Illumination

The last IV curve measurement where done under 10 pW illumination, which is
enough to produce a significant photocurrent. As seen in Figure 5.1 ¢), the pho-
tocurrent is significant at all reverse voltages, and shows significant gain over about
70V. At zero applied voltage, the photocurrent produces a voltage drop over the
ballast resistor which effectively puts a forward bias over the APD, seen as a barely
visible negative reverse bias in our plots.

5.2.2 Detection Efficiency

The detection efficiency is found to be very low just over the threshold voltage,
then increasing quickly until about 10V above threshold, before the detector sat-
urates due to self sustaining avalanches [13] and reaches a maximum about 30V
above breakdown (Figure 5.2). This result is consistent with what has been found
previously using similar detector electronics and the same type of APDs [13].

60
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APD reverse bias [V]
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Figure 5.2: Detection efficiency as a function of reverse bias voltage. Measured on
a PerkinElmer C930902SH, serial no 2247, having a breakdown voltage of 166.0 V.

5.2.3 Photon Counts

The plot of photon counts as a function of reverse bias is quantitatively the same
as the plot of detection efficiency (Figure 5.2). It can be seen in figure 4 b) of the
paper published during this work included in Appendix A.

5.2.4 Dark Counts

The dark count rate as a function of reverse bias voltage shows a linear dependence,
as shown in Figure 5.4(b). This measurement is discussed further in section 5.4.1.
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Table 5.3: Measured quantum efficiency of several APDs.

APD serial no Quantum efficiency

J2247 79%
K6822 67%
L4815 7%
L4816 73%
N4598 78%
78151 78%

5.2.5 Quantum Efficiency

The results of the automatic quantum efficiency measurements are listed in Ta-
ble 5.3.

5.3 From SPAD to Resistor, a Quick First Look

This section will present a summary of what happens to the APD during a complete
damage run.

5.3.1 Initial Effects - 50 mW to 300 mW

The first effect observed is a dramatic increase in the dark count rate, which has
been seen to increase by a factor of two to six after the first application of 50 mW
illumination. The dark count rate typically stays high, but fluctuates through the
next few iterations of 50 mW power increase per iteration.

Other parameters such as breakdown voltage, detection efficiency, dark current
and quantum efficiency remains unchanged in this range.

5.3.2 Breakdown Voltage Variation and Dark Count Rate
Reduction - 300 mW to 800 mW

At 300mW, the breakdown voltage increased by about 2V in three out of the four
tested samples. At 450 mW to 500 mW the breakdown voltage dropped back to
the initial value for all these APDs. The fourth sample showed no change in the
breakdown voltage at all at this stage.

After the initial increase in dark counts, the dark count rate of all four samples
decreased from 350 mW and reached a value significantly lower than the initial
after 400 mW to 850 mW.

Again, detection efficiency, dark current and quantum efficiency remains un-
changed.
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5.3.3 Increase in Dark Counts and Dark Current - 800 mW
to 1.5 W

After reaching a low level and staying there through several iterations, the dark
count rate started to increase after 800 mW in the two samples which were tested
beyond the dark count reduction. After increasing linearly up to about 1.2 W,
the dark count rate increased exponentially until reaching saturation after about
1.5W.

The exponential increase in dark counts corresponds well with the onset of in-
crease in dark current, which increases to values detectable by our instruments
(about 20nA) after about 1.25 W illumination and continues to increase exponen-
tially after this.

After 1.4 W illumination the detection efficiency is halved, most likely due to
the high dark count rate which is approaching the maximum count rate of this
passively quenched circuit.

Quantum efficiency remains unchanged.

5.3.4 Blinding and Melting - 1.4 W to 3.2 W

After 1.45W and 1.6 W illumination the two samples which were tested in this
range became completely blind to single photons and dark counts. Here, the dark
current is so high that a significant voltage drop occurs over the ballast resistor, Ry,,
reducing the voltage over the APD to below the breakdown voltage. Interestingly,
quantum efficiency remains unchanged until above 1.75 W and 2.2 W respectively
for the two APDs, opening the door for blinding attacks (section 2.3.1).

Just above 2 W illumination the damaging beam burns a hole through the APD,
and the diode practically turns into a resistor in the order of tens of kiloohms.

5.4 Dark Count Rate Reduction

The effect of damaging laser illumination on the dark count rate is shown in Fig-
ure 5.3.

The dark count rate is found to increase after the first damaging illumination
(50 mW) has been applied®, and to be more or less unstable the next few iterations
of damaging power. After about 350 mW, the dark count rate drops to a level lower
than the initial value, and continues to decrease to just over 300 counts per second
for all three tested APDs after 400 mW or 650 mW. After 800 mW, the dark count
rate starts to increase again, and skyrockets at higher illumination power.

It is interesting to note that the initial dark count rates were 1200s~*, 700s~*
and 1700s~!, while all APDs reached a minimum of around 300s~! which gives a
dark count rate reduction of 76%, 55% and 81% respectively.

bData missing in the range 1.75 W to 2.025 W due to human error
“The plot for N4598 unfortunately lacks data under 150 mW due to human error when starting
the first damage experiment.



41

5.4. DARK COUNT RATE REDUCTION

"STOAS] YSIY AIoA 0] SUISLOIOUI 9I0J9( dN[RA [RIITUL
oY) Uey) IoMO[ [9Ad] ® 07 sdOIp UaT) ‘ATJURIYIUSIS SOSLOIOUT d)RI JUNO0D IRD Y], "IOM ST} SuLmp uorpeurwn(yl omod sy o}
105[qns s(JV IULISHIP INOJ Sy} I0J UOTIRUIN([I SUIewep Iojje juawdo[@Asp 9)el junod srep oy jo joid Jo[-Tweg :¢'¢ 2Insig

(AN Jamod uoneurwn)l snoinald

9l vl A L 80 90 ¥'0 A 0
00k

000}

Dark count rate (/s)

00004

C289M 91871 —m— GL8Y1—»— 86GYN —<—

000001



42 CHAPTER 5. RESULTS AND DISCUSSION

5.4.1 Possible Causes of The Reduction in Dark Counts

It will now be discussed what can be the physical cause of this reduction of the
dark count rate.

As a reminder from section 3.1.2, there are three sources of dark counts in an
APD: 1) Thermal generation, 2) trapped carriers and 3) band-to-band tunneling.
1) and 2) are both dependent on defects or impurities in the crystal lattice. Ther-
mal generation show a large dependence on temperature. Dark counts caused by
trapped carriers are mostly dependent on the number of carriers in an avalanche,
which is related to the voltage above breakdown, V., and the capacitance in the
circuit, Cs + Cq (section 3.1.3). The band-to-band tunneling depends mainly on
the bias voltage, where it shows an exponential dependence [12, 21], while it has
a weak dependence on temperature through its relation to the width of the band
gap [12, 25].

To investigate what the main contribution of dark counts in our reduced dark
count sample, the dark count rate has been measured as a function of reverse bias
voltage (during each automated characterization, section 4.4) and temperature.
The results are presented in Figure 5.4.

From Figure 5.4(a), it is clear that the dark count rate shows an exponential
dependence on temperature. The dark count rate doubles every 7.3°C, which is
consistent with what have been found previously for a similar setup with similar
APDs that have not been subject to any kind of dark count rate reduction after
leaving the manufacturer [13]. This may indicate that the main source(s) of dark
counts have not been changed by our illumination, only the magnitude of the
contribution of the main source(s).

Figure 5.4(b) shows the dependence of the dark count rate on the bias voltage at
voltages up to V4, +45V. No exponential dependence is seen, which indicates that
the band-to-band tunneling induced dark count rate is negligible for this sample
at these voltages.

It has been reported [12] that a similar effect to what we have seen has been
achieved by subjecting the diode to a large electric current. The current was found
to heat the diode, effectively removing trapping and generation centers from the
depletion layer of the diode. The method was named “localized annealing”, as it
provides an efficient way to anneal a very specific volume of interest. Three different
physical mechanisms were proposed, explaining the effect by the high temperature
and the strong temperature gradient, and high electric fields, but they were not
able to determine exactly which mechanism caused the effect.

It is tempting to believe that we are observing this localized annealing effect,
just initiated by applying laser illumination instead of a high current. While some
of the conditions are similar in both experiments, others are quite different.

The measured current through the APD (Table 5.4) during damaging illumi-
nation and the resulting current density is several orders of magnitude lower than
what was reported by Haitz (on the order of 50mA to 200mA through a much
smaller diameter APD). Also, the APD current is constant at different illumina-
tion levels, being limited by the ballast resistor. This indicates that the increased
temperature is necessary to achieve the annealing, since the temperature increases
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(a) Dark count rate at Vox &~ 14V as a function of temperature, showing an
exponential dependence. A dark count rate of 21 Hz at —55 °C makes this APD
the lowest dark count rate sample ever to be characterized in our lab.
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(b) Dark count rate as a function of reverse bias voltage, showing a linear depen-
dence. The sharp increase just after the threshold voltage is due to the avalanche
pulse becoming large enough to be detected by the comparator within a small
range of voltages.

Figure 5.4: Plots of the dark count rate against temperature and reverse bias volt-
age indicates that the dominating source of dark counts after localized annealing is
still generation and trapping centers. Measured on L4816 after 0.65 W illumination.

Table 5.4: Typical current through the APD during damaging illumination for all
tested APDs. The bias voltage listed is the bias voltage used during illumination,
which was Vi, + 15V for the first three and 0V for the last one. The current was
found to be nearly constant for all illumination powers. Listed here are typical val-
ues observed in the range 50 mW to 1000 mW where the dark count rate reduction
occurs.

APD serial no Bias APD current

L4815 205.8V 521pA
L4816 203.4V 515pA
N4598 206.6 V 525 1A

K6822 oV 2pA
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as a function of laser power while the current does not.

To test the influence of current through the diode, the procedure was tested on
one APD (K6822) without any bias applied. As expected, the current was much
lower in this case (Table 5.4). The effect on the dark count rate, however, was very
similar to what was found with higher current. It reached a minimum of 500 Hz,
which is considerably higher than what was achieved in the other APDs, but still
considerably lower than its initial rate (Figure 5.3). We were not able to reduce
the dark count rate further even with bias applied, which may indicate that the
poorer result is due to that specific APD, not whether bias is applied or not.

5.4.2 Permanence

One question that quickly arises is if the reduction in dark counts is permanent.
After the last round of damage and characterization, the APD was left untouched,
cooled and switched off for four hours. After that, the development of the count
rate was measured over about 60 hours. During this period, the APD was alter-
nately switched on with low light illumination (40000 photons per second) simu-
lating regular operation for one hour and switched off and kept in the dark for one
hour. The APD was kept cooled to —25°C at all times. After each hour of being
switched on or off, the dark count rate was measured for 100s. The results of these
measurements are shown in Figure 5.5.
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Figure 5.5: The results of testing the dark count rate on one APD for about 60
hours. The error bars indicate ¢ = y/n where n is the number of dark counts
measured. This is assumed to be a reasonable approximation to expected statistical
fluctuations.

As can be seen in the figure, the dark count rate did indeed stay at the low
level during this period, even though there are some fluctuations in the measure-
ments, especially after having had the diode switched off for a while, that are
significantly bigger than the measurement uncertainty. It is quite remarkable how
the dark count rate tends to fall into one of two levels, either approximately 325 Hz
or approximately 340 Hz. A possible explanation for this effect may be a single
long-lifetime (on the order of one hour) generation center that reduces the carrier
generation when it is populated.
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The preliminary testing indicates that the effect is indeed permanent, even
though several experiments still should be done to verify this. One obvious task is to
check if the effect still remains after the diode has been heated to room temperature.
Higher temperatures should also be tested, as Haitz [12] found that temperatures of
250 °C and above caused the dark count rate to increase significantly while storage
temperatures of 200 °C and below did not affect the dark count rate.

5.4.3 Implications

Being able to reduce the dark count rate of an APD is clearly an advantage in all
photon counting applications, where dark counts are an unwanted source of noise
and increased quantum bit error rate (QBER). For the security of QKD, observing
that Eve is able to alter the dark count rate of a detector is important. If Eve
is able to reduce the dark count rate and thereby reduce the QBER, it allows for
her to introduce more errors due to eavesdropping than what would otherwise be
possible.

When developing a QKD system, it may be tempting to measure the dark count
rate of the detectors and subtract this before calculating QBER. This would reduce
the amount of privacy amplification required, and thereby increase the effective
key rate. As seen here, such assumptions would be very wrong and probably break
security.

5.5 Increased Dark Current

The dark current rapidly increased after 1.2 W to 1.25 W illumination, as seen in
Figure 5.6. The dark current continues to increase rapidly until the diode practi-
cally turns into a resistor after illumination on the order of 1.7 W. We believe this
transition to resistor-like behavior is a result of the laser burning a hole through
the APD (section 5.7).

5.5.1 Detector Control

The increased dark current could be interesting for quantum hacking, since the
quantum efficiency remains stable around its original value until the APD is thor-
oughly burnt. For a passively quenched circuit such as the one used in this experi-
ment, an increased dark current causes an increased voltage drop to over the ballast
resistor Ry, which in turn decreases the voltage across the APD. At a certain point
the voltage across the APD falls below the breakdown voltage, making the detector
unresponsive to single photons. The APD is now operating in the linear regime,
as described in section 2.3.1.

For the APD used for further investigation (N4598), the bias voltage had to be
increased by 7.7V from the initial threshold voltage for it to become responsive to
singe photons after 1.4 W illumination. It had a dark current of Igark 203 = 16.7pA
at its new, increased threshold voltage. This current gives a bias voltage reduction
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Figure 5.6: Semi-log plot of the dark current as a function of previously applied
damaging illumination. Values below 0.02nA are below the accuracy of the multi-
meter.

due to the ballast resistors of

‘/reduction = Idark,203V . Rtotal (513)
Vieduetion = 16.7 1A - 400.1kQ = 6.7 V. (5.1b)

This does not fully explain the observed change in threshold voltage of 7.7V, so
there is probably more than one contribution to this change. An actual increase of
one volt in the breakdown voltage of the APD is a reasonable suggestion, as will be
discussed further in section 5.6. Another possible suggestion is a change in diode
series resistance, leading to a change in the threshold overvoltage, Voin, which was
assumed constant in section 4.4.6.

Figure 5.7 shows a demonstration of the click probability vs attenuation of a
relatively bright pulse at different voltages above the initial breakdown voltage,
simulating an attack on a Bob with a damaged detector. Remember from sec-
tion 2.3.1 that for Eve to be able to perfectly control Bob, she needs a pulse of
power Py, to cause a detection event, or “click”, while Py, /2 does not cause a click.
This half power corresponds to 3 dB attenuation, which makes it interesting to look
for the difference in click probability over 3 dB attenuation inFigure 5.7.

If we allow Eve to introduce some QBER by not reaching 0 and 1 in click
probability [14], we can estimate from Figure 5.7 that a detector control attack on
a detector in this state could be plausible with the detector running up to roughly
15V above the initial breakdown voltage.

For the detector attack to be successful, the click thresholds P ; for each
detector in Bob should be similar. This subject has not investigated here, since
only two APDs have been damaged to this state, and only one has been specifically
tested for detector control.
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Figure 5.7: Detector control demonstrated at high dark current. The voltages
correspond to bias voltages above the initial breakdown voltage. The position
on the x axis is not comparable between plots, each line is plotted with relative
attenuation compared to a click probability of 1 at 0 dB attenuation. Measured on
N4598 after 1.4 W illumination.

Since the decrease in diode voltage relies upon a large ballast resistor, it is clear
that this attack mechanism will only work on passively quenched detectors, since
active-quenching circuits do not use such a resistor. Still, it is possible that an
increased dark current in an actively quenched scheme could increase the power
dissipation in the APD, increasing the temperature which increases the breakdown
voltage of the APD, blinding the detector via thermal blinding [18]. Determining
if this attack is viable at all would require further study.

One could argue that a dark current on the order of tens of microwatts is easily
detectable and should be monitored [30]. In this case, this is probably true, but it
will still need to be included in the security proof [16, 17].

5.6 Changed Breakdown Voltage

The breakdown voltage of the APD was found to increase by about 2V in three of
the four samples tested, as shown in Figure 5.8. For all these three, the breakdown
voltage started increasing after 300 mW illumination, and returned to its initial
value after 500 mW illumination.

There has not been made efforts to understand and investigate this effect fur-
ther. Nevertheless, it is interesting from the perspective of a quantum hacker. A
change in the breakdown voltage of a few volts does not seem like a big deal for a
setup such as ours, typically running at 10V to 15V overvoltage. The result seen
in this setup is typically a few percent drop in detection efficiency, corresponding
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Figure 5.8: Breakdown voltage as a function of damaging illumination.

to the reduced overvoltage.

If, however, the same absolute voltage change could be inflicted to a lower
voltage APD which is operated only a few volts above breakdown, the detector
may already be blind and susceptible to detector control by bright pulses. Also, it
is plausible that the increase in breakdown voltage can be increased by improving
the damaging process, effectively putting any APD based detector at risk.

5.7 Visible Physical Damage

This section will present micrographs of the APDs during different stages of dam-
aging illumination.

Shown in Figure 5.9 is a new APD before any damaging illumination is applied.
We see the silicon die, a gold contact pad covering most of the die and creating an
aperture to the photosensitive area, bonding wires onto the contact pad and the
photosensitive area which is an etched cavity with steep side walls which appear
black in this bright field illumination micrograph [3]. We believe the whole die is
covered in anti-reflective coating.

In Figure 5.10 an APD is shown before and after applying up to 650 mW illu-
mination in order to reduce its dark count rate. There is no visible change in the
APD after this treatment.

No more pictures were taken until after 2.025 W illumination was applied to one
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Figure 5.9: L4816 before any damage has been applied. Micrograph in bright field
illumination. The inner diameter of the gold pad is 700 pm.

APD. At this stage, we have a very high dark current, the quantum efficiency is
approximately halved compared to its initial value and all single photon sensitivity
is lost. Some micrographs were recorded, as shown in Figure 5.11.

We see that the gold has melted, which gives a clue on which temperature
the chip reaches under the applied illumination. We don’t know if pure gold or
some alloy is used, but assume that the melting temperature is still approximately
1000 °C. Using the crude approximation that the gold melted at 2 W and that the
melting temperature of the gold layer is 1000 °C, we get a thermal resistance from
the chip on the order of 500 K/W. This is comparable to the 190 K/W estimated
for a InGaAs APD [18].

After 2.2 W illumination, we saw a hole burnt into the surface of the APD
(Figure 5.12(a)). Based on IV curves measured during the same period, we believe

(a) Before dark count reduction (b) After dark count reduction

Figure 5.10: 14816 before and after dark count reduction. We see no change in the
APD after this treatment. Acquired using bright field illumination.
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(a) Overview of an APD where the gold (b) The edge of the melted gold seems to align to the
pad has melted. silicon crystal lattice.

Figure 5.11: After 2.025 W illumination, it is obvious that the gold pad has melted
and to some extent flown around. Both micrographs in bright field illumination.

that the hole was first created after 2.075 W illumination. From that point, the IV
characteristics showed a very low and close to linear voltage drop over the APD,
reminiscent to a resistor. Manually measuring the resistance after dismounting the
diode showed a resistance in the order of tens of kiloohms, while the resistance
seen in the IV characteristics varied in the range of approximately 10k to 100 k(2
between each damaging illumination.

A suggested mechanism for this behavior is that the laser has melted a hole
through the entire semiconductor, melting the bonding materials used on the back
of the chip and spreading these on the walls of the hole. This hypothesis is sup-
ported by the deposits seen on the side of the holes in Figure 5.12(b) and Fig-
ure 5.13(b), and that the polarization of the light reflected from the hole is changed,
indicating a metal, as seen in Figure 5.14.
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.

(a) The hole after 2.2W illumination. Mi- (b) After 3.075W illumination, the hole is

croscope using bright field illumination. much bigger. The silicon appears to have
cracked near the hole, and more material is de-
posited on the side of the hole. Dark field illu-
mination.

Figure 5.12: Micrographs of N4598 at two stages in the process of burning a hole
through the die. Unfortunately, the microscope used for Figure 5.12(b) does not
provide a scale.

(a) Overview of the whole die. (b) Detailed view of the hole in the diode

Figure 5.13: Micrographs of the hole burnt in L4815. The gold has melted and
partially flown into the photosensitive area of the APD. Dark field illumination.
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(a) N4598 (b) L4815

Figure 5.14: The two APDs where we continued to apply damaging illumination
until the laser burnt a hole through the entire die and into the materials underneath.
It is clear that the optical alignment was better on the second attempt.

The microscope was set to cross polarized mode with bright field illumination,
where light which did not change polarization is blocked. The hole in the die
changes polarization of the reflected light, which makes it stand out as a bright
spot compared to the rest of the die.



6 Conclusion and Further Work

During this work a total of 6 APDs have been investigated. Four of these have
been subject to strong laser power, of which two have been destroyed to the point
where there is a hole straight through the junction. The two others have gained
a significantly reduced dark count range after being subject to lower laser power
with and without a bias voltage applied during illumination respectively.

We have seen a multitude of APD parameters change - some were expected,
others were not. Some are important, others, such as burning a hole through the
silicon die are perhaps just cool.

The method of achieving localized annealing by using a focused laser beam is
to our knowledge not discovered before. We observed the dark count rate decrease
by 46% to 81% on samples already sold as selected for their low noise and dark
current, without making much effort to improve our process.

Being able to perform localized annealing using a laser may also prove to have
applications far outside the field of QKD and single photon detectors. One can
imagine using it to anneal regular LEDs, solar cells and all kinds of diodes benefiting
from having a perfect crystal lattice in the depletion region. Considering that it
does not seem to need electrical connections to work makes it much easier to apply
in a large scale production environment than the method originally demonstrated
by Haitz [12].

In the field of quantum security, the results presented here show, once again [17],
that the current practice of applying an intuitive patch for each type of attack
suggested or demonstrated is not the way forward in order to achieve provable
secure systems. This work indicates that Eve may be able to change Bobs detector
in a whole range of ways, each having different implications for the security of the
system. In order to ensure secure QKD, one would need to ensure that the devices
are functioning as they are intended at all times, and incorporate this in a security
proof.

6.1 Further Work

After this project, it feels like we are just scratching the surface of what might be
possible to achieve by laser damage as a tool for quantum hacking, as well as the
localized annealing by a strong laser beam.

On localized annealing, more effort is needed to develop the process further.
There are a lot of parameters that may be optimized to achieve improved results,
such as illumination time, ramp up and ramp down time of the illumination power,
(de)focusing of the beam, environment during illumination etc. The process should
also be verified against Ref. [12] to ensure that this really is the effect we are seeing.

To further understand the effects observed, it would be helpful to get pictures
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at frequent intervals during damage to observe when the gold starts to melt, when
the hole is created, etc, and also be able to register if the chip moves in its mount
due to its fastening medium melting or similar effects.

Since the 800 nm range is not commonly used for fiber based QKD, further
experiments should be conducted on equipment working on telecom wavelengths,
such as InGaAs detectors. Testing the effect in an actively-quenched circuit is also
interesting, since the current is likely to play a much more important role than
what has been observed here due to the lack of a large load resistor limiting the
current.

Finally, we have only investigated detectors. One could imagine using damag-
ing illumination to damage all kinds of optical elements, from optical fibers and
couplers to lasers, attenuators and phase modulators, all of which might prove to
give Eve some kind of advantage.



A Paper

This paper was published in IITUM Engineering journal during my thesis work.
It uses an earlier version of the same automation program and a subset of the same
experimental setup as used for the rest of this work.

My contribution to the paper: Preparing the experimental setup and the core of
the automation program (my project work [4] plus extensions of the setup), helping
with programming in general and measurement algorithms in particular, providing
a starting point for figure 2, preparing figures 3 and 4 for publishing, and making
corrections to the paper before submission.

This paper should not be considered a main product of this work. The main
results from this thesis work will be published at a later time.
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ABSTRACT: We report an automated characterization of a single-photon detector based
on commercial silicon avalanche photodiode (PerkinElmer C30902SH). The photodiode
is characterized by I-V curves at different illumination levels (darkness, 10 pW and
10 pW), dark count rate and photon detection efficiency at different bias voltages. The
automated characterization routine is implemented in C++ running on a Linux computer.

ABSTRAK: Kami melaporkan pencirian pengesan foton tunggal secara automatik
berdasarkan kepada diod foto runtuhan silikon (silicon avalanche photodiode)
(PerkinElmer C30902SH) komersial. Pencirian diod foto adalah berdasarkan kepada
plot arus-voltan (I-V) pada tahap pencahayaan yang berbeza (kelam - tanpa cahaya,
10pW, dan 10uW), kadar bacaan latar belakang, kecekapan pengesanan foton pada
voltan picuan yang berbeza. Pengaturcaraan C++ digunakan di dalam rutin pencirian
automatik melalui komputer dengan sistem pengendalian LINUX.

KEYWORDS: avalanche photodiode (APD); single photon detector; photon counting;
experiment automation

1. INTRODUCTION

Single-photon detectors (SPDs) are widely used for measuring extremely low light
intensities. They have found diverse applications in laser ranging [1], astronomy [2],
fluorescence detection [3], quantum optics, quantum information and quantum key
distribution [4]. Nowadays, technologies for SPDs include photomultipliers, avalanche
photodiodes (APDs), frequency up-conversion, visible-light photon counters, and several
types of superconducting devices [5]. However, in real applications, APDs are often the
most practical choice due to several advantages as compared to other photodetectors:
small size, ruggedness, reliability, low sensitivity to magnetic fields and external
disturbance in general, as well as lower cost [6, 7].

In order to detect single photons, the APD is operated in Geiger mode, and is also
known as a single-photon avalanche diode (SPAD) [7]. In this mode the APD is biased
above its breakdown voltage Vj,. Single-photon sensitivity is achieved by exploiting the
internal signal amplification, called avalanches, due to the process of impact ionization. In
the Geiger mode, the electron-hole generation becomes self-sustaining, and one can
register a macroscopic current flow due to a single incident photon. Currently, silicon
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APDs are the most common choice for single-photon detection in the visible to near-
infrared range up to ~1000 nm [4, 7].

There are several characteristics associated with the SPAD that need to be assessed
prior to its use, for example its spectral range, dark count rate, dead time, photon detection
efficiency, and timing jitter [7]. Often, characterization of many APD samples at different
temperatures is required. Repeated characterization of the same sample may be useful in
reliability studies and tests of APD’s resilience against external factors, such as radiation
and laser damage. In all these cases, a manual characterization would be impractical, and
might also be less consistent. In this paper, we report a fully automated characterization of
the I-V curves, dark count rate and photon detection efficiency of a PerkinElmer
C30902SH commercial silicon avalanche photodiode. A custom testing setup has been
built, and characterization programmed in C++ on a Linux platform.

2. EXPERIMENTAL SETUP

When the APD is reverse-biased above the breakdown voltage, an absorbed photon
will trigger an avalanche event consisting of thousands of carriers. The current continues
to flow until the avalanche is quenched by lowering the bias voltage to Vj,.or below. In our
single-photon detector, we use a simple and robust passively-quenched scheme (Fig. 1)
[11-13]. The circuit consists of a high-voltage supply, 390 kQ bias resistor, and a high-
speed comparator for sensing the avalanche current. The avalanche current is initially
sustained by charge stored in APD stray capacitance, however the voltage at the APD
quickly drops and the avalanche self-quenches in about 1 ns. Then the capacitance is
slowly charged via the bias resistor, and the detector recovers its sensitivity in ~1 ps. The
APD is cooled with a thermo-electric cooler to a fixed temperature of —25 °C, in order to
reduce its dark count rate [8].

10 kQ 390 kQ

W
Detector
Vbias <——1 & + == output
APD
60 mV<| -
Hermetical housing

100 Q

Fig. 1: Passively-quenched detector circuit.

Figure 2 depicts a schematic diagram of the characterization setup. Signametrics
SMU 2055 multimeters were used to measure the bias voltage, average current flowing
through the APD, and APD temperature. A Stanford Research Systems SR620 universal
time interval counter was used to measure the frequency of photon counts registered at the
detector. We used two signal lasers: one JDSU 54-00213 and one Sanyo DL-8141-002,
both powered by a Highland Technology P400 signal generator. The lasers were coupled
via single-mode optical fibers and 10/90 coupling ratio optical fiber coupler into one
attenuated arm to the SPAD, and another arm to the power meter. The laser power was
measured by a Newport 1830-C power meter using a Newport 818-SL-L photodetector
head. An OZ Optics DA100 programmable attenuator was used to attenuate the laser light
illumination to the desired intensity at the SPAD. The attenuation was calculated based on
the power measured by the power meter and the manually determined splitting ratios of
the coupler including fixed attenuation. All instruments were connected to the computer
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using RS-232 interface, except the SMU 2055 multimeters which were connected via USB

interface.
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Fig. 2: APD characterization setup. Sufficient blackout measures were implemented to
leave the APD in complete darkness when both lasers were unpowered.

Optical Setu}y

In order to run complete characterization of SPAD as a function of bias voltage
automatically, we should be able to

a. control the power level of lasers and measure the power;
b. set the bias voltage of the SPAD;

c. measure the photon count rate registered by the detector;
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d. measure the bias voltage applied;
e. measure the average current through the SPAD.

We implement the automated characterization routine using the object-oriented C++
programming language in a Linux environment. For data analysis, shell scripts and the
open source numerical computation language/interpreter Octave were used.

3. SPAD CHARACTERIZATION PARAMETERS

In order to detect single photons, the SPAD must be operated in Geiger mode, i.e., it
is biased above the breakdown voltage. Overbias voltage is defined as

Vover = Vbias — Vors @)
where Vi41s the bias voltage applied.

While operating in Geiger mode in darkness, spurious avalanches in the SPAD
produce random pulses at a frequency known as the dark count rate (DC). These counts
arise due to thermal carrier generation, band-to-band tunneling, and afterpulses (emission
of trapped carriers from deep trap levels) [7, 12].

As Vs 18 increased, there is a sharp increase in the photodiode current, / if the SPAD
is under suitable illumination. A sharp bend in the I-V curve roughly coincides with Vj,.
The intensity of the incident light must be strong enough that it triggers many avalanches
when the bias voltage increases past Vp,, yet weak enough to not cause a significant
amplified photocurrent below V.

Alternatively, V,, can be determined from threshold voltage V,,. Threshold voltage is
defined as the voltage at which photon counts start to appear at the detector output. V,, is
higher than V), by a fixed offset that depends on the comparator threshold setting, as the
avalanche pulse must be of certain amplitude to be detected by the comparator. In our
detector, this offset is 3.3 V (V,,, for calculating this offset value was determined manually
by observing on an oscilloscope at which bias voltage small analog avalanche pulses begin
to appear at the comparator input).

The photon detection efficiency (DE) is defined as the probability of detecting a
photon incident on the detector. It depends on the diode’s quantum efficiency and the
probability for an electron-hole pair to trigger an avalanche [10]. The detection efficiency
can be obtained through two distinct methods: by a calibrated light source [5] and by the
correlated photon method [14]. We implemented the former. In this work the SPAD was
illuminated with thousands photons per second at 830 nm. DE can be calculated as

DE = (C — DC)/N, )

where C is the measured photon count rate, N = PA/hc is the calibrated incoming photon
rate, P is the continuous-wave (c.w.) optical power focused in the middle spot of the
SPAD photosensitive area, / is the laser wavelength, & is the Planck constant and c is the
speed of light. In our experiment, we restricted P to 10 fW which corresponds to 41750
photons/s, in order to avoid having to take into account detector saturation effects [8]. In
most photon-counting applications, a high value of DE is advantageous, however as we’ll
see later there is a tradeoff with increased DC.
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4. MEASUREMENT METHODS AND ALGORITHMS

The entire SPAD characterization specified above is run from a C++ program on a
computer. Each instrument was assigned with its own namespace which contained a class
definition, and functions declaration for the instrument to be working accordingly. A main
function was created to run the entire characterization program. For each measurement,
one function was created to set the instruments as per measurement requirements.

For all measurements, the maximum overbias voltage was limited to 50V
(corresponding Vs known from a rough manual measurement), to avoid damage to the
SPAD. The counting time was 10 s, except at V,,., = 15 V it was set to 100 s to reduce
statistical uncertainty in data.

4.1 I-V Curves

The initial step in the automated characterization of the SPAD was to measure the
breakdown voltage, V,, from the I-V curve. The algorithm was as follows. As different
bias voltages, Vji,s were applied across the SPAD, the potential drop over the 10 kQ
resistor Vjor was measured by a SMU 2055 multimeter (see Fig. 2). Then, the current /
through the SPAD was calculated as

I = Vi /10 kQ. 3)
Next, the voltage across the APD V4pp could be determined as
Varp = Vbias = VRygrar 4)

where Vg, .. = [Reotar> and Riorqr = 390 kKQ (bias resistor) + 10 kQ + 100 Q = 400100 Q.

A plot of I versus V4pp was then created using these equations. All calculations and plots
were done in Octave software.

I-V curves were obtained for three different illumination levels; zero, weak and
medium illumination power. The purpose of the low power illumination was to detect the
sharp increase in current which occurs at V.. The purpose of the medium illumination
power was to observe avalanche multiplication below V}, and diode quantum efficiency at
low values of Vj,s (When no multiplication occurs). The measurements were achieved
using the following parameters.

a. Zero illumination: Both lasers were off.
b. Weak illumination: The APD was illuminated at 10 pW c.w. power at 830 nm.

c. Medium illumination: The APD was illuminated at 10 uW c.w. power at 808 nm.

4.2 Threshold Voltage

Threshold voltage V;;, was obtained by measuring the dark count rate and the photon
count rate (at 41750 photons/s) as a function of Vi, using the SR620 counter. Vi,
determination was divided into two parts: binary search, and linear search with 0.1 V
increment. Binary search is needed because of the large range of possible V. First, the
search starts as a linear search in +0.5 V range around a manually pre-calibrated value of
V. At this point, if no counts were detected, or if counts were found at the lower bound of
the linear search, the algorithm escapes to a binary search. The binary search will be
conducted in the range between V;;, and the maximum V), if the linear search produced no
counts. It will be conducted in the range between 0 V and the initial Vj, if counts were
registered at the lower bound of the linear search. The binary search seeks Vi, by
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repeatedly splitting the search range into half, until the range becomes smaller than 1 V.
Then, a linear search will be executed over the remaining voltage range.

Unexpected conditions such as always zero counts or always non-zero counts over the
full range of bias voltages are recognized by the program, and will be registered in the log
file. The program is designed such that it will not crash or hang due to such conditions.

4.3 Dark Count Rate and Photon Detection Efficiency

Once V,, is determined, the dark and photon count rates are measured as a function of
overbias voltage, at V,..,= 1, 2,3,4,5,6,7, 8, 10, 12, 14, 16, 18, 20, 25, 30, 35, 40,45 V.
The data is then used to calculate DE via Eq. 2.

5. RESULTS

Figure. 3 depicts the plots of I versus Vupp at three different illumination levels. At
10 pW illumination, the sharp bend indicating V;, = 166.6 V is clearly visible {Fig. 3(b)}.
From Fig. 3(c), we calculate the quantum efficiency of 82 % at low bias voltage, when the
APD has no internal gain.
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Fig. 3: I-V curves at (a) no illumination, (b) weak illumination (10 pW), and (c) medium
illumination (10 pW).

The results of dark count rate and photon count rate measurements are shown in
Fig. 4. The value of V;, = 170 V can be readily observed from both curves. DC increases
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with overvoltage. DE also increases, until it peaks at V,,., = 30 V. The following decrease

of the count rate is due
the passively-quenched
calculated, (Fig. 5). The

to self-sustaining avalanches, which is a known characteristic of
scheme [8]. Based on the data of Fig.4 and Eq.2, DE is
highest photon count efficiency is = 55% at V.-~ 30 V.
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Fig. 5: Photon detection efficiency vs. bias voltage.

6. CONCLUSION

We demonstrated

automated characterization of a SPAD. Using the developed

algorithms, implemented in C++ and Octave on Linux platform, we were able to measure

I-V curves, automatical
photon detection effici

ly determine breakdown voltage, measures dark count rate and
ency. The developed characterization platform can be easily

adapted and extended for different experimental needs.
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