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Quantum key distribution (QKD) is a technique to securely grow a shared secret key between two remote
parties [1]. Commercial implementations of QKD are available since 2005 and are used to secure network traffic
(Fig. 1). QKD is proven unconditionally secure based on the laws of quantum physics [2]. However, security
proofs necessarily assume an idealized model of equipment. Numerous discrepancies between the model and
actual hardware have been found, leading to loopholes that can be used to eavesdrop the secret key.
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Fig. 1. Commercial QKD equipment vintage 2010. (a) Systems from ID Quantique installed to-
gether with high-speed classical link encryption equipment in a network node, encrypting all traf-

fic with two other nodes. (b) A quantum hacker (L. Lydersen) at work, testing MagiQ Technolo-
gies QPN 5505 system for loopholes [5].

Several attacks on commercial QKD systems have been demonstrated, with various degrees of success. In a
time-shift attack, variations of single-photon detection efficiency between quantum receiver’s detectors are
exploited to give an attacker a partial knowledge of the secret key [3]. In a phase-remapping attack, time-
dependence of sender’s phase modulation when preparing a quantum state is exploited to surreptitiously make a
modified set of quantum states more easily distinguishable by the attacker [4]; however this attack introduces a
high error rate and is discoverable under most QKD protocols. A detector control attack is free from these
limitations, and allows the eavesdropper to obtain full secret key while remaining unnoticed by the legitimate
parties [5]. The attack uses one of several mechanisms in the single-photon detector to force an avalanche photo-
diode to operate in a linear regime, not responsive to single photons but deterministically controllable by bright-
light pulses. This vulnerability has been confirmed in both commercial QKD systems on the market as of 2010
[5]. A full field implementation of the detector control attack has been demonstrated on an installed connection
using a research QKD system [6].

Partial countermeasures to these loopholes are possible, and some have been made by the manufacturers.
However, the most general way to close the above loopholes is integrating them into a security proof. A coun-
termeasure allowing a security proof that takes detector imperfections into account is being developed [7].
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