QCMC,:;

Vienna, Austria 97

Laser damage of photodiodes helpsthe eavesdropper
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Quantum key distribution, although secure in principle,
suffers from discrepancies between the simplified model of
apparatus used in its security proof, and the actual haslwar
being used. Often, such discrepancies can be exploited by an
eavesdropper to steal the secret key.

One of the assumptions about the apparatus made in the
security proof is that the eavesdropper, in geneaainot ar-
bitrarily and permanently change the characteristics@feh
gitimate parties’ apparatus. Here we disprove this assompt
experimentally, by permanently damaging and thus changing
the photonic and electrical characteristics of siliconavehe
photodiodes using high-power illumination. Such one-time
change can open the quantum key distribution system to
eavesdropping.

We exposed PerkinElmer C30902SH silicon avalanche
photodiodes to a focused 807 nm continuous-wave laser ra-
diation at a range of powers up to 3 W [1]. The photo-
diodes were characterized between exposures. After about
1 W power, the photodiodes permanently developed a large
dark current, which made them blind to single photons in
a passively-quenched detector scheme, yet determitigtica
controllable by bright light pulses, allowing eavesdroypi
[2]. Above 1.7 W power exposure, the photodiodes lost
photosensitivity and became electrically either a resisto
an open circuit, accompanied by visible structural changes
(Fig. 1).

This attack immediately applies to quantum key distibu-
tion schemes operating over a free-space channel. Future
studies should investigate laser damage to actively-duezhc
avalanche photodetectors, optical scheme components othe
than photodiodes, various fibre-optic components, as well a

contermeasures to this new class of attacks. (b)
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