Finite-key-size effect in commercial plug-and-play QKD system
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This study is aimed to emphasize the significance of
finite-key-size effects on a practical system. The goal is
to demonstrate the ability of Eve to force the system to
generate a secret key from a raw key size that is smaller
than which was predicted in the system design. As a result, the asymptotic limit employed in the system might
no longer hold. The subject of this study is a plug-andplay QKD system Clavis2 produced by ID Quantique 1.
The security of this system implemented in the manufacturer’s software is based on the security analysis in Ref. 2
which did not considered the finite-key-size effect.
Quantum channel of Alice and Bob consisted of a 2 m
long optical fiber and a variable attenuator (OZ Optics
DD-100-11-1550) simulating transmission loss of a longer
line and also giving Eve the ability to control it. We
ran multiple sessions of key distribution with quantum
channel transmission loss of 2, 3 and 4 dB. After the
system exchange the raw key for a set period, from 10–
280 s in each session, then adjusted the channel loss to
40 dB which terminated the raw key exchange. After
that, the system began the post-processing out of the
raw key that had already been exchanged. At the same
time, we reset the variable attenuator to the original loss
value. The system returned to the synchronization step,
and began a new session of key exchange.
We substituted the parameters from each session of the
experiment into key rate equation under finite-key-size
analysis [3–6] and plotted in Fig.1. Black × are experimental results with (a) 2 dB line loss and 3% error rate,
(b) 3 dB line loss with 5% error rate, and (c) 4 dB line
loss with 6% error rate. Blue (dark grey) line is the infinite key bound. Red (grey) line is finite-key size bound
with  = 10−10 . Green (light grey) line is finite-key-size
bound with  = 10−1 . Secure key bounds in each subfigure were calculated separately according to the error
rate and line loss of each experiment. The result showed
that the experimentally distilled key sizes satisfied the security criteria for the asymptotic assumption. However,
the experimental results fall out of bound of finite-key
size analysis with values of  up to 10−1 .
In the middle of our study in 2014, ID Quantique released a new software patch for Clavis2. This patch accumulates the key if the key exchange session is terminated
and lets the system perform post-processing only when
the raw key size exceeds a threshold of around 2 Mbit.
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FIG. 1. Secret key rate versus sifted key rate.

We performed our experiment and recalculated our plot
using the new parameters acquired from the system. The
result showed that the distilled key is within the secure
bound of  = 10−10 .
Our study only covers statistical evidence from the system against the theoretical bound. An explicit attack
that exploits this effect is still open for future study. Our
investigation highlights the significance of finite-key-size
analysis and why this effect should be included in the
implementations of QKD, especially in commercial systems.
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