Overview of recent results on the optical-pumping attack on quantum key
distribution sources
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Introduction. Quantum key distribution
(QKD) technology [I] uses single photon states
to distribute a secret key between two parties -
Alice and Bob. However, due to lack of prac-
tical true sources of single photons, commercial
QKD systems use laser radiation attenuated to
a single photon level. These photons are Pois-
son distributed [2]. An average photon number
emitted by Alice is crucial for the security of
QKD systems. To guarantee secrecy of key dis-
tribution, it always has to be unchanged. Re-
cent research shows an effective attack on a typ-
ical QKD source based on a single laser diode.
It is the laser seeding. Eavesdropper (Eve), in-
jects her light at wavelength 1550-nm into Al-
ice’s laser [3]. This allows Eve to increase output
power of Alice’s laser, change shape of its pulses,
or even wavelength [4, [5]. However, this attack
can be prevented by enough isolation for light in-
coming from quantum channel [6]. In this work,
we overview the latest research results of a new
type of attack on practical Alice photon sources
that could be performed to bypass existing coun-
termeasures. It is named the optical-pumping
attack. We show that both typical source con-
figurations, a single distributed feedback laser
diode and optically injection-locked laser diodes,
are vulnerable to it. They emit higher output
power when exposed to a light at shorter wave-
lengths. We investigated spectral dependency
of optical-pumping attack on DFB laser. The
novelty of this work lies in the demonstration of
the effect of increasing the average number of
photons when pumping with other wavelengths
without an optical injection locking mechanism,
that is used in [4]. The use of different wave-
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FIG. 1. Experimental setup used for optical-pumping
attack

lengths poses a major threat since standard op-
tical components can pass some wavelengths al-
most without loss [7, [§].

Optical-pumping attack To implement this
attack, Eve injects light at a shorter wavelength
than Alice by using WDM filter. There, the
Eve radiation is absorbed by laser’s medium,
and this absorption increases output power of
laser. Combined with imperfections in trans-
mission spectrum of elements that are used for
protection against attacks, optical-pumping at-
tack can be performed more easily compared to
the laser-seeding. We used a standard off the
shelf Fabry-Perot laser with wavelength 1310 nm
and tuned its power in a range from 23 nW to
1.6 mW by a variable optical attenuator. We
measured several characteristics of Alice’s out-
put radiation, such as light-current dependency,
average output power and energy of emitted
pulses. Normalized pulse energy is demonstrated
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FIG. 2. Pulse energy of laser pulses under Eve’s illu-
mination, normalized to their energy without pump-
ing (reprinted form [9]).

Figure [2l In this case, we managed to increase
the energy of output pulses by 10%. In addition,
this attack increased the differential quantum ef-
ficiency by 5% and the average output power by
21%. Increase in average photon number as a
result of increased output power leads to over-
estimation of secret key rate by about 10% at
distance of 50 km for BB84 decoy-states proto-
col.

Optical-pumping attack on laser source with
optical injection locking. Optical injection lock-
ing (OIL) is a technique that is used to improve
characteristics of output radiation of laser. It
reduces spectral width of radiation, stabilizes its
wavelength, reduces jitter of emitted pulses and
reduces oscillations within pulses. Such laser
source contains two laser sources: master and
slave. Master injects its radiation through an
optical circulator into slave’s cavity to seed it.
This method is used in measurement-device in-
dependent protocols. We used the same 1310-
nm attackers laser to hack the OIL configura-
tion of Alice source.. In this case, power of
Eve’s laser changed from 0.7 uW to 5.6 mW.
We measured average output power of Alice’s
laser, energy of pulses and pulse waveforms. As
a result, the optical-pumping attack increased
energy of pulses by 2 times, average power in-
creased by 2.25 times; it is demonstrated in fig-
ure[3] Increase in pulse energy for QKD applica-
tions leads to increase in photon number. This is
also leads to overestimation of secret key rate in
comparison to SKR with average photon num-
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FIG. 3. Pulse energy of laser pulses emitted by OIL
configuration under Eve’s illumination, normalized to
their energy without pumping
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FIG. 4. Change in average output power of Alice’s
pulsed laser under Eve’s cw illumination.

ber specified by the protocol. This allows Eve to
get more bits of secret key.

Spectral dependency of optical-pumping attack.
InGaAsP crystals have wide absorption spectra,
that can be used by Eve to perform the optical-
pumping attack. We investigated efficiency of
the optical-pumping attack with lasers at dif-
ferent wavelengths. For this purpose we used
several laser sources with wavelengths 1064 nm,
1310 nm, 1480 nm and 2000 nm. For each Eve’s
wavelength we measured average output power
and pulse energy. Results for each wavelength
are demonstrated in Figure For pump at



1064 nm increase in average power is 23% and
for pulse energy is 15%, for 1310 nm pump av-
erage power increased by 21% and pulse energy
increased by 10%, for 1480 nm average output
power increased by 8.7% and pulse energy by
14%. However, under pumping by 2000 nm il-
lumination we measured a decrease in average
output power by 8% and pulse energy decreased
by 0.5% Those results show that Eve can use
broad spectral range to implement the optical-
pumping attack. The most effective wavelength
is 1064 nm because it increases the energy of the
pulses.

Conclusion In this work we presented new kind
of attack on technical implementation of QKD
system called ”optical-pumping” attack. This
attack allows Eve to increase average photon
number, emitted by Alice. It leads to overes-
timation of the secret key rate. Here we demon-
strate that this attack can be performed to sin-
gle DFB-lasers as well to DFB-laser source with
optical injection locking. Also we demonstrated
that this attack can be performed by using sev-
eral wavelengths. While this attack may require
a high-power laser to be successful, it should be
considered as a possible threat to the security of
QKD systems.
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