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ABSTRACT

3,4,5

Quantum key distribution (QKD) establishes a shared secret between remote parties and is proven
unbreakable in theory. Unfortunately, practical implementations of QKD exhibit device imperfections
that lead to security vulnerabilities. Most of these vulnerabilities have been verified in a white-box
testing scenario, when one has access to the system hardware for analysis. Here we implement
automated penetration testing of a QKD system in a black-box setting, using only its public

communication lines and a limited operator’s manual. Our implementation parses information

transmitted over the classical communication line and toggles an optical delay in the quantum
communication line. This enables it to tamper with the timing settings of detector gates in the QKD
system during its calibration procedure and to passively eavesdrop on 98.97% of the sifted key. The
entire testing process is fully automated and takes only minutes to initiate eavesdropping. Our work
paves the way for automated penetration testing of QKD installations as a method of security

verification.
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INTRODUCTION

Quantum key distribution (QKD) is a promising
technology in quantum cryptography, allowing
two parties to securely share a random secret key
through a public channel whose security is guar-
anteed by the principles of quantum physics [1].
Technically, commercial QKD systems are avail-
able [2-8], and advanced QKD implementations
reach distances of up to 1002km [9]. Although
the QKD protocol provides information-theoretic
security in principle [10], deviations of hardware
from the ideal model in practice remain a sig-
nificant problem. Various attacks exploit imper-
fections in components of QKD systems, such as
photon sources [11-15], quantum-state modula-
tors [12,16-19] and detectors [20-27], to eaves-
drop on secure keys. So far, all known attacks
are white-box attacks, requiring the adversary to
know the internal details of the QKD system
and to finely tune complex parameters to exe-

cute a successful attack [21,28,29]. Certification
methodologies for QKD are also built around the
white-box scenario [30,31]. Meanwhile, penetra-
tion testing with limited or no knowledge of the
target system is standard in the security industry
[32,33]. This demand is becoming more urgent as
quantum communication moves towards scalable,
networked architectures [34,35].

In this work, we propose and implement a
plug-and-play attack on a decoy-state BB84 [36-
38] QKD system treated as a black box. That is,
Eve is permitted to launch attacks only via the
quantum and classical channels, with no access to
the internal components of the QKD system. In-
stead, she obtains only public information about
the tested QKD system from the user manual
and software interface, such as the protocol em-
ployed, repetition frequency, optical wavelength
and system operating process, and has no prior
knowledge of the existence of any vulnerability. By
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analyzing public documentation and the classical
information exchanged between Alice and Bob,
we identify a vulnerability during a specific cali-
bration procedure, in which Eve actively induces
a timing mismatch between the gate positions of
paired single-photon detectors (SPDs) within a
measurement basis [39-41]. Subsequently, in the
raw-key exchange phase, Eve exploits this mis-
match to eavesdrop on the secret key by con-
tinuously manipulating the arrival time of quan-
tum states. Notably, this attack is automated and
operates independently of the encoding degrees
of freedom used in the QKD system under test.
Moreover, it manipulates the transmission time
and path of quantum states without requiring any
intercept-resend operations [42,43].

Based on this security vulnerability, we
implement a plug-and-play hacking (PPH)
apparatus under realistic conditions over the
channels between Alice and Bob. Our apparatus
comprises both hardware and software compo-
nents. Its hardware enables Eve to adjust the
length of the quantum channel and to wiretap in-
formation from the classical channel. Meanwhile,
the software interprets all data on the classical
channel and dynamically tunes attack parameters
in real time based on the status of the QKD system
under test. Through this process, it successfully
obtains Bob’s basis choices and calculates his par-
tial quantum bit error rate (QBER) in both bases.
By correlating this information with the length
switch between short and long paths, Eve deduces
Bob’s sifted key. The capability to automatically
execute attacks and optimize hacking parameters
within minutes is demonstrated over multiple
QKD sessions lasting a few hours, successfully
eavesdropping on 98.97% of the sifted key.

RESULTS

System under test

The engineering-validated QKD prototype served
as the black-box system under test. From the pub-
lic documentation, it is known that this QKD
system features four detectors and employs a
decoy-state BB84 QKD protocol with polar-
ization coding and passive basis selection. The
system, integrating both fully functional hardware
and software, operates automatically to ensure
reliable generation of secure keys.

Figure la depicts a schematic of the hardware
in the QKD system. Alice transmits quantum-state
pulses at a repetition frequency of 40 MHz, which
are sent over a single-mode fiber together with
synchronization pulses using a dense wavelength-
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division multiplexing (DWDM) technique. Af-
ter receiving the combined optical signals from
Alice, Bob uses his DWDM3 module to demul-
tiplex the synchronization pulses and quantum-
state pulses. The former are detected by a pho-
todetector (PD2) to synchronize Bob’s clock with
Alice’s. The quantum signals are split into two
equal parts via a 50:50 beam splitter (BS3). Each
part undergoes polarization correction before be-
ing directed through a polarization beam split-
ter (PBS), which separates orthogonally polar-
ized quantum states that are then detected by
two SPDs.

The software operation sequence of the QKD
system is shown in Fig. 1b, as observed from the
user interface. Its has three stages: initialization,
calibration and quantum key distribution. During
initialization, the software is started and the con-
nection between Alice and Bob is established. Cal-
ibration involves three phases. First is delay scan-
ning, in which Alice sends four polarization states,
namely |H) (horizontal), |P) (45°), |V) (vertical)
and |N) (135°). Bob then determines each SPD’s
gate position by detecting the maximum number
of counts.

Second is polarization correction. Alice initially
transmits |H) states, and Bob adjusts his polariza-
tion controller (PC3) until the click ratio |H): |V)
reaches 99:1. Then, Alice sends |P) states, and Bob
adjusts PC4 using the same procedure to achieve a
similar click ratio. Third is synchronization align-
ment, in which Bob locks his clock to Alice’s using
synchronization pulses.

At the quantum key distribution stage, Alice
randomly sends four polarization states |H), |V},
|P) and |N). Bob randomly chooses either the X
or Z basis for detection via passive basis selection.
Alice and Bob repeat this process to accumulate a
sufficiently long raw key over a single raw-key ex-
change period. They then announce the basis of
each click event to obtain the sifted key and re-
veal a small portion of the sifted key to calculate
the QBER. If the QBER is less than 3%, the sys-
tem performs post-processing, such as error cor-
rection and privacy amplification. Otherwise, the
system repeats polarization correction in an at-
tempt to reduce the QBER. If no key is generated
within 10 minutes, the QKD system restarts from
the beginning of the calibration stage.

Vulnerabilities of a black-box QKD system

Eve wiretaps the classical channel to intercept
communications between the transmitter, Alice
and the receiver, Bob. By analyzing the pub-
lic documentation and the classical information
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Figure 1. Plug-and-play hacking experiment. (a) Scheme of Eve and the black-box QKD system. Alice and Bob are black boxes, whereas Bob's
internal structure is shown as a speculative diagram. DWDM, dense-wavelength-division multiplexer; BS, beam splitter; PBS, polarization beam
splitter; OS, optical switch; PD, photoelectric detector; SPD, single-photon detector; CE, control electronics; PC, programmable polarization
controller; Ch, wavelength channel; |H), |V), |P), [N}, SPD output signals corresponding to the four polarization states. (b) Timing of the four
subattacks in the PPH apparatus.

exchanged between Alice and Bob, we identify
a vulnerability during the calibration procedure.
We infer that Eve can actively modify detec-
tor gate positions and synchronization parameters
only by hacking the QKD system through both the
quantum channel and classical channels. Her de-
tailed workflow is as follows.

In the QKD system, Bob independently ad-
justs each SPD’s gate position to achieve optimal
detection efficiency during the calibration proce-
dure. This process allows Eve to manipulate the
arrival time of quantum states at Bob by select-
ing a long or a short path in the quantum channel,
thereby independently controlling the gate posi-
tion of each SPD [41]. As a result, a mismatch be-
tween the gate positions of paired SPDs within a
measurement basis is actively created by Eve. Dur-
ing the raw-key exchange process, Eve can then
exploit this mismatch to learn the secret-key in-
formation by continuously controlling the arrival
time of quantum states at Bob, as she does during
calibration.
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Implementation of a plug-and-play attack

Eve’s PPH apparatus (Fig. 1a) is independent of
the encoding degrees of freedom of the system un-
der test. It controls both the quantum and clas-
sical channels. Eve separates Alice’s signal into
a 1550.12nm (wavelength channel 34) quantum
signal and a 1569.59 nm (wavelength channel 10)
synchronization signal via DWDMI1. The syn-
chronization signal is then split by BS1: one part
enters DWDM2, and the other part is detected by
PD1, which generates a trigger signal for the con-
trol electronics (CE). The latter route the quan-
tum signal through an optical switch (OS) to ei-
ther a long or short path, thereby controlling
its arrival time at Bob. Both paths are equipped
with programmable PCs to compensate for polar-
ization drift. The quantum-state pulses and syn-
chronization pulses are subsequently recombined
via BS2 and DWDM2 before being sent to Bob.
Eve’s apparatus operates automatically through-
out the entire QKD process, executing four dis-
tinct sub-attacks at different stages, as shown in
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Figure 2. Experimental data from the QKD system. (a) Optical pulses emitted
from Alice’s monitor port are detected by PD3 during the delay-scanning phase.
(b) Timing sequences of signals detected by SPDs under various transmission
paths. (c) Counts detected at different gate positions of the SPDs. (d) Gate po-
sitions of the SPDs. (e) Detection signals during key distribution. The switching
period of the OS is indicated by a dotted line.

Fig. 1b. The specific procedure of each sub-attack
is as follows.

Sub-attack 1 begins by monitoring the in-
formation transmitted by the QKD system on
the public channel from the authentication stage.
Specifically, Eve wiretaps the classical channel to
decode data and obtain the system status in real
time, extracting operational parameters for sub-
sequent attacks. This sub-attack enables the PPH
apparatus to operate without requiring an in-
depth understanding of the internal structure of
the QKD system. In other words, it does not re-
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quire comprehensive knowledge of the internal
implementation details. Instead, as long as the ba-
sic communication protocols and interfaces are
understood, the PPH apparatus can be inserted
into the system to launch an attack. It should be
noted that the tested QKD system encrypts classi-
cal communication using a private protocol. How-
ever, Eve has conducted reverse engineering at the
algorithm level, which is purely classical software
work and is not presented in detail here.

Sub-attack 2 manipulates the arrival time of
quantum signals starting from the delay-scanning
phase, causing inconsistent gate positions for
paired SPDs within the same basis. In this sub-
attack, the timing at which Eve switches paths de-
pends on the synchronization period of the tested
system. Specifically, she taps the synchronization
light via PD1, which triggers her CE to generate an
electrical pulse sequence with a 40 us period (this
value is correlated with the synchronization rate
of the tested QKD system) and a 50% duty cycle
to control the OS. The OS forces quantum states
to pass through the short path during the first
half of each 40 us period and the long path dur-
ing the second half. This operation ensures that
each of Bob’s SPDs exhibits two highly comparable
peaks within a 25 ns period. To visually demon-
strate the effect of the PPH apparatus on Alice’s
quantum-state pulses, unattenuated light emitted
from the monitor port of Alice’s module is con-
nected to the PPH apparatus and detected by PD3.
Figure 2a illustrates that, without eavesdropping,
the quantum-state pulses exhibit a uniform pe-
riodic pattern, whereas under eavesdropping the
quantum-state pulses shift. Notably, owing to the
synchronization-alignment stage, the QKD sys-
tem maintains clock synchronization between Al-
ice and Bob even under this significant shift. In the
following test, Eve shifts the quantum-state pulses
only within a 25 ns period to introduce as little
loss as possible. Figure 2b provides an enlarged
view, showing that, when quantum-state pulses
travel exclusively through the long path, only one
pulse is detected within the 25 ns period. By con-
trast, when some pulses travel through the long
path while others take the short path, two pulses,
separated by about 10 ns, are statistically detected
within the same period.

During the delay scanning phase, Bob divides
one signal period into 125 detection intervals of
0.2ns and determines the gate positions based
on peak detection counts. Without eavesdrop-
ping (Fig. 2c and d, left), the peak counts of both
SPDs for |H) and |V') are centered near the 11th
nanosecond. During eavesdropping (Fig. 2c and d,
right), however, the maximum count of the SPD
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for |H) shifts to the first nanosecond, while that
of the SPD for |V) remains at the original po-
sition. (When the maximum counts of two de-
tection peaks are comparable for each SPD, one
of these peaks is then randomly selected. If Eve
fails to separate the gate positions, she disconnects
the channel, forcing Bob to restart calibration).
This attack causes a mismatch in the gate posi-
tions of the paired SPDs in the Z basis; a simi-
lar effect occurs in the X basis. Notably, this mis-
match does not trigger any alerts from the QKD
system. Once the gate positions are set during cal-
ibration, they remain fixed. This fixed configura-
tion ensures that, during the raw-key exchange
stage, the four SPDs can respond promptly and ac-
curately upon receiving the corresponding quan-
tum states. As shown on the left side of Fig. 2e,
both SPDs for the |H) and |V) states may click
throughout the entire 40 us period. However, in
the presence of eavesdropping, the timing distri-
bution of the responses is altered, as shown on
the right side of Fig. 2e. In this scenario, the |H)
state is detected exclusively during the first half
of the 40 ps switching period, while the |V) state
is detected solely during the second half. This oc-
curs because, during the first half of the period,
the SPD for |H) is active owing to alignment be-
tween the gate position and the quantum-state ar-
rival time, whereas the SPD for |V) remains in-
active owing to misalignment of its gate position;
the situation is reversed during the second half of
the period, as the OS switches approximately ev-
ery 20 us. This phenomenon demonstrates that
the PPH apparatus is independent of the encod-
ing degree of freedom in the QKD system and can
be adapted to other BB84 QKD systems by fine-
tuning the attack parameters to match the specific
target system.

Sub-attack 3 corrects polarization drift start-
ing from the polarization-correction phase. The
transmission of quantum states through the long
and short paths in sub-attack 2 can be character-
ized by the linear operators E; (long path) and
E, (short path), respectively. For any input polar-
ization state |) € {|H), |V), |P), [N)}, the out-
put states after transmission are given by

EllY) = V1 —€ly) + " Vely1),
Ely) = V1 —Ely) + 7 VeEly), (1)

where || ) denotes the polarization state orthog-
onal to |), € and £ are the probabilities of po-
larization drift, and 6 and 6’ are the phase off-
sets associated with the drift components. In ideal
polarization correction for a single path, Bob can
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compensate for such drift using his PCs in each
measurement basis (Fig. 1a). However, the path-
dependent drifts in sub-attack 2 result in E, * E.
To mitigate this inconsistency, Eve deploys PCs
in both the long and short paths. She iteratively
adjusts these PCs using real-time QBER feedback
from Bob to align the drift operators such that
€ ~ & and 0 ~ 6, keeping the QBER < 3% un-
der the attack. This process begins during po-
larization correction and continues until system
termination. It is worth noting that a fitting al-
gorithm enables the PPH apparatus to compen-
sate for the polarization-drift difference caused by
quantum-state transmission through the long and
short paths within minutes, thereby better con-
cealing its presence. Additionally, it can adaptively
correct polarization drift caused by environmental
changes in real time. As a result, the eavesdrop-
ping attack becomes plug-and-play. Further de-
tails are given in the Methods section below.

Sub-attack 4 infers the sifted key by cross-
referencing information from sub-attacks 1 and 2
during key distribution. To deduce the sifted key,
Eve must satisfy two additional conditions beyond
the mismatch between the gate positions of paired
SPDs. First, she must synchronize her clock with
Bob’s to determine which path the photon takes
corresponding to which SPD of Bob clicks in the
announced basis. Second, she must be certain the
bit-value mapping of Bob’s SPDs. Through sub-
attack 1, Eve obtains all the data transmitted by
Alice and Bob over the classical channel, enabling
her to meet the above two conditions. Specifically,
using the public information from the first raw-
key exchange period—namely, the detection slots
and his corresponding basis choices announced by
Bob, together with the sifted slots and the portion
of the sifted key bits revealed by Alice—Eve aligns
Bob’s detection events with the 40 s switching
cycle of the OS. By further analyzing the bit val-
ues and the QBER disclosed by Alice and Bob,
Eve deduces the bit-value mapping correspond-
ing to Bob’s four SPDs. Consequently, Eve exploits
these timing and mapping relationships to infer
the sifted key in each subsequent key-distribution
round. In our experiment, Eve successfully de-
duced 98.97% of the sifted key generated by the
QKD system. Detailed calculations and analyses
are given in the Methods section below.

These above-mentioned sub-attacks work in
concert, enabling Eve to remotely deploy the PPH
apparatus and eavesdrop on the secret key. It
should be noted that, since the PPH apparatus
wiretaps information from the classical channel
and modifies the length of the public quantum
channel, it neither breaks the security assumptions
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of the BB84 QKD protocol nor violates the prin-
ciples of quantum physics. As a result, it remains
undetected by the QKD system.

Attack performance

We conducted multiple 10-30 min QKD sessions
over a few hours, with and without the at-
tack. During these sessions, we recorded perfor-
mance statistics, all public communication data
exchanged between Alice and Bob, and the key-
generation rate. In the key-distribution stage, the
legitimate parties continuously monitored the key
rates and QBER to assess the security of the trans-
mission line. Figure 3 presents results from two
representative sessions—one with eavesdropping
by Eve and one without. These results show that
Eve’s attack does not substantially affect the key
rates. This occurs because the attack introduces no
detectable QBER fluctuations that would alert Al-
ice and Bob to Eve’s presence. The slight increase
in the QBER without eavesdropping is caused
by normal polarization drift during operation of
this QKD system. However, during eavesdrop-
ping sessions, the QBER becomes more stable ow-
ing to the PPH apparatus’s real-time polarization
compensation of environmental changes. Conse-
quently, the QBER remains within the acceptable
range (<3%) in both cases. Since Eve obtains al-
most the same sifted key as Bob, she can, in prin-
ciple, apply post-processing similar to that of Alice
and Bob and generate the same final key.
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DISCUSSION AND CONCLUSION

In this work, we demonstrate that, during calibra-
tion, Eve can induce a mismatch in the gate po-
sitions of Bob’s SPDs by controlling the different
arrival times of quantum states at Bob. This makes
our proposed attack independent of the encoding
degree of freedom. As aresult, the countermeasure
of eliminating SPD gate mismatches through ran-
domization of basis choices during calibration [41]
is not applicable to this attack.

The QKD system needs to be equipped with
an intrinsic mechanism as a countermeasure to
eliminate this vulnerability. A free-running SPD
may be an alternative, but its effectiveness against
this calibration attack remains to be verified in
future work. For example, a key consideration is
how to determine the effective counting time win-
dow of a free-running SPD. An alternative ap-
proach could involve a time-correlated random-
ness test module into the QKD system [44,45],
thereby enhancing the system’s ability to detect
Eve’s presence. Notably, to counter this attack,
Bob can also employ a ‘four-state measurement’
scheme [31,39]. In this scheme, he randomly se-
lects both his measurement basis and the map-
ping of each SPD outcome to the logical bits O
and 1. During the sifting process, Bob can de-
duce Alice’s encoded information by combining
his own SPD results, his chosen states and the
bases announced by Alice. The mapping of each
SPD may be flipped, but it remains private and is
never disclosed publicly. As a result, even if Eve
knows which SPDs click, she cannot infer the ac-
tual bit value. However, this scheme still has a po-
tential loophole. For example, Eve may attempt
to inject a strong pulse to read out Bob’s detec-
tor assignments, similar to the strategy employed
in a Trojan-horse attack [17,46,47]. More impor-
tantly, we recommend that QKD systems employ
the measurement-device-independent QKD pro-
tocol [48] and its derivatives, such as twin-field
QKD [49-51], sending-or-not-sending twin-field
QKD [52] and side-channel-secure QKD [53,54].
In these protocols, the entire measurement unit is
treated as an untrusted third party, Charlie. As a
result, they theoretically guarantee the security of
a QKD system, regardless of Eve’s attack on the de-
tection side.

To summarize, we have successfully im-
plemented a penetration testing on a QKD
system as a black box through an online plug-and-
play attack. This attack allows Eve to manipulate
gate positions and synchronization parameters
without access to the internal components of
the QKD engine, thereby learning the secret-key
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Figure 4. Alice publicly announces a portion of the valid click events and bit values
at the first raw-key exchange period.

information. Notably, this vulnerability and attack
exploit the fact that the gate position of each SPD
is calibrated separately. This means that this attack
should be independent of the encoding degree of
freedom, making it potentially applicable to other
BB84-based QKD systems. Furthermore, this
plug-and-play attack provides a testbed for online
penetration testing, advancing methodology and
techniques for the security certification of QKD.

METHODS
Sub-attack 3

The goal of compensating polarization drift is
to minimize the polarization difference between
the long path and short paths, thereby obtain-
ing similar QBERs for both quantum states in
the Z and X bases. Thus, the objective of sub-
attack 3 is to compensate for the polarization dif-
ference between the long and short paths, that is,
to achieve € ~ & and 6 ~ 6, by reducing the de-
viation among the QBERs for different quantum
states A,rror,

Aerrorz |AH—AV|+|AP—AN|, (2)

where Ay, Ay, Ap and Ay represent the QBERs
of the signal states corresponding to |H), |V), |P)
and |N), respectively. This QBER information is
obtained from sub-attack 1.

To minimize the QBERs, Eve controls her PCs
by adjusting the angles of polarization rotation
along the X, Y and Z axes. Here, we fit the data us-
ing a curve function and set the values of the X, Y
and Z axes to minimize A,,,,,. Sub-attack 3 starts
during polarization correction and remains active
throughout the QKD process, continually refining
its estimations. As data accumulate, the attack ad-
justs the polarization-offset corrections more ac-
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curately. Consequently, the system’s QBER stabi-
lizes at a value below 3%.

Sub-attack 4

In sub-attack 4, Eve selects the first raw-key ex-
change period to establish synchronization and
correlations among the basis, bit values and SPD
clicks. She is then able to obtain the sifted key
shared between Alice and Bob in subsequent raw-
key exchange periods based on these correla-
tions. Subsequently, Eve applies error correction
and privacy amplification to obtain the final key,
which is identical to that shared between Alice and
Bob. The following describes how Eve obtains the
sifted key.

At the end of each raw-key exchange period,
Bob communicates to Alice the details of all valid
click events, including the chosen basis and the
precise timing slots of these clicks. Subsequently,
Alice publicly announces the instances in which
she and Bob used the same basis at correspond-
ing time sequences; this procedure is known as the
sifting process in QKD systems. At the same time,
Alice also publicly reveals a small subset of the
sifted key bits so that Bob can calculate the QBER.
Following this, Bob provides Alice with detailed
QBER information, including the total number of
valid events and the number of errors for each
quantum state. In the PPH apparatus, the above
transmission data are wiretapped by sub-attack 1.
Sub-attack 4 then divides all valid click events
within a raw-key exchange period into units of
a 40 pus switching period, as shown in Fig. 4. It
can be seen that the majority of response events
in the initial 20.8 s interval originate from quan-
tum states corresponding to |V) and |P), whereas
responses in the subsequent 19.2 us interval are
attributed to |H) and |N) quantum states. There-
fore, Eve can synchronize her clock with Bob’s by
leveraging the timing distribution of Bob’s SPD
click events, without resorting to complex phys-
ical means such as time-to-digital converter de-
vices.

After Bob has completed the basis comparison
with Alice, he compares his own data with the data
that Alice has publicly disclosed. He then shares
part of the sifted key with Alice to calculate the
QBER, as illustrated in Table 1; this subset of the
sifted key is subsequently discarded during post-
processing. Similarly, this QBER information is
wiretapped by sub-attack 1 in the PPH appara-
tus. Sub-attack 4 then analyzes the error counts
and the total numbers for each quantum state in
the QBER information. Despite the imbalance in
counts between different measurement bases, Eve
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Table 1. The information disclosed during the first round of QBER estimation.

Signal state Decoy state
Bob’s SPD Errors Total QBER (%) Errors Total QBER (%) Vacuum state
H 12 1042 1.15 11 809 1.36 14
\% 6 2405 0.25 1039 0.01 7
P 5 2083 0.24 5 308 1.62 22
N 5 2245 0.22 6 871 0.69 12
4- . is 1.24%, with a minimum of 1.03%. This enables
3] Deduce, average= 1.08% *  Decoy state Eve to apply error correction and privacy amplifi-
2] cation to eavesdrop on the final key. It should be
1 T N Y noted that, owing to factors such as optical-switch
0 T ‘ \ ‘ \ ‘ \ : ; leakage, dark counts (p,), polarization drift and
2 10 20 30 40 50 other effects that cause Bob’s SPDs to click, Eve is
g: Deduce, average= 1.63% *  Signal state unable to reconstruct some quantum-bit data for
5] . events beyond her control. For instance, the er-
. R N AR IR R L e e A ror rate for Eve is ¢y = p,;, whereas for Bob it is
O | T T T T T T T T T T T eo - 0'5 X pd'
2 10 20 30 40 50
4 —
3] Deduce, average= 1.24% = Overall FUNDING
2 i This work was funded by the Quantum Science and
14 e L T e Ll Technology—National Science and Technology Major Project
0- ‘ : ‘ : ‘ : ‘ : ‘ : ‘ : (2021ZD0300704), the National Natural Science Foundation
2 10 20 30 40 50 of China (62371459, 62531025 and 62061136011) and the

Raw key exchange periods (times)

Figure 5. The QBER value calculated for 60 key-exchange periods. The first value
represents the QBER between Alice and Bob and is marked with stars. The sub-
sequent values represent the QBER between Alice and Eve.

can mitigate it by increasing the OS modulation
speed or introducing higher channel attenuation.
Eve infers that the click events of Z,, Z;, X, and
X correspond to Bob’s |H), |V}, |P) and |N) SPDs,
respectively. The relationship between the bit val-
ues and the SPDs in each basis is shown on the
right side of Fig. 4. Consequently, when Bob an-
nounces the commencement of the following raw-
key exchange period, Eve uses the information
from sub-attack 2 to determine whether Bob is re-
sponding to the |H)/|N) states associated with the
short path or the |V')/| P) states associated with the
long path at each click slot. Using this information,
Eve reconstructs the sifted key shared between Al-
ice and Bob.

Furthermore, to verify the accuracy of Eve’s
sifted key, we compare Eve’s bit values with those
disclosed by Alice and Bob to estimate the QBER
in the next 60 rounds of the key exchange. Figure 5
shows the QBER of the signal states, decoy states
and overall bit values between Eve and Alice. It
can be seen that Eve’s average overall error rate
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