Insecurity of practical quantum key distribution against

long-wavelength Trojan-horse attacks
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Trojan-horse attacks on practical quantum key distribu-
tion (QKD) implementations have received considerable
attention in the last 5 years'™®. In these attacks, the
eavesdropper Eve directs a strong optical pulse from the
quantum channel into the targeted QKD subsystem —
Alice or Bob — and performs appropriate measurements
on the back-reflections. These measurements can yield
Eve information about the state of the modulator if it
is in the attack path taken by the bright pulse and/or
a back-reflection. If the attack can be carried out with-
out alerting Alice or Bob, then the security of the QKD
implementation is broken since knowing the state of the
modulator is equivalent to knowing the secret bit.

While the basic ideas behind such attacks have been
known for more than a decade®S, the first actual
demonstration on ‘Clavis2-Bob’, the QKD receiver from
ID Quantique (www.idquantique.com), was reported re-
cently!. It was shown that information about the mod-
ulator’s state can indeed be gleaned successfully even
with back-reflected pulses containing just a few photons.
Nonetheless, the overall attack failed, owing to the side
effect of increased afterpulsing in the single photon de-
tectors (SPDs) of Bob. This afterpulsing dramatically
elevates the noise response of the SPDs, thereby alerting
Alice and Bob.

Here we report that a Trojan-horse attack is likely to
stay inconspicuous if the attacker uses bright Trojan-
horse pulses at a wavelength > 1900 nm. This is pri-
marily because the afterpulsing probability due to such
bright pulses is significantly lower than that observed
in the previous study', where bright pulses at the nor-
mal communication wavelengths (around 1550 nm) were
used. Figure 1 shows the two afterpulsing profiles, ex-
perimentally measured by synchronizing a single Trojan-
horse pulse to the first in a sequence of detection gates
of Bob, and recording the times at which clicks occurred
in the onward gates.

The benefit of reduced afterpulsing at A; unfortunately
comes at the expense of a much higher attenuation of
the Trojan-horse pulse inside Bob. Additionally, the de-
gree of modulation received at \; differs from that at g
substantially. We quantify the increased optical attenu-
ation and the sub-optimal modulator response by means
of further experimental measurements. Taking all these
factors into account as well as devising a new attack path
through Bob, we evaluate the attack performances in the
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FIG. 1. Afterpulse profiles measured at As = 1536 nm and
A1 = 1924 nm. For easier visual comparison, the histograms
are rescaled so that their peak counts and dark count rates
match in the plot.

two wavelength regimes. By means of a numerical sim-
ulation, we conclude that a Trojan-horse attack at \; is
likely to breach the security of the QKD system. We
note that a full-fledged apparatus, though hard to build,
should be mostly implementable with commercial off-the-
shelf components. The attack can be mitigated by using
a wavelength filter at the input of the QKD device.
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