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A commercial quantum key distribution (QKD) system needs to be formally certified to enable its
wide deployment. The certification should include the system’s robustness against known implementation
loopholes and attacks that exploit them. Here we ready a fiber-optic QKD system for this procedure. The
system has a prepare-and-measure scheme with decoy-state BB84 protocol, polarization encoding, a qubit
source rate of 312.5 MHz, and is manufactured by QRate. We detail its hardware and postprocessing. We
analyze the hardware for known implementation loopholes, search for possible new loopholes, and discuss
countermeasures. We then amend the system design to address the highest-risk loopholes identified. We
also work out technical requirements on the certification lab and outline its possible structure.
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I. INTRODUCTION

Over the past three decades, quantum key distribu-
tion (QKD) has progressed from a proof-of-principle
tabletop demonstration [1] to commercial deployment in
fiber networks in many countries [2—4]. Cryptographic
systems must ensure reliable and secure operation, and
therefore undergo a formal certification procedure [5,6].
This involves analyzing the system’s robustness against
known vulnerabilities that exploit the imperfections in its
hardware [7—13]. While both national and international
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certification standards for QKD have been developed
[14,15], the full certification ecosystem for it is not yet
established. It is thus a high priority to implement the cer-
tification procedures, both by QKD vendors and by future
certification labs.

Preparing a QKD system for certification involves (i)
documenting the system in sufficient detail for it to be ana-
lyzed, (i) analyzing it, (iii) patching the security loopholes
found [16], and (iv) proposing the requirements for future
certification tests. These four steps should be completed
by the developer of the QKD system and possibly involve
an external security analysis team. Here we perform them
for a commercial system from QRate, utilizing the lat-
est developments in vulnerabilities, countermeasures, and
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security proofs. This is to be followed by (v) the actual
implementation of certification; however, in Russia this
last step is classified, and thus our paper probably con-
stitutes all we can publicly disclose about this system’s
preparation to it. While Russia follows its own certifica-
tion standards, we expect the process described here to be
broadly similar to the preparation of any QKD system for
international certification.

The paper is organized as follows. In Sec. 11, we define
a risk factor that tells the manufacturer whether a given
vulnerability is easily exploitable and thus must be closed
by a countermeasure before the system is passed to for-
mal certification. In Sec. III, we decide how to combine
existing security proofs for systems with imperfections.
We describe the QKD system under evaluation in Sec. IV,
including a fairly detailed disclosure of its optical scheme
and postprocessing protocol. We discuss every potential
vulnerability in this system and possible countermeasures
to them in Sec. V and summarize this initial analysis in
Sec. VI. Section VII reports how the manufacturer has
subsequently addressed the high-risk vulnerabilities. We
outline the test capabilities the certification lab should have
in Sec. VIII and conclude in Sec. IX.

II. RISK EVALUATION SCALE

The company should prioritize patching security issues
that are more easily exploitable in practice [16]. We thus
need to score each issue identified. The cryptography com-
munity commonly ranks attacks by their likelihood of
success, time, and other resources needed to execute them,
evaluating these relatively precisely. The recent ISO stan-
dard for QKD attempts to follow this practice [14]. It uses a
set of factors to evaluate an attack potential that follows the
standard evaluation method for security products. How-
ever, hacking and security vulnerabilities in QKD remain
an active research area, with many relative unknowns
and new results published often. For example, no explicit
attack scheme is known for many QKD imperfections, but
it may appear suddenly. Guessing the precise amount of
time and resources required for an exploit is thus very
unreliable. Also, we find that the possible standard values
currently suggested of each factor are not suitable for QKD
yet. All the vulnerabilities we discuss in our paper score
as either “highly resistant to attack” or “beyond high” in
the ISO scale. That is, developing a working exploit for
a vulnerability regarded as easy today in the QKD com-
munity still requires a multiple-expert team, longer than
six months of work, and bespoke equipment (of which a
good example is Ref. [17]). It is then difficult to differen-
tiate between the vulnerabilities, as they tend to be off that
scale. At the very least, the values of each factor in the ISO
standard need to be adjusted before they become applicable
to QKD.

Meanwhile, we temporarily adopt an alternative risk
evaluation scale that seems to better accommodate
research uncertainties and essentially spans the difficulties
of exploiting higher than the ISO scale. This allows us to
compare the risk of vulnerabilities. Our empirical scale is
the following. If the security issue has been eliminated or
addressed sufficiently well such that it no longer presents
a security risk, its overall risk factor is set to “solved.” For
those issues where this is not the case, we first evaluate the
severity of the issue through three parameters.

(1) Loophole likelihood. How likely is it that the par-
ticular loophole exists in the system, according to our
present knowledge? If its existence has been confirmed
or suspected to be likely, this parameter has value 1. If
the loophole is considered to be possible in principle but
not very likely (and we have not tested the system yet to
find out for sure if the particular imperfection exists), the
value is 0. The idea here is that security problems known
to be more likely to exist should be more important for the
manufacturer to address.

(2) Future or current technology. If the loophole may
be exploited with today’s technology (i.e., all the compo-
nents for building a full security exploit can be purchased
or easily developed), the value is 1. If it would need future
technology that does not exist yet, the value is 0. For
example, if the exploit requires an adversary Eve to use
95% efficient single-photon detectors in her setup, these
are available commercially today. If the exploit however
requires Eve to use a lossless optical communication line,
it is of course possible in principle (physics does not pro-
hibit lossless lines), but not available today. In the latter
case, Eve would need to wait until optical fiber with much
lower loss than exists today is produced [18], or until high-
quality quantum repeaters are built so that she can use them
to implement lossless quantum teleportation over today’s
lossy optical fibers. Both are long shots for Eve in practice,
so she would not be able to build the exploit today and the
security problem is less urgent for the company to address.

The value is also 0 if it is presently not known how to
construct an attack.

(3) Amount of key leakage. 1f the attack provides Eve
full or nearly full information about the secret key, the
value is 1. If the attack can only provide Eve minor partial
information about the secret key, the value is 0. For exam-
ple, most intercept-resend-type attacks give Eve 100% (or
close to that) information about the secret key [17]. It
would then be relatively easy for her to attack a clas-
sical cryptographic algorithm that subsequently uses this
compromised key. However, if the attack only results in
the leakage of partial key information, this presents Eve
with two additional practical challenges. First, she would
need to construct her exploit apparatus very carefully such
that it works almost perfectly and does not introduce side
effects (such as additional errors in the key) that would
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make Eve’s eavesdropped key information zero. Second,
she needs to solve a nontrivial classical cryptanalytic task
when attacking the classical cryptographic scheme with
only partial key information. Although these problems
have not been explored, we feel that vulnerabilities that
deliver Eve full or nearly full key information should be
more urgent for the company to address.

We add up the values of the three parameters and evaluate
the overall risk factor. If the sum is O or 1, the over-
all risk is low (L); 2, medium (M); 3, high (H). As the
reader will see, these three rough risk grades are evenly
distributed across today’s QKD vulnerabilities, giving us a
usable ranking.

III. SECURING THE SYSTEM IN THE ABSENCE
OF A UNIFIED SECURITY PROOF

At least five attacks in this paper require updating the
key rate formula according to available security proofs,
taking each individual attack into account. However, there
is no unified security proof that takes into account all
these attacks simultaneously and offers a general key rate
formula that simultaneously accounts for the effects of sev-
eral attacks. Having said that, we have to mention recent
attempts in this direction. In order to take into account
various source flaws and side channels, the so-called
loss-tolerant QKD protocol was proposed by Tamaki
and his coworkers [19]. The three-state (|0z),|12),|0x))
loss-tolerant protocol with imperfect state preparation is
studied together with either intensity fluctuations [20,
21] or Trojan-horse attacks [22,23], and can simultane-
ously account for correlations among the source pulses
[21,23]. Similarly, the four-state (|0z),|1z),|0x),|1x))
loss-tolerant protocol with imperfect state preparation has
been investigated as well, combined with the Trojan-horse
attacks [24,25] and correlations among the source pulses
[24]. One has to point out that only a single-photon source
is considered in Refs. [22-25]. The “standard” decoy-state
BB84 protocol with four encoding states and three inten-
sities is also studied in Refs. [26-28]. There, the Trojan-
horse attack is considered along with the vulnerabilities
of detector backflash [26] or detector efficiency mismatch
[27], and multiple source imperfections are treated together
with the detector efficiency mismatch [28]. However, sev-
eral new attacks, such as light injection and induced pho-
torefraction, do not seem to be included in the security
proofs, which is a subject for future research. Thus, we
conclude that no complete security proof currently exists
that takes into account all the potential imperfections and
side channels we list in Sec. V below. Deriving such
a security proof is an open academic issue, and a very
nontrivial one.

Without this theoretical treatment, we are in the realm
of guessing. We still, however, need to make a practical

decision on how to treat these vulnerabilities in QRate’s
system. Our first idea was to algebraically sum the key
rate corrections owing to the different vulnerabilities. We
discussed this idea with theoreticians and, while they con-
ceded it might turn out to be approximately correct, no one
really liked it.

Our second idea was to use hardware countermeasures
(filters, isolators, etc.) to minimize the key rate reduc-
tion of each and every vulnerability considered alone to
a negligible level. This means that, for every individual
vulnerability for which a security proof is available, the
hardware is characterized, then reinforced and improved
until the proof gives a very small correction to the key
rate and maximum transmission distance compared to the
case of a perfect hardware. We arbitrarily suggest that a
reduction in the secret key rate of less than 1% can be con-
sidered negligible. We deem it exceedingly unlikely that
Eve could gain any advantage of this, because she would
have to implement a complex and perfect optimal attack
on the entire key exchange to access this 1% information
in the already-privacy-amplified key, which is unrealistic.
An incidental advantage of this is that the key rate formula
for the perfect hardware can be used in the system.

We hope that the latter approach turns out to be robust,
and suggest using it to claim that the QRate system is
secure. Again, there is no strict proof of that, but this is
a reasonable best-practice approach we can currently do.
The rest of this paper adopts this approach.

IV. SYSTEM UNDER EVALUATION

The QKD system we study is an industrial proto-
type under development at QRate. It has a prepare-and-
measure scheme and uses a decoy-state Bennett-Brassard
1984 (BB84) protocol with polarization-encoded states at
approximately 1550-nm wavelength and 312.5-MHz clock
rate. The optical scheme is shown in Fig. 1 and photos in
Fig. 2. Further details can be found in a Russian-language
Ph.D. thesis [29]; see also Refs. [30,31].

The system manufacturer also provided us with a design
specification sheet of the overall scheme (dated Novem-
ber 7, 2018) that contains a high-level description of the
hardware and software structure, as well as later docu-
ments on extensive changes and updates made by the end
of 2021. We have received further oral information and
written notes on various aspects of the design and man-
ufacturing from the company engineers. At this evaluation
stage, we have not yet tested the system hardware for most
vulnerabilities (with a few exceptions that will be noted
through the text).

The system software uses a postprocessing procedure
that comprises the following standard steps.

(1) Sifting. Bob announces the positions of registered
pulses and their measurement bases. Alice announces
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(ch. 36)
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Ch. 36
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(ch.28) 0.5-30 dB

SPD2
—— PM fiber
—— SM fiber

& FC/PC connector  T1 PwM L2

FIG. 1. Optical scheme of the QKD system under evaluation. L, lasers [L1, Nolatech DFB-1550-5PM; L2, Shengshi Optical SWLD-
1554.94-FC/PC-05-PM(DFB)]; IM, intensity modulator (iXblue MX-LN-10); R, FC/PC connector with 45° rotation (custom-made by
QRate based on bulkhead adapter Opneti AD-FC/SM-SP04); PM, phase modulator (iXblue MPZ-LN-10); T, optical terminator; BS,
beam splitter (with its splitting ratio noted; Opneti CP-S-P-1x2-1550-1/99-900-1-0.3-FC-3x54); PwM, power meter (Thorlabs PM101
with S154C sensor); DWDM, dense-wavelength-division multiplexer (DWDM1 and DWDM3, Opneti DWDM-1-100-36-900-1-0.3-
FC; DWDM2, Opneti DWDM-1-100-28-900-1-0.3-FC); VOA, variable optical attenuator (Opneti SVOA-B-1550-30-5.2250-1-1-FC);
Att, fixed attenuator (Opneti FOA-P-1-20-FC); Iso, polarization-independent isolator (Iso1, Opneti IS-S-P-1550-900-1-0.3-FC-5.5x35;
Iso2, Opneti IS-D-P-1550-900-1-0.3-FC-5.5x35); QC, quantum channel; SD, synchronization detector (Fujitsu FRM5W232BS); PC,
polarization controller (General Photonics MPC-4X-7-P-FC/PC); PBS, polarizing beam splitter (Opneti PBS-1x2-P-1550-900-1-0.8-
FC); SPD, single-photon detector. Note that the components used in the system at the time of the initial analysis may be replaced with
other similar models before the final certification, especially because some of the original components may no longer be available in
Russia.

whether her basis matches and they discard all events (3) Verification and parameter estimation. The

with incompatible bases. For matching bases, Alice
also announces the type of each pulse (signal or
decoy).

(2) Information reconciliation. Alice’s sifted key is
taken as a reference, while Bob attempts to find and elim-
inate the discrepancies (errors) between the keys. For this
purpose, low-density parity-check (LDPC) codes are used
[32,33].

identity of error-corrected keys is verified using a modified
PolyP32 hash function [34,35].

(4) Estimation of the level of eavesdropping. Bob esti-
mates the total amount of information leaked to Eve during
the quantum phase and the previous postprocessing steps,
and computes the secret key length ¢ [see Eq. (A12) in
Appendix A] according to the model from Ref. [36], taking
into account finite-key-size effects. If £y < 0, Alice and

Power supply
Control computer
Box with optical scheme

Alice Bob

Radio-frequency amplifiers
for electro-optical modulators
Signal processing board

SPD1, SPD2

FIG. 2. Quantum key distribution system under evaluation (a prototype built in 2021), with covers removed from Alice and Bob.

044076-4



PREPARING A COMMERCIAL QUANTUM. ..

PHYS. REV. APPLIED 22, 044076 (2024)

Bob abort the protocol and proceed to the next generated
raw key block.

(5) Privacy amplification. In order to get rid of
Eve’s residual information about the verified key, it is
compressed using a 2-universal hash function from the
Toeplitz family [37,38]. As a result, Alice and Bob obtain
a common shorter key of length £, Eve’s information
about which is now negligible.

A more detailed description of the postprocessing is given
in Appendix A.

V. POTENTIAL VULNERABILITIES

In order to simplify the task of security evaluation and
for ease of understanding, we have subdivided the sys-
tem implementation into several layers according to the
hierarchical order of information flow [16] (recapped in
Appendix B). In this work, we perform a complete security
analysis of the bottom four layers (Q1—Q4) that correspond
to optics, analog electronics, driver and calibration algo-
rithms, and operation cycle of the system. For these layers,
we aim to examine all suspected implementation security
issues according to current knowledge. For higher layers,
Q5 and up (from QKD protocol postprocessing and up),
we cannot perform a complete security evaluation as they
lay outside the expertise of most of the authors. Neverthe-
less, we point out a few issues in layer Q5 and we include
its fairly detailed description in Appendix A to aid any
independent analysis.

Based on the information received about the system, we
have identified a number of potential security issues that
might be exploitable by Eve. A summary of them is given
in Table I. Note that QRate has subsequently addressed all
the high-risk issues, as detailed later in Sec. VII. We now
explain the identified issues.

A. Choice of the QKD protocol

The choice of the QKD protocol and scheme is one of
the most important decisions a designer makes. It affects
the product through its lifetime.

QRate has chosen the best understood and most widely
studied scheme and protocol: the prepare-and-measure
(one-way) scheme and BB84 protocol with decoy states
of three intensities (vacuum, decoy, signal). This choice
has the advantage that complete general security proofs
are available that have been widely scrutinized for cor-
rectness. An additional advantage crucial for our analysis
is that modifications of these security proofs that take
into account various hardware imperfections are often also
available. We cite these through this paper.

We remark that not every company has made the same
choices. Sometimes the motivation for developing its own
intellectual property prevails and a less studied proto-
col that lacks the general security proof is chosen. This

often raises questions. For instance, the excellent current
commercial QKD system by ID Quantique (Switzerland)
[40,41] implements a coherent-one-way protocol [42].
This protocol lacked the general proof at the time of its
initial commercialization in 2014. Subsequently, quantum
attacks on the original coherent-one-way protocol have
been discovered that severely limit the key rate and com-
munication distance [43]. Although the latest version of
the system [40] uses a modified protocol, the general secu-
rity proof for it is also not available. In other examples,
the subcarrier-wave QKD system being commercialized
by Smarts-Quanttelecom (Russia) [16] still has its secu-
rity proof in development [44,45]. For the system with a
QKD protocol that uses geometrically uniform coherent
states [46] commercialized by Infotecs (Russia) [47], the
integrity of its security proof is being debated in the scien-
tific community [48]. Most partial security proofs available
for these systems do not incorporate device imperfections,
which may further hinder their analysis.

Risk evaluation: solved.

Further suggestions: none. The decoy-state BB84 pro-
tocol is the safest available choice for the prepare-and-
measure QKD scheme.

B. Superlinear detector control

Superlinear detector control attacks are based on three
phenomena. First, most single-photon detectors (SPDs) are
threshold detectors, which means that they cannot resolve
the number of photons in a pulse. When they produce
a detection event, called a click, they do not distinguish
whether it has been caused by one or multiple photons.
Second, the SPD’s detection efficiency of multiphoton
pulses may exhibit a so-called superlinearity effect [49].
SPDs are usually characterized by their quantum efficiency
n, which is the probability of detecting a single photon
(n ~ 10% for QRate’s SPD). For a multiphoton pulse, the
detection probability can be estimated as

Pdet(n) =1 —(1 —=n)", (1)

where n is the number of photons in the pulse. An
SPD whose multiphoton detection probability is higher
than Eq. (1) exhibits superlinear behavior. The third phe-
nomenon is a threshold-level shift, which is the ability of
the detector to reduce its quantum efficiency partially or
completely to zero. Engineers exploit the latter effect in
a gated regime to decrease the detector’s dark count rate
[50]. The reverse-bias voltage at an avalanche photodiode
is lowered between the gates, so that the detector is insensi-
tive to single photons ( = 0) in between the gates. It then
behaves as a normal photodiode and may only respond to
bright light pulses at this time, with a classical threshold
on the pulse energy [51].

044076-5



VADIM MAKAROV et al.

PHYS. REV. APPLIED 22, 044076 (2024)

TABLE L.

Summary of the potential security issues in the QRate 312.5-MHz QKD system found at its initial evaluation (completed

in January 2022). O, system implementation layers involved (see Ref. [16] or Appendix B). Risk evaluation lists the overall assessment

and the values of the three parameters (see Sec. II).

Potential security Target Risk
issue (0] component Action recommended to the company evaluation
Choice of QKD Q5 Protocol None Solved
protocol
Superlinear Q1-Q5 SPDs The development of the photocurrent-measurement H (1,1,1)*
detector Q7 countermeasure should continue at the company
control It should be tested in our lab
Detector Q1-Q5 SPDs Update the key rate equation Spectrally characterize Bob’s H (1,1,1)*
efficiency Bob’s PM components
mismatch Discuss countermeasures to timing attacks
Detector deadtime ~ Q1, Q2 SPDs Supplement the hardware simultaneous deadtime by H(1,1,1)*
Q5 implementing it in postprocessing
Trojan horse Q1,Q2 Alice’s optics Characterize Alice’s components in a wide spectral range L (0,0,0)
Install additional isolators and, possibly, spectral filters
Laser seeding Q1,Q2 Laser None Solved
Light injection Q1-Q3 M Characterize Alice’s components in a wide spectral range L (1,0,0)
into Install additional isolators and, possibly, spectral filters
Alice’s power
meter
Induced Q1-Q3 Alice’s IM Characterize Alice’s components in a wide spectral range M (0,1,1)
photorefraction® and PM Optical measurements should be done in our lab
Laser damage Ql Alice’s and Install an additional sacrificial isolator at Alice’s exit M (1,0,1)
Bob’s optics M (0,1,1)
APD backflash Q1,Q2 SPDs Characterize Bob’s components in a wide spectral range M (1,1,0)
Measure the backflash photon emission probability of the
SPD
Intersymbol Q1-Q3 Alice’s active Optical measurements should be done in our lab L (1,0,0)
interference components
Imperfect state Q1-Q3 Alice’s optics Optical measurements should be done in our lab L (1,0,0)
preparation Q5
Calibration via the Q1-Q5 SPDs, IM The analysis team did not know how to solve this and H (1,1,1)2
Alice-Bob PM proposed discussing it with QRate
channel QRate has subsequently found solutions acceptable for
the manufacturing process; see Sec. VII
Quantum random Q5 Protocol Implement the quantum random number generator and L (1,0,0)
number integrate it into the system
generator
Compromised All Any Learn mitigation strategies from the national M (0,1,1)
supply cryptography licensing authority
chain

2All the identified high-risk issues were addressed by QRate before the publication of this paper; see Sec. VII.

bIssue added in mid-2022 when we learned about a recent study [39].

Several attacks that exploit these and other phenomena
in the SPDs have been developed and multiple counter-
measures to them have been proposed. This is arguably the
most difficult group of vulnerabilities in today’s QKD. For
readers not familiar with these developments, we survey
them in Appendix C.

Features of the QKD system under analysis. The detec-
tion system is developed by QRate with the use of the
avalanche photodiode (APD) PGA-025u-1550TF based on
an InGaAs/InP structure from Princeton Lightwave. From

our discussion with QRate’s engineers, we have found that
no measures have been taken to prevent the superlinearity
detector control attacks. As our preliminary detector tests
show, the detector is blinded with continuous-wave (cw)
light of 3-uW (—25-dBm) power. It allows total control
at 250-uW (—6-dBm) blinding power and trigger pulse
energies Eneyver = 12 fJ and Eyjways 2 22 fJ (see Appendix
D).

In the QRate implementation shown in Fig. 1, a syn-
chronization detector (SD) can be used as a watchdog [see
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countermeasure (4) in Appendix C]. However we think
that this would be a bad idea for the following reasons.
First of all, the SD is not sufficiently sensitive, its threshold
starting at a few-microwatt (—20 to —30 dBm) level. The
presence of a demultiplexer (DWDM3) adds about 35 dB
to this level (at the particular wavelength of 1548.5 nm).
Secondly, the SD’s sensitivity can be controllably reduced
by the laser damage attack [52,53]. Thirdly, putting extra
functionality on the SD would complicate synchronization
routines that are already far from perfect (see Sec. VC
below).

A more promising approach is to add a photocur-
rent measurement to the SPDs [see countermeasure (3)
in Appendix C]. QRate has implemented this measure-
ment at a standalone sinusoidally gated SPD, but have
not integrated it as a countermeasure into the system yet.
Our preliminary tests of this implementation in a setup
from Appendix D show a countermeasure readout (roughly
proportional to a logarithm of the averaged APD pho-
tocurrent) of 400—1200 arbitrary units under single-photon
pulses, depending on the count rate. Under the blinding
attack, the readout is 21002400 arbitrary units. There is a
clear separation between the normal operation and blind-
ing, which is encouraging. However, this countermeasure
needs to be tested with a pulsed blinding [54-56] and
be fully integrated into the QKD system. We treat this
problem further in Refs. [57,58].

The after-gate attack is probably possible in the cur-
rent implementation, especially given that Eve may control
the timing synchronization of Bob’s detector gates and
that Bob registers clicks with a coarse 3.2-ns resolution
corresponding to one bit period (see Sec. VC below).
One possible countermeasure would be to make the phase
modulator (PM) pulse shorter than the detector gate, i.e.,
shorter than 400 to 800 ps. This however can be dif-
ficult to implement and may lead to less accurate state
preparation (see Sec. V L below). Another possible coun-
termeasure is a precise click time measurement; however,
the detector jitter and timing drift may make this difficult
to implement.

Risk evaluation: H (1, the vulnerability is likely
exploitable; 1, with current technology; 1, might give Eve
high key information).

Further suggestions: We suggest that the company fin-
ish the implementation of the photocurrent-measurement
countermeasure (which has been built and tested prelimi-
narily). Our lab will test it in a standalone detector against
the blinding, after-gate, and falling-edge attacks. We then
possibly repeat the tests in the complete QKD system. This
should, at least, allow the company to claim that the system
is protected against the detector blinding attack.

If the detector’s vulnerability to the after-gate and
falling-edge attacks is experimentally confirmed, coun-
termeasures against them would require a discussion
with QRate engineers. We are unsure what solutions are

practical given the high time precision and calibration
requirements on the PM pulse.

Developing a measurement-device-independent or twin-
field commercial system [59—63] is a radical alternative
that may be considered, as this would remove all the
detector vulnerabilities. However, this is a major business
decision influenced by many factors.

We remark that the work currently progresses according
to the above suggestions, as detailed in Secs. VII and VIII
below. This note applies to every potential vulnerability
from here on.

C. Detector efficiency mismatch

In a theoretical security proof it is assumed that Bob’s
SPDs are identical [64]. For real-world SPDs that are not
identical, there are three possible mismatches that have to
be included in the security proof.

(1) Static efficiency mismatch. The average photon
detection probability in the SPDs is 10% [29]. If we
assume that one SPD has 9% efficiency and another 11%,
the probability ratio of bits detected would be 45 : 55
instead of 50 : 50, with no influence from Eve. This asym-
metry gives Eve some a priori information about the raw
key. While the current QRate firmware ignores this issue
and assumes the equal 50 : 50 probabilities, the company
plans to update the key rate equation to one that takes
into account unequal static probabilities, according to the
security proof [65,66].

A simpler solution that does not require the modification
of Eq. (A12) in Appendix A is the “four-state measure-
ment” scheme, originally proposed as a countermeasure
against the time-shift attack [67]. Bob randomly chooses
not only his basis, but also the bit-0 and bit-1 assignments
of his detectors. In such a setup, even if Eve has informa-
tion about which detector clicks, she still does not know
Bob’s bit value since she is not aware which detector corre-
sponds to bit 0. During the sifting communication rounds,
Bob announces the bit positions when the detectors were
“swapped,” and Alice performs a bit flip in the respective
positions on her side. In this way, the distribution of zeros
and ones becomes uniform. The potential loophole of the
four-state measurement method is that Eve may try to read
out Bob’s detector assignments by injecting a strong pulse
like in the Trojan-horse attack [68—70].

(2) Time mismatch. The detectors are sinusoidally gated
and are sensitive to single photons for about 800 ps out
of the 3.2-ns gate period. Any gated detectors are likely
vulnerable to time-shift attacks (TSAs) [71,72].

(3) Wavelength mismatch. Characteristics of all optical
components depend on the wavelength, which often leads
to loopholes. On Bob’s side an attack is in principle possi-
ble using wavelength dependence of the polarizing beam
splitter (PBS) and SPDs [73,74]. A combination of this
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attack with other attacks should also be considered. Spec-
tral characterization of Bob’s components that is necessary
for further study of this attack is discussed in Appendix E.

Risk evaluation: H (1, the vulnerability is likely
exploitable; 1, with current technology; 1, might give Eve
high key information).

Further suggestions: Although the security proofs
[65,66] derive the key rate equation that accounts for the
static efficiency mismatch, they are not applicable to the
mismatch in the time and wavelength domain that Eve
can dynamically control. This leaves us with the only
realistic option to solve this problem by implementing a
four-state Bob countermeasure (i.e., Bob who randomly
swaps or does not swap his detectors’ assignments to bit
values 0 and 1 by applying or not applying an additional
m-phase shift at his PM [67]). This eliminates all the effi-
ciency mismatches and corresponding corrections to the
key rate equation. However, Bob then needs to additionally
guarantee a certain amount of isolation against the Trojan-
horse attack on him, which becomes necessary because
the detectors’ assignments have to remain secret. A secu-
rity proof that estimates the required amount of the latter
isolation is not available in the literature. It needs to be
developed and Eq. (A18) in Appendix A amended by
including a Trojan-horse leakage term.

Recall that measurement-device-independent and twin-
field QKD systems do not suffer from the detector vul-
nerabilities. They may be considered as an alternative
solution.

D. Detector deadtime attack

The security proof requires that both Bob’s detectors
are sensitive to photons when Bob registers a click. If one
detector remains sensitive and clicks from it are accepted
as valid while the other detector is having a deadtime, an
attack becomes possible [75].

In QRate’s system, whenever one detector clicks, a
simultaneous deadtime of about 4.5 ws is introduced to
both detectors, via electrical cross-links between the detec-
tor units [51]. Figure 3 shows the effect of the simultaneous
deadtime on the cross-correlation between the detectors’
clicks. While the deadtime begins instantly for the detec-
tor that has clicked, the other detector starts it a few 3.2-ns
gating periods later, owing to the delay in the electrical
cross-link. We thus see a few cross-clicks early in the dead-
time, in which only one detector remains sensitive to single
photons. This would present a loophole if these clicks are
accepted into the raw key [71]. The gradual recovery from
the deadtime is also uneven between the detector units,
with a significant efficiency mismatch visible in the time
range starting at 3.4 ps and extending to roughly 6-9 ps.
Similarly, this may leave Eve possibilities to construct
attacks.
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FIG. 3. Test of the simultaneous deadtime of Bob’s two SPDs

(performed by QRate). The histograms show the click rate versus
time after a click (a) in independent detectors without simultane-
ous deadtime and (b) in interlinked detectors with simultaneous
deadtime. The detectors are illuminated with Alice’s light typical
for QKD operation.

Risk evaluation: H (1, the vulnerability is likely
exploitable; 1, with current technology; 1, might give Eve
high key information).

Further suggestions: Implementing the simultaneous
deadtime precisely in postprocessing should be sufficient
to close this vulnerability. In the case of the QRate system,
this would supplement the hardware deadtime that already
prevents the majority of unusable clicks, thus reducing
their impact on the key rate. The software should then dis-
card all clicks that occur fewer than a fixed number of gates
after any click in either detector (corresponding to at least
6 s, with the exact time to be determined by a more accu-
rate cross-correlation measurement). Note that if a click
is being discarded, it also renews the discard time period.
This should close this vulnerability.

Here we assume that the system does not implement the
four-state Bob countermeasure (Sec. V C). If it does, the
detector deadtime attack should be re-evaluated.

E. Trojan-horse attack

In this section, we consider the Trojan-horse attack
(THA) on Alice’s phase and intensity modulators [68,69,
76]. In this attack, Eve attempts to read Alice’s intensity
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modulator (IM) and PM settings by injecting light, called
Trojan photons, into her apparatus. The outbound photons
that have passed Alice’s PM and IM will thus contain
secret information about the phase and intensity encoded
into them. There are several security proofs for the decoy-
state BB84 protocol that take this information leakage into
account [77—79]. Here we use the latest proof to calculate
the required isolation values in the finite-key regime [79].
For this, we need to upper bound the intensity (conven-
tionally called “intensity” in QKD, but actually meaning
energy) of the leaked signals

]max = 1070‘A/101ins (2)

where a4 is the total loss of the Trojan photons in Alice’s
scheme (in decibels) and

Win A
In=—"=
Jp» hc
100w 1550 nm
~ 312.5MHz 1.99 x 10-25 Jm
=2.5x 10'2  photons per pulse, 3)

where f,, is the qubit repetition rate and W, the maximum
optical power that can be transmitted through the stan-
dard telecommunication optical fiber (assumed here to be
100 W). To estimate «s, we need to know the component
losses inside Alice; her component parameters are given
in Table II. Taking into account the fact that the Trojan
photons pass each component twice, we obtain

ap = 2(am + apmi + aBs + dpwDMI + VoAl
+ ALt + o5DWDM2) + Ulsolrev + Oso2rev

+ Qrsolforw + Xlso2forw- 4)

This formula incorporates the following assumptions.

(1) Here we assume that Eve’s Trojan photons have a
wavelength of 1548.51 nm (i.e., channel 36). Thus, both
DWDMs have 1-dB insertion loss and the insertion loss
values of the other components can be taken from their
data sheets. This allows us to make a quick estimate, but
it is in no way sufficient to treat this vulnerability [70,80].
Eve is, of course, not limited to this wavelength. She may
use any other wavelength if the combined loss at it is lower.
None of the components in the QRate system have been
characterized in a sufficiently wide spectral range. These
data are never available from the component manufactur-
ers, because it is not needed for normal applications, not
measured, and not guaranteed. We must thus perform a
wide spectral characterization of all the components our-
selves in about the 3502400 nm range (see Appendix
E), then find the minimum of aa over this entire spectral
range.

TABLE II. Optical insertion loss « of the system components
in the quantum signal path (L1-QC—SPDs), at the system oper-
ating wavelength of 1548.51 nm. The values are taken from
component data sheets. The values at other wavelengths are not
specified and may differ considerably. Connector loss (typically
0.3 dB) is neglected.

Alice’s component o (dB) Bob’s component o« (dB)
M 2.7 DWDM3 1
PM1 2.5 PC 0.05
BS 20 PM2 2.5
DWDMI1 1 PBS 0.5
VOA 0.5-30

Att 20

DWDM?2 1

Isol reverse/forward  28/0.35

Iso2 reverse/forward 48/0.4

(2) The Trojan pulses experience losses and reflections
from different surfaces behind the IM. However, Eve might
manipulate the phase and timing of each consecutive pulse
such that the reflections from each of those surfaces arrive
at IM in phase at the same time [15,81]. Those pulses
will interfere constructively, resulting in the total pho-
ton number passing through the IM being much higher
than a mere sum of individual reflections. This effective
reflectance depends on the number of reflective surfaces
Eve could exploit. Although measuring individual reflec-
tions that are widely spaced apart is possible [69,76,77,
82], a general characterization technique that takes into
account closely spaced reflections is complex and not
yet proven [15]. Also, the individual reflections might be
wavelength dependent, which further adds to the chal-
lenge. It is much easier and safer to adopt a conservative
assumption that all the photons behind the IM are reflected
back [15,81]. Thus, all the losses behind the IM are
neglected.

(3) The variable optical attenuator (VOA) can be set
anywhere in the range 0.5-30 dB. It might be used at the
lower-attenuation end of the range during QKD, accord-
ing to QRate. We thus assume here the worst case with the
minimum attenuation of 0.5 dB.

(4) We neglect the loss in FC/PC connectors, which can
typically be 0.3 dB per connection.

(5) Eve can attempt to change the attenuation character-
istics of the last isolator (Iso2) by the laser-damage attack
(see Sec. VI). Here we do not consider this.

Combining Eqgs. (2) to (4) with the data from Table I we
obtain ap &~ 172 dB, Ina ~ 1.5 x 1073 photons per pulse.
We can quickly estimate an expected key rate by looking
at the plots from Ref. [79] calculated for a typical QKD
system with slightly different parameters in the finite-key-
size regime (Fig. 4). Our high value of Iy, is not in the
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plots and leads to a zero key rate at most distances. We
can roughly estimate that an additional isolation of more
than 40 dB is needed to approach the ideal case with no
information leakage (i.e., Inax < 107).

Risk evaluation: L (0, the loophole is unlikely to be
present, taking into account the very conservative assump-
tions in our calculation; 0, requires research and possibly
future technology to exploit because a complete low-
reflectance Trojan-horse attack on the source has not been
demonstrated; 0, probably gives Eve low key information).

Further suggestions: First, it is necessary to character-
ize Alice’s optical components in the wide spectral range
(Appendix E), to determine the minimum total loss as
over the entire wavelength range accessible to Eve. Then,
a more accurate calculation of the key rate [79] should
be done with our actual system parameters and the finite
key size. Given our strategy of reducing the information
leakage under each individual imperfection to a negligible
value (Sec. III), an acceptable key rate reduction threshold
should be set arbitrarily (e.g., no less than 0.9 of the ideal-
case rate) and additional isolators and, possibly, spectral
filters should be installed in Alice’s optical scheme to guar-
antee it. Note that the key rate curves always diverge near
the maximum transmission distance (Fig. 4); this means
that a restriction should be implemented in the system
software to prevent operation close to the distance limit.

F. Laser-seeding attack

From the quantum channel, Eve might be able to inject
light into Alice’s laser diode (L1) and modify its emission
characteristics, e.g., phase, intensity, and wavelength
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FIG. 4. Secret key rates for different leaked intensities, for
a typical QKD system (not QRate’s system); reprinted under
Creative Commons Attribution 3.0 license from W. Wang, K.
Tamaki, and M. Curty, New J. Phys. 20, 083027 (2018). Copy-
right 2018, The Author(s). The total number of transmitted pulses
N =10".

[83—86]. According to previous research, the injection
power reaching the connector of Alice’s laser should be
in the milliwatt range (assuming that the laser has a built-
in optical isolator) [84] or nanowatt range (assuming that
the laser does not have a built-in isolator) [86]. Similarly to
Sec. VE, we assume that the laser power entering Alice’s
optical scheme is 100 W. The loss in Alice’s optical
scheme for the laser-seeding attack is

OAs = oM + apm1 + ®BS + pwDMI + @voAl + CAtt

+ apwpM2 + Plsolrev + Xlso2rev
— 123.7 dB. (5)

The continuous-wave power reaching L1 is Wy =
10~2as/10p:  ~ 40 pW, which is already orders of magni-
tude lower than the power needed for the successful hack-
ing. Note that additional isolation will be added to Alice’s
scheme to protect her against the Trojan-horse attack. With
this large margin, we consider this vulnerability to be
eliminated.

Risk evaluation: solved.

Further suggestions: none.

G. Light injection into Alice’s power meter

Alice’s internal power meter (PwM; see Fig. 1) is used
to maintain the working point of her IM (iXblue MX-
LN-10). This intensity modulator internally consists of
a Mach-Zehnder interferometer with a fast-modulation
section and bias section in its arms. The zero point of
the interferometer drifts over time and requires compen-
sation by applying a static voltage at the bias section.
The power meter indirectly measures the deviation from
the zero point, by measuring an average power of the
mix of vacuum, decoy, and signal states emitted by Alice
in the normal QKD operation. If the zero point drifts,
this power deviates from a factory-preset value, which
lies in the range 2—5 wW. The difference acts on the
bias voltage via a slow negative-feedback loop imple-
mented in the system software. Currently, the power meter
is implemented with Thorlabs PM101 power meter with
S154C sensor. The company plans to replace it with a
discrete photodiode and their own current measurement
circuit.

Injecting additional light into the power meter externally
would thus cause the IM’s working point to be set improp-
erly. This would change the intensities of the vacuum,
signal, and decoy states, as well as their ratios. Notably,
the intensity of the vacuum state would be increased. This
may lower the actual secure key rate below that calculated
by the system.

Let us roughly estimate how much power Eve might
inject into the current system at its operating wavelength
of 1548.51 nm, similarly to Sec. V E. The loss in Alice’s
optical scheme is
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Oap = pWDMI + VoAl + XAt + EDWDM2
+ Ulsolrev + Uso2rev
= 98.5dB. (6)

Here we conservatively assume that the injected light
totally reflects at the BS (the actual reflection coefficient
is tricky to calculate owing to possible interference effects
Eve might exploit). The upper bound on the power reach-
ing the power meter is Wpyy = 1074/ 10~ 14 nW,
which is a fraction of the power it measures in the normal
operation. This leaves a small risk that Eve might manage
to tamper with the operation of the power meter and the
state intensities emitted.

Risk evaluation: L (1, the vulnerability is known to exist
in principle; 0, requires significant research and possibly
future technology to exploit; 0, probably gives Eve low key
information). While this manuscript was being written, an
explicit attack on measurement-device-independent QKD
that exploits this vulnerability was published [87], slightly
raising the risk.

Further suggestions: Re-evaluate Wpy, after additional
isolation is added to Alice’s scheme to protect her against
the Trojan-horse attack. This will likely solve this vulner-
ability as well.

H. Induced-photorefraction attack

Recently, a new light-injection attack based on the
photorefractive effect in modulators has been proposed
[39,87,88]. A demonstration has been made of Eve shifting
the bias point of Bob’s lithium niobate device by illumi-
nating it using 405-nm laser emission with a power of just
3 nW. This might open security vulnerabilities. In particu-
lar, in the case of variable optical attenuators, this enables
Eve to steal a secret key undetected by legitimate users. It
is also claimed that photorefraction is effective over a wide
range of wavelengths (from ultraviolet to even 1549 nm
[89D).

In the QRate system, lithium niobate devices in Alice’s
scheme, namely, IM and PM1, prepare the quantum state.
They both might be affected by this attack. In the case of
the phase modulator, a shift of its working point can have
effects similar to those considered in Secs. VL and VM
below. In the case of the intensity modulator, the effect
will be similar to that in Sec. V G. That is, the induced-
photorefraction attack on the modulators is a potential
vulnerability.

Similarly to the light-injection attacks considered in
Secs. VE to V G, we really need a wide spectral character-
ization of the system components to treat this vulnerability.
The photorefractive effect in lithium niobate modulators is
most easily produced by short-wavelength illumination of
blue to green color [39,87,88]; thus, we primarily need to
consider the short-wavelength end of the spectrum. But, as
the first step, let us calculate how much Eve’s power at

1548.51 nm might reach Alice’s modulators. The losses in
Alice’s scheme before PM1 and IM are

Oapml = ®BS + ¢pwDMI + ®voAl + XA + EDWDM2
+ Ulsolrev + Usorev
= 118.5 dB, @)
QAim = apm1 + ®apm1 = 121 dB. 3

Assuming that the laser power entering Alice’s optical
scheme is 100 W, the power reaching PM1 and IM is about
141 and 79 pW. Owing to the low efficiency of the pho-
torefractive effect at long wavelengths [39], the existing
isolation in the system will prevent this attack at the operat-
ing wavelength. However, we stress that this attack should
be characterized in the ultrawide spectral range.

Risk evaluation: M (0, the vulnerability is not likely
to exist; 1, is exploitable with today’s technology; 1,
potentially gives Eve high key information).

Further suggestions: Test IM and PM1 for sensitivity to
induced photorefraction at short wavelengths, similarly to
Refs. [39,87,88]. This will establish the isolation required.
It is also necessary to characterize Alice’s optical compo-
nents in the wide spectral range (Appendix E) to determine
the minimum total losses oapm1 and aajm over the entire
wavelength range accessible to Eve.

I. Laser damage

High-power laser radiation may cause temporary or per-
manent changes of properties of both absorbing media
(for example, via heating and vaporization) and transpar-
ent media (for example, via nonlinear effects [90]). This
potentially affects many optical and optoelectronic com-
ponents. Laser-damage attacks have been demonstrated
on various QKD systems by targeting optical attenua-
tors [91,92], isolators [93,94], a photodiode [53], and an
avalanche single-photon detector [52]. Let us consider the
laser-damage attack on the QRate system’s Alice and Bob
devices.

(1) In earlier QKD systems, the optical attenuator was
the last component in Alice’s scheme before the quantum
channel. However, its attenuation might be significantly
decreased during the laser-damage attack, which leads to
Alice’s output mean photon number increasing and thus
leakage of the secret key [91,92]. To mitigate this known
risk, QRate’s system has two optical isolators in series at
its output (Fig. 1). According to our more recent exper-
imental results [93,94], placing an additional sacrificial
fiber-optic isolator or circulator at Alice’s exit might be
required to complete the countermeasure against the laser-
damage attack, at least by a 1550-nm continuous-wave
laser.
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We have tested three models of fiber-optic circulators
and four models of fiber-optic isolators, including the iso-
lator previously used in the QRate QKD system (QRate
has recently replaced the exit isolator Iso2 with another
model, Opneti D-P-1550-900-1-0.3-FC-5.5x35, that we
have not tested) [93,94]. The samples tested exhibit a
temporary reduction of isolation by about 15-35 dB,
achieved at a certain cw laser power specific to each
sample. In the current system configuration with two iso-
lators, this reduction in isolation may open loopholes
for the Trojan-horse attack, laser-seeding attack, and
power-meter-injection attack (Secs. VE to V G). How-
ever, attempts to reduce the isolation further under a higher
illumination power result in the sample’s catastrophic fail-
ure. The latter manifests in an extremely large insertion
loss and isolation, safely and permanently interrupting key
generation.

Almost all the samples tested had a residual isolation
(before the catastrophic failure) of more than 17 dB. This
is sufficient to protect the next isolator behind it and the
remaining system components from laser damage, because
the residual power reaching them never exceeds their spec-
ified maximum operating power. The isolator previously
used by QRate (Thorlabs 10-G-1550APC; ISO PM 2 in
Ref. [93]) exhibited maximum isolation reduction from 37-
dB to about 17-dB residual value at 3.37-W laser power.
Therefore, this isolator may itself be a good passive coun-
termeasure, when an extra copy of it is added at the
channel interface. We stress that the current system con-
figuration with untested isolator models is already unsafe
against the Trojan-horse attack because of insufficient iso-
lation (Sec. VE) and might be further impaired by the
laser-damage attack.

We have only tested the isolators under cw illumina-
tion at 1550 nm. However, damage mechanisms depend
on the illumination regime and wavelength. Continuous
lasers and pulsed lasers with pulse duration longer than
1 ns typically cause damage via thermal effects; short and
ultrashort laser pulses often strip electrons from the lattice
structure of optical material before causing thermal dam-
age [95]. The damage thresholds strongly depend on the
wavelength. It is thus important to test the front-end com-
ponents against damage by a short-pulsed laser and lasers
at different wavelengths [94].

Furthermore, the isolation properties of fiber-optic iso-
lators often strongly depend on the wavelength. For
instance, one model of isolator (not that in QRate’s sys-
tem) has a minimum of 11-dB isolation at 1150 nm
(Fig. 5). Therefore, the laser-damage attack at this wave-
length might bypass the isolators with enough power to
affect the subsequent components. We discuss this problem
further in Appendix E.

(2) Bob’s setup is not protected against laser damage.
Theoretically, each component might be affected by the
high-power laser. Let us consider them one by one.

35 T T T T

~
=]
=
2
=
ke
Z
T T T T
1000 1200 1400 1600
T
~ ]
@ ]
E -
wl 4
]
2 ]
g ]
S ]
5 ]
@ ]
0 T T T T
1000 1200 1400 1600
Wavelength (nm)
FIG. 5. Typical isolation and insertion loss of a fiber-optic iso-

lator (FOCI M-II-2-15-S-C-C-E-1-FC/FC; not that in QRate’s
system) over a wider wavelength range. While the isolation is
about 60 dB at the operating wavelength of 1550 nm (mea-
sured separately with a narrowband source), it drops to 11 dB
at 1150 nm (as the upper plot shows; note that the dynamic range
of this wideband measurement is limited by the spectrometer’s
noise floor to 2030 dB).

(a) SD: the laser-damage attack might reduce sensi-
tivity of a photodiode [53]. This does not compromise
the security of QKD. However, the SD should not be
employed as a countermeasure against the blinding attack.

(b) DWDM: even if it is damaged by a high-power
laser, this does not impact the QKD security. However, it
should not be employed as a security component against
wavelength-dependent attacks.

(c) PC and PM: their damage is unhelpful for Eve. We
do not see how changing a detection basis setting could be
exploited.

(d) PBS: although changing the polarizing beam split-
ter’s properties may assist detector-efficiency-mismatch
attacks (Sec. V C), we consider this unlikely.

(e) SPDs: Bob’s detectors are unprotected against the
high-power illumination. It is known that a single brief
application of high power can cause a permanent switch-
ing of the single-photon detector to a linear regime, which
is equivalent to its blinding [52]. However, photocurrent
monitoring should be an effective countermeasure against
this.

Risk evaluation: M (in Alice: 1, the vulnerability exists;
0, requires research and possibly future technology to
exploit, similarly to the Trojan-horse attack in Sec. V E;
1, potentially gives Eve higher key information than the
Trojan-horse attack without laser damage; in Bob: 0, the
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vulnerability is not likely to exist; 1, is exploitable with
today’s technology; 1, may give Eve high key informa-
tion).

Further suggestions: We recommend that QRate add
the already tested isolator Thorlabs 10-G-1550APC as
an additional sacrificial component at Alice’s exit, i.e.,
between the channel and the rest of Alice’s setup. This
component’s only function is protecting the rest of the
setup from damage; thus, its own isolation should not be
included in the isolation estimation of the source [93].
This isolator model should be further tested in a large
range of laser powers and wavelengths, in continuous-
wave and pulsed illumination regimes. We plan to test
it under a 1064-nm, subnanosecond pulsed laser [94].
Also, all of Alice’s components, including this isola-
tor, should be characterized in a wide spectral range
(Appendix E).

J. APD backflash

It has been shown that avalanching APDs emit photons
that are coupled back to the quantum channel [96-98].
This emission has a broad spectrum. Although the state
of each photon might not be correlated to the photon that
caused the detection, these backflash photons pass through
optical components and carry information about the origi-
nating detector, thus leaking information about the key to
Eve. In the QRate system, Bob’s setup contains the PBS
that splits the incoming photons into two detectors. We
assume that this PBS encodes different polarizations into
the backflash photons from different SPDs, allowing Eve
to distinguish them and learn which detector has clicked,
thus learning this bit of the raw key. The information leak-
age due to backflash is proportional to the probability of
such events; the latter can be up to 10% [96]. A modi-
fied formula for the key rate should be used in the system,
reducing the key generation rate, considering the worst-
case assumption that Eve can distinguish all the backflash
photons and map them to the raw keys of Alice and Bob.
The secret key rate bound is estimated in Refs. [97,98],
but only for a perfect single-photon source. A modified
decoy-state security analysis for a realistic photon source
that takes into account several side channels, including the
APD backflash, is attempted in Ref. [26].

Given our strategy of reducing the information leakage
under each individual imperfection to a negligible value
(Sec. III), the emission probability from our SPDs needs
to be measured and its transmission through Bob’s scheme
into the quantum channel calculated. The latter depends
on the spectrum of the backflash and the spectral proper-
ties of Bob’s components, such as DWDM3. If necessary,
additional spectral filters and isolators can then be added to
Bob’s scheme, to reduce the emission probability into the
channel to a specified level.

While the spectral characterization of Bob’s passive
components is straightforward (Appendix E), the spec-
tral measurement of the broadband backflash emission of
the SPDs is more challenging, owing to the single-photon
sensitivity required [96,97,99,100]. The availability of
single-photon detectors and their noise level restrict the
wavelength range and spectral resolution of this measure-
ment. We probably need to make a relatively broadband
integral measurement [96,97,100] and a crude bandpass
measurement around the DWDM3’s working wavelength
[96,99], then make some reasonable assumptions about
the SPD’s true backflash spectrum to upper bound the
emission probability into the channel.

Risk evaluation: M (1, the vulnerability is known to
exist; 1, is exploitable with today’s technology; 0, gives
Eve low key information).

Further suggestions: First, DWDM3 should be charac-
terized in a wide spectral range in the reverse direction
of light propagation; we may conservatively assume that
Bob’s other components are transparent. Then, the prob-
ability of backflash emission from one of Bob’s SPDs
should be measured as outlined above. (Alternatively, we
may skip the latter measurement and assume the emission
spectral density of our SPD to be equal to that of dif-
ferent devices measured in Refs. [96,98].) Based on the
results, additional spectral filters and isolators may need
to be installed in Bob’s scheme to reduce the backflash
emission to a negligible level.

K. Intersymbol interference

The security proof of the decoy-state BB84 protocol
incorporates the assumption that all the intensity states
(signal, weak, and vacuum decoy) and the signal states are
prepared independently of each other. However, a realis-
tic frequency response of the intensity modulator that has
a finite bandwidth might break this assumption and intro-
duce correlations in the shape of adjacent pulses [101].
The intensity of the pulse deviates from the set value,
depending on the state of the preceding pulse, exhibiting
a so-called pattern effect. The same study describes an
experimental approach needed to quantify the intersym-
bol interference and suggests additional postprocessing
procedures that effectively restore the noncorrelated pulse
assumption. In a later study [102], the correlation between
adjacent pulses in both the intensity and phase modulators
was quantified in a high-repetition rate polarization-based
QKD system.

At the same time, an intersymbol interference can occur
even in the phase of adjacent laser pulses. This effect
becomes stronger as the QKD system’s repetition rate
increases. While, in principle, the decoy-state method
relies on the assumption that the phase of the emitting
weak coherent pulses is independently random in the range
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[0,27), this might not be the case for most commer-
cial QKD systems with gain-switching laser sources. The
residual electromagnetic field after the emitted light pulse
in the cavity of the laser can affect the next light pulse and
their phases can be correlated [102,103].

Risk evaluation: L (1, the vulnerability likely exists; 0,
requires research and possibly future technology to exploit;
0, probably gives Eve low key information).

Further suggestions: Our preliminary measurements on
the QRate system have shown correlations between adja-
cent pulses in the electrical signals feeding the phase
and intensity modulators [104]. This indirectly indicates
that the optical pulses have correlations as well. Optical
measurements are planned to quantify the phase, inten-
sity, and polarization correlations in the optical pulses.
Once quantified, they can be incorporated into the secu-
rity proof [23,24,105-107]. A possible challenge here is
that the available proof gives a zero or low key rate even
for small correlations. In case our measurements result
in an unsatisfactory key rate, we may additionally con-
sider a software-based countermeasure in postprocessing
[101] or replacement of the existing electro-optical modu-
lators and/or their electronics with ones that have a higher
bandwidth.

L. Imperfect individual state preparation

Most security proofs imply that the quantum states are
prepared perfectly in any parameters like amplitude, rela-
tive phase, etc., which is generally not the case in reality.
Regardless of the abovementioned effects of intersym-
bol interference in the phase and intensity of the emitted
qubits, deviations of these parameters from the ideal can
be considered for both average and individual qubits. Such
deviations have been studied experimentally and theoreti-
cally for a loss-tolerant protocol [21,22,108,109]. To our
knowledge, the analysis is yet to be developed for the
BB&4 protocol.

Risk evaluation: L (1, the imperfection certainly exists;
0, research is required for exploitation; 0, probably gives
Eve low key information).

Further suggestions.: The optical measurements of inter-
symbol correlations that we plan in our lab will also
yield data on imperfect state preparation, including aver-
age deviation and its statistical distribution. Based on
that, we may attempt to apply the loss-tolerant protocol
to incorporate these flaws [21,22,108,109]. Further the-
ory development is needed for a full understanding of this
imperfection.

M. Calibration performed via the Alice-Bob channel

The current system implementation conducts several
calibration routines through the Alice-Bob channel. During
the calibration, Bob sends low-level commands to Alice
via the classical channel, Alice transmits signals via the

quantum channel, and Bob receives them using his SPDs
and collects photon click statistics. This calibration sets
multiple vital parameters such as signal timing and work-
ing points of the modulators. It is always performed at the
system power-up and repeated as necessary whenever the
system fails to generate keys for a relatively long time
(about 1 h). The following parameters are determined by
this calibration.

(1) Precise timing of Bob’s detector gate to maximize
the count rate and correctly identify Alice’s bit number
(i.e., not register clicks in an adjacent bit), separately for
each of the two detectors. The scanning range is 6.4 ns,
which spans two adjacent bit slots. The scanning is done
with a 100-ps step.

(2) Zero point of Alice’s IM, set by applying voltage at
its bias section. While it is maintained by a feedback from
the power meter during QKD (Sec. V G), the initial setting
is calibrated using Bob’s SPDs.

(3) Precise timing of the electrical signal applied at
Bob’s PM to correctly modulate the light pulse received
from Alice. The scanning is done with a 400-ps step.

(4) Precise timing of the electrical signal applied at
Alice’s PM to correctly modulate the laser pulse being
sent. The scanning is done with a 400-ps step.

(5) Precise timing of the electrical signal applied at
Alice’s IM to correctly modulate the laser pulse being sent.
The scanning is done with a 400-ps step.

(6) Initial setting of Bob’s PC to minimize the quantum
bit error rate (QBER). (The PC is then adjusted in realtime
during QKD to keep the QBER low.)

During QKD, three realtime adjustments are being per-
formed continuously: Alice maintains her IM’s zero point
(Sec. VG), Bob adjusts his PC to maintain low QBER,
and Bob’s master clock generator is adjusted 10 times per
second.

Since the initial calibration is performed via the quan-
tum channel, it is totally exposed to Eve’s tampering
[110,111]. We have to assume, and it is likely the case,
that Eve can set any values for the parameters being cal-
ibrated at her discretion. Additionally, she may interfere
with Bob’s realtime clock adjustment and whatever timing
parameters this affects. Additionally, we have to assume
that Eve may issue low-level commands to Alice (unless
this communication is strongly authenticated).

This has fairly horrible consequences. Several attacks
become possible.

(1) Eve can induce a large time-efficiency mismatch
between Bob’s detectors (Sec. VC), which has been
demonstrated experimentally in other QKD systems
[110,111]. An additional possibility is that, since the sys-
tem scans both click acceptance window positions over
the time range that spans more than one bit slot, Eve may
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diverge them. That is, she may set them such that a click
resulting from a qubit detection at SPD1 is registered as
one key bit, while a click from the same qubit at SPD2
is registered as another key bit. This generally makes any
security proof for the BB84 protocol inapplicable, because
they all implicitly assume that this situation is impossible.
Besides, we can think of a practical attack that combines
this diverged click registration with the simultaneous dead-
time (Sec. VD) and allows Eve to suppress clicks in the
detector that gets registered in the later bit slot and, possi-
bly, exploit an asymmetric click discarding in one bit slot
at the end of the deadtime.

(2) Eve can shift Alice’s PM signal in time such that
it modulates the light pulse at the transition between the
modulation levels. The quantum states prepared are then
less separated in phase and a phase-remapping attack
may become possible [112]. Additionally, any careful
characterization of the state preparation imperfections we
perform (Secs. V K and V L) becomes meaningless. In par-
ticular, intersymbol correlations may be amplified.If Eve
can arbitrarily control Alice’s and Bob’s PM phase shifts,
an extreme attack becomes possible. Eve sets Alice to use
an identical pair of phase shifts in both her bases, and she
tricks Bob to do the same as well. Then she performs a
quantum intercept-resend attack in this one basis setting,
while Alice and Bob think that they are using different
choices of bases. This attack does not increase the QBER
and gives Eve the complete key. It is important to note
that Alice and Bob can detect the presence of Eve in the
discarded cases when their bases do not match since the
measurement outcome for Bob will no longer be random.
Nevertheless, there are no such verification procedures in
the classical BB84 protocol and its version used in QRate’s
system. The potential existence of this extreme attack hints
that we have a problem that has to be treated by a secu-
rity proof even in the milder case when Eve has limited
control over the PM settings. The most complete security
proof for the BB84 protocol with imperfect state prepara-
tion [24] cannot account for the most extreme case of this
attack, where four quantum states in two bases in reality
degenerate into two quantum states in one basis.

(3) Eve can shift Alice’s IM signal in time and/or make
the IM operate with an incorrectly set zero point. This
would have similar effects on the intensity states being pre-
pared by Alice. The security proof of the decoy-state proto-
col [113] becomes inapplicable when the actual intensities
are unknown and are chosen by Eve. Characterization of
state preparation imperfections becomes meaningless.

To summarize, the public exposure of the calibration rou-
tines presents multiple security issues. The analysis team
did not know how to solve this and suspected that a signif-
icant redesign of the system hardware might be required.
This is a decision that should be taken by the system
manufacturer.

Risk evaluation: H (1, the vulnerabilities are likely
exploitable; 1, with current technology; 0, probably gives
Eve high key information).

Further suggestions: An extensive discussion with
QRate was needed. QRate has subsequently found solu-
tions acceptable for the manufacturing process; see Sec.
VII below. Regarding the four-state Bob countermeasure
to the time mismatch vulnerability suggested in Sec. VC
and presently implemented by QRate, we are still not sure
it is sufficient, given that Eve might be able to set all the
time parameters and diverge them between bits.

N. Quantum random number generator

We remind the manufacturer that, in order to be com-
pliant with the security proof, a real quantum random
number generator must provide all the states, bases, and
intensity choices in Alice and Bob, as well as random
bit-value assignment in the event of a double click and
other random values needed in the protocol. A mathe-
matical “random” number generator (used currently) or
randomness expansion are, strictly speaking, insufficient.

Risk evaluation: L (1, the vulnerability is known to exist
in principle; 0, requires significant research and possibly
future technology to exploit; 0, probably gives Eve low key
information).

Further suggestions: the company should implement a
full-bandwidth quantum random number generator, with-
out resorting to the randomness expansion, and integrate it
into the system.

0. Compromised chain of supply

Like most manufacturers of cryptographic hardware,
QRate buys the constituent parts of its products from a
multitude of external suppliers. It is the nature of cryptog-
raphy that many of these parts may subvert the security of
the product if the part’s supplier, or a third party, modifies
it in a malicious way before it is installed in the product.
The modification may be a covert change of characteris-
tics that enables an attack, a change of the part’s behavior
that does the same, or a hidden transmitter (either radio
frequency or optical) that communicates secret informa-
tion outside the device. The modification will, of course,
be difficult to detect: it will not reveal itself in the stan-
dard factory assembly and testing procedures, neither will
it hinder the normal operation of the product. In the QKD
system, the parts that may be compromised include opti-
cal, electro-optical and electronic components, third-party
electronic modules, and even integrated circuits.

This problem is general to all cryptography hardware.
We can also think of attacks and information leakage tac-
tics specific to QKD that might be enabled in such a
way.

A significant drawback of these attacks from Eve’s point
of view is the need to plan them well in advance. She
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must initiate them before the equipment is assembled and
deployed for protection of the asset of interest.

Risk evaluation: M (0, it is unlikely that any player
will spend significant resources on preventively attacking a
niche product that is not yet being deployed for protection
of high-value information assets; 1, can certainly be done
today; 1, can be arranged to leak the entire key).

Further suggestions: the company should learn suit-
able mitigation strategies from the national cryptography
licensing authority.

VI. SUMMARY OF THE INITIAL SECURITY
ANALYSIS

At the end of our initial security analysis concluded in
January 2022, we identify more than ten potential imple-
mentation security issues in the QRate 312.5-MHz QKD
system and rank them by their practical risk (see Table I).
The vulnerabilities in Bob’s single-photon detection sub-
system related to detector controllability and timing cal-
ibration are of a high concern (Secs. VB and V C). We
are not sure if it is possible to construct sufficient coun-
termeasures and stop all detector-related attacks that are
implementable with today’s technology. From this point of
view, the measurement-device-independent and twin-field
QKD schemes are an attractive alternative. The acces-
sibility of the calibration routines for Eve’s tampering
(Sec. VM) is another difficult problem that needs to be
discussed.

Actions needed to address the remaining vulnerabil-
ities are mostly clear. Most optical components in the
scheme need to be spectrally characterized in a wide spec-
tral range (about 3502400 nm; see Appendix E). Optical
measurements of imperfections in Alice’s state prepara-
tion and light emission from Bob’s APDs need to be
performed. Several inexpensive additional passive compo-
nents, such as isolators and spectral filters, should be added
to the scheme. QRate should make minor improvements
in the postprocessing algorithms and update the key rate
equation.

Finally, we ask QRate to provide the complete QKD
system to our testing lab on a permanent basis. Further
security analysis requires a level of familiarity with the
system implementation that cannot be gained by read-
ing technical documentation and can only be obtained via
extensive hands-on experience during experiments. This
sample of the system should be reserved for the hacking
experiments and serve no other purposes.

VII. ADDRESSING HIGH-RISK SECURITY ISSUES

After the delivery of our initial analysis report, actions
took place during the year 2022. The four high-risk secu-
rity issues (marked H in Table I) have been prioritized and
QRate has implemented countermeasures to all of them.

Meanwhile, we hope that a formal certification method-
ology that is being designed covers all, or most of, the
security issues identified by us. QRate has also provided
us with the QKD system for testing.

The photocurrent-monitoring countermeasure against
detector blinding (Sec. V B) has been implemented by
QRate and tested in our lab [57,58]. It reliably pro-
tects against cw blinding. However, pulsed blinding and
control remain possible, owing to the photocurrent mea-
sured being averaged over a relatively long time [57].
A higher-bandwidth photocurrent registration scheme has
subsequently been implemented in the sinusoidally gated
detector for this QKD system, in order to close this issue.
Its testing on an automated testbench [58] is in progress.
Also, testing this detector for the after-gate and falling-
edge attacks is in progress [114,115].

The four-state Bob countermeasure has been imple-
mented by QRate as a countermeasure against the detec-
tor efficiency mismatch (Sec. V C) and timing calibration
vulnerability (Sec. V M).

The software component of the simultaneous deadtime
has been implemented, to complete the countermeasure
against the deadtime attack (Sec. V D).

In order to address the calibration vulnerabilities
(Sec. VM), QRate has eliminated the calibration of Alice’s
IM and PM via the channel. The intensity modulator is now
instead always calibrated via Alice’s power meter. The
phase modulator is now only calibrated at the factory once,
then its settings remain fixed during the lifetime of the
system. With these changes and the four-state Bob coun-
termeasure in place, we hope that the existing calibration
of Bob’s PM and timing of his detectors via the chan-
nel no longer constitute a vulnerability and may remain
unchanged.

The above modifications to the system and additional
tests planned should close all the high-risk vulnerabilities
from Table 1. This protects the system from the attacks
known to be readily implementable today.

VIII. PROPOSAL FOR CERTIFICATION

To perform a complete set of measurements and tests
for certifying implementation security of the “quantum”
part of the system (i.e., to cover all the potential issues
identified in this paper), five testbenches are needed.

(1) Wideband spectral characterization of components,
as detailed in Appendix E.

(2) Characterization of detector controllability, dead-
time, efficiency mismatch, and Bob’s calibration routines.
This includes testing the efficiency of any countermea-
sures to these issues. The testbench design is sketched in
Appendix D and Ref. [57].
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(3) Characterization of Alice’s state preparation imper-
fections. The testbench design can be based on Refs.
[102,116].

(4) Characterization of light emission from the detec-
tors, as detailed in Ref. [96].

(5) Laser damage, based on Ref. [93]. Although dif-
ferent lasers may be used by Eve, we propose initially
implementing the basic testing under a 1550-nm continuous-
wave laser.

A formal certification methodology for QKD is currently
under development, in coordination with the Russian
national cryptography licensing authority. This paper is
one of the inputs to this process. Traditionally, Russian
national certification standards for cryptographic systems
are classified. Thus, the actual domestic certification pro-
cedures being implemented cannot be disclosed.

IX. CONCLUSION

We have performed security analysis of the commercial
QKD prototype system from QRate. After several rounds
of discussions, all the theoretical threats are eliminated and
the system seems to be secure. This is to be verified by test-
ing its final implementation during the certification. Since
this system uses a fairly standard prepare-and-measure
BB84 scheme, this analysis should be partially applicable
to other systems of the same type. Out of several potential
vulnerabilities identified (Table I), four are deemed high
risk (H), because attacks exploiting them are likely imple-
mentable today. These four security issues are addressed
first. QRate has implemented countermeasures to each of
them (Sec. VII). The remaining security issues might be
addressed routinely in the course of the formal certifica-
tion that is being developed (Sec. VIII). We hope that this
work contributes to the establishment of a Russian domes-
tic certification lab and national certification standard for
implementation imperfections in QKD. Since the recently
published international standard [14] prescribes similar
evaluation and testing methods, our work also serves as
an example of its application to a real QKD system.
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APPENDIX A: POSTPROCESSING IN QRATE’S
SYSTEM

The concept of QKD is that two legitimate users (Alice
and Bob) generate “long” symmetric keys by using a
classical and a quantum channel together with a “short”
preshared key. The preshared key is used for authentica-
tion of classical communication only and can be discarded,
or even publicly announced, after the end of the first
run (round) of the QKD protocol. In the next round, a
piece of the previous quantum-generated key can be used
for authentication purposes. In this way, QKD has to be
considered quantum key growing.

The core of the QKD protocol is in preparing quan-
tum states and encoding information on Alice’s side, and
measuring the states on Bob’s side. In the BB84 proto-
col [117], Alice and Bob use four qubit states that form
two orthogonal bases in two-dimensional Hilbert space,
Z :{|0z),]12)} and X : {|Ox),|1x)}, where 0 and 1 indi-
cate a classical bit encoded by the corresponding basis
vector. The basis vectors are related as

0y) = [0z) + [12) _ [0z) —112)
X —7 — 5

If the information is encoded into polarization of a single
photon then |0), and |1), can correspond to the horizon-
tal and vertical polarizations. In this case, |0)y and |1)y
represent two diagonal polarizations, rotated by 45° and
135° relative to the horizontal direction. This polarization
encoding is used to illustrate the idea, but, in fact, there
is no restriction on the method of information encoding.
Formally, |0),, |1),, |0)x, and |1)y are just vectors in the
Hilbert space, and one can use any encoding scheme that

[Lyx) (A1)
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fulfills Eq. (A1). The equivalence of the polarization and
phase encodings is explained in detail in Ref. [118].

Importantly, as can be seen from Eq. (A1), when mea-
suring a qubit in a basis different from the preparation
basis, the result is a completely random value. This is a
consequence of the well-known fact that two nonorthogo-
nal quantum states cannot be perfectly distinguished. On
the contrary, if the preparation and measurement bases
coincide, the result perfectly correlates with the initial
qubit state (in the absence of errors in the channel, mea-
suring devices, etc.). In this way, if Eve does not know
the preparation basis, due to the no-cloning theorem [119,
120] she has to employ imperfect copying techniques that
induce errors on Bob’s side.

In practice, however, true single-photon states are very
difficult to generate, and weak coherent states with a phase
randomization are used instead. In the case of polarization
encoding, the state preparation takes the form

[17) — pu(0) ® py(a),

[1x) — pp(0) ® py(a),
(A2)

[0z) — pH (o) @ py(0),
[0x) — pp(a) @ p4(0),

where py,(8) stands for a phase-randomized coherent state
in mode M with mean photon number 3, i.e.,

o0

—B an
on® =3 i o,

n=0

(A3)

|n),, denotes an n-photon state in mode M, and H and
V (D and A) indicate horizontal and vertical (diagonal
and antidiagonal) modes with corresponding annihilation
operators satisfying

1 1

ap = —=(ay + ay), ag = —=(ay —ay). (A4)
V2 V2

The chosen photon number « in Eq. (A2) is specified

by the protocol. The projection of considered states on a

single-photon subspace results in four states,

1
[0z) = (1) 10)y, [0x) — E(H)H 10}y +10) g (1)),

1
Hz) = [0y Dy, |lx)— ﬁ(H)H 10}y =10} (1)),
(AS5)

that are suitable for the BB84 protocol [cf. Eq. (Al)].
Unfortunately, multiphoton components of states (A2) are
vulnerable to a photon-number-splitting (PNS) attack and
cannot be used for secure key generation. Therefore, an
estimation of the number of detections on Bob’s side that
resulted from single-photon states generated on Alice’s
side is required.

The BB84 protocol has been theoretically studied in
detail over the past decades. The first security proofs [121—
123] were made for an ideal version of the protocol with
perfect single-photon source, and then generalized for a
realistic photon source [113]. In order to eliminate the vul-
nerability against the PNS attack and increase the secure
communication distance, the decoy-state technique was
developed [124] and combined with the entanglement dis-
tillation approach from Ref. [113]. As a result, an improved
secret key rate formula was obtained [125,126]. The secu-
rity against not only the PNS attack but all possible general
attacks is usually considered by the community as “obvi-
ous,” and until recently the complete mathematical proof
has not been available in the literature. The formal security
proof is summarized and presented in Ref. [118].

In the QKD system under evaluation, the practical real-
ization of the decoy-state BB84 protocol contains the
following steps.

(1) State preparation and measurement. Alice ran-
domly with equal probabilities chooses a basis from the
set {Z, X'} and an information bit from {0, 1}.

In order to counteract the PNS attack, the widely applied
decoy-state technique is used. Alice randomly chooses the
laser pulse intensity [« in Eq. (A2)] from the set {u, v, v}
with corresponding probabilities {p,., p,,,p.,}. Here u cor-
responds to the signal-type state, and v; and v, (v + v, <
WU, Vo2 < v1) correspond to the weak and vacuum decoy-
type states, respectively. The optimal intensities and proba-
bilities are determined for a given communication distance
and experimental setup from the numerical maximization
of the simulated secret key rate.

Then, the photon pulse is prepared in the correspond-
ing quantum state and is transmitted through the quantum
channel. It is important that Alice’s laser emits each pulse
with a random phase, owing to it being internally seeded
with spontaneous emission. Thus, the photon-number
statistics of Alice’s pulses is Poissonian [Eq. (A3)], as
required in the decoy-state technique.

Bob randomly and independently of Alice chooses a
measurement basis from {Z,X} and measures the qubit
state in the selected basis. In the case of a double click
of Bob’s detectors, he randomly chooses the bit value.

The above steps are repeated many times until a suffi-
cient number of quantum states are detected. More specifi-
cally, Alice sends pulses in so-called “trains” of fixed size
(about 10° pulses per train). Owing to the time synchro-
nization with Alice, Bob knows the train number and the
position of each detected pulse in the train.

(2) Sifting. When Bob accumulates enough statistics
(about 1900 clicks), he announces the train number and
position of each registered pulse together with its mea-
surement basis. Alice in turn compares her preparation
basis with it and announces the positions with matching
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bases and their corresponding pulse types (signal, weak, or
vacuum decoy).

After that, Alice and Bob select the signal-type bits with
matching bases and form two bit strings, called sifted keys.
Ideally, they should be identical, but due to natural noise in
the channel or adversary actions they do not match 100%.
Moreover, Eve may have partial information about them.

(3) Statistics estimation. For practical reasons, the
sifted keys are assembled into postprocessing blocks of
equal fixed size. In order to minimize the effect of statis-
tical fluctuations on the final secret key length and have
a reasonable block generation time, it is chosen to be
Lolock = 1.36 x 109 bits.

For each block, Alice counts the corresponding total
numbers of transmitted (N,) and detected (M,) pulses of
each intensity o € {u, vy, 12} regardless of their prepara-
tion and measurement basis. Then Alice estimates a gain
0., the probability that a pulse of intensity « is detected
by Bob,

M,
QO( = N_’ (OS] {M: V19v2}3 (A6)

and sends all three sets {N,, Qa} to Bob. Here and below,
0, denotes a true probability value of binomial distribution
M, ~ Bi(Ny, Oy), while Qa denotes its statistical estimate
(i.e., a random variable). That is, Alice computes this
statistics before sifting, in order to maximize the statistical
sample size.

(4) Information reconciliation. Alice’s key is consid-
ered to be a reference one, while Bob attempts to eliminate
the discrepancies between the keys caused by errors. In
order to correct them, LDPC codes are commonly used.
Since £pjock 18 too large for high-speed and efficient LDPC-
based algorithms, the block is split into 50 subblocks of
length £gyppiock = 27200 bits and the error correction is
performed on each subblock separately. If the correction
of a subblock fails, it is discarded from the block by both
sides. As a result, Alice and Bob obtain the corrected keys
K4 and K2 of length €cor = neorlsubblock < Lolock, Where
Neor 1S the number of corrected subblocks. For a more
detailed description of the symmetric blind information
reconciliation scheme used, see Refs. [32,33].

For each successfully corrected subblock, Bob com-
putes the signal QBER

E,(f) _ number of errors in ith subblock. (A7)

esubblock

(5) Verification and parameter estimation. The identity
of the obtained K4 and K2 is checked using an -
universal polynomial hash function PolyHash, computed
according to a modified PolyP32 algorithm [34,35]. First,
Alice generates a random number k € {0,1,...,q — 1},

where ¢ is a prime number, chosen to be g = 2% — 27.

Then she computes the hash tag of her key and sends
it together with £ to Bob to compare with his hash tag.
If PolyHash(k,K4 ) = PolyHash(k,K2)), the verifi-
cation is considered successful and the protocol proceeds
to the next step. Otherwise, Alice and Bob start compar-
ing the hash tags of every single subblock until all the
corrupted subblocks are found and discarded. In this way,
the legitimate users obtain identical verified keys K2 and
KB of length £yer = nyerlsubblock < Lcor, Where nye; is the
number of verified subblocks.

The probability of remaining errors in the verified keys

can be estimated as

Ever < &col (Lcor) (A8)
if PolyHash(k, KcAor) = PolyHash(k, Kg)r) or
Ever = 1— [1 - ‘c/‘c;:ol(gsubblock)]nver (A9)

otherwise. Here the probability of a hash collision, i.e.,
PolyHash(k, K4) = PolyHash(k, K?) when K4 # K2,
is evaluated as [35]

[Ck/llog,q]1 -1
q

Eeol (k) = (A10)

At the end of this step Bob computes the overall average
QBER

E, = L > ED,

Mver 25

(All)

where the summation is performed over the ensemble of
successfully corrected and verified subblocks V.

(6) Estimation of the level of eavesdropping. After the
successful error correction and verification, Bob estimates
the final secret key length [36]

Csee = mi[1 — hy(EY)] — leak — log, &, (A12)
where the first and last terms represent the privacy ampli-
fication step and are determined by mll—the lower bound
on the number of bits in the verified key, obtained from
signal single-photon pulses, £{—the upper bound on the
single-photon QBER, and &,, = 10~ !2—the tolerable fail-
ure probability for the privacy amplification step. The 4,
function is the standard Shannon binary entropy. The sec-
ond term in Eq. (A12) is the amount of information about
the key leaked to Eve during the error correction and
verification steps

leak = Y "[Loyna — P + di] + & lhash,
ey

(A13)

where fgnq is the syndrome length, p is the initial
number of punctured bits, d; is the total number of
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disclosed punctured bits in additional rounds (£gynd, p,
and d; depend on the LDPC code rate and a priori
QBER estimation; see Refs. [32,33]), £nan = [log, g1 =
50 is the hash-tag length, & = 1 if PolyHash(k, K1) =
PolyHash(k, K2 ) and & = neo + 1 otherwise.

Using the decoy-state technique, the lower bound on the
single-photon gain Q; is estimated as [36,127]

Qll = Mzeiﬂ V]
(vi —v2) (e — vy —12)
U2 — V2
x [Q’W — 0l = == (O~ Yé)}, (A14)
[ vy u L,V
Y) = max { M1Q,e” — vy e ,O}. (A15)
v — 1

The finite key effect and statistical fluctuations are taken
into account in our analysis. According to the central limit
theorem, the binomial distributions of M, ~ Bi(N,, Oy)
and my ~ Bi(£yer, 01/0,) can be well approximated by
the normal distribution. The upper and lower bounds on
0, and m are [36]

=040 (0000

[ [ /
mll = Ever& —Z Ever%<l - &>,
0 oy oy,

where z is the normal distribution quantile, and the bounds
on the true value of Q, are evaluated via the Wald confi-
dence interval.

In general, one cannot use the binomial distribution for
QBER since if Eve performs a coherent attack, the errors in
different positions in the key cannot be treated as indepen-
dent events. Therefore, E| is estimated in a different way
[36]:

(A16)

(A17)

—1
ek, — my,

E' = (A18)

i
nm

Here the lower bound on the number of bit errors in the
verified key, obtained from the O-photon pulses due to
background events [ ~ Bi(N,, e #Y/4)], is given by

L ern [em ey
mO:NMT_Z N, ) 1— ) . (A19)

One can see that seven confidence bounds in total are
required to compute £g.. Therefore, in order for estima-
tion (A12) to be satisfied with probability not less than

1 — &decoy, ONe has to define the quantile as

e S Edecoy
—7 .

If £s. <0, Eve is assumed to have more information
about Alice’s string than Bob. Hence, the key block is
considered insecure and is discarded by both sides. The
protocol is aborted, and Alice and Bob proceed to the next
accumulated sifted block.

(7) Privacy amplification. 1f £g > 0, Alice and Bob
proceed to the privacy amplification step, aimed to shorten
the verified key Ky, even further and destroy Eve’s poten-
tial knowledge about the key. This procedure is performed
using a hash function from the Toeplitz family of 2-
universal hash functions [37,38]. Bob generates a random
string § of length €5 = £yer + €sec — 1 and sends it to
Alice [128]. Alice computes fgc = £g — yer + 1. Then
both sides symmetrically generate a Toeplitz matrix T of
dimension £ X €y using S and compute the final key
Koo = TsKyer. As a result, Alice and Bob obtain a com-
mon shorter secret key of length {g.., Eve’s information
about which is now negligible. The security of privacy
amplification is based on the leftover hash lemma [129].

(A20)

One can note that all the postprocessing steps require
Alice and Bob to communicate via the classical channel.
In order to verify both the data integrity and authentic-
ity of each message, a hash-based message authentication
code and a secret key taken from the common quantum
key are used. The message authentication code uses a Rus-
sian national standard hash function, Streebog-512 (GOST
R 34.11-2012) [130]. The authentication failure proba-
bility (i.e., the probability that Eve will guess the secret
key from the hash tag of the initial message) is consid-
ered to be much less than 10~'? and is hence neglected in
Eq. (A21). There is also an option to supply the system
with a certified hardware authentication device (“Con-
tinent” manufactured by the Russian company Security
Code LLC) that replaces Streebog-512.

Theoretically, the QKD security level is expressed in
terms of the trace distance between the real classical-
quantum state (in which the classical subsystem corre-
sponds to the key, and the quantum one belongs to Eve)
and the respective ideal state. The latter is characterized by
a uniform distribution of the key and the absence of cor-
relations between the key and Eve’s quantum subsystem.
If the trace distance does not exceed ¢, the key is called
¢ secure (see, e.g., Ref. [131]). This overall (in)security
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parameter of the entire QKD system has several contribu-
tions,

€ = Edecoy T Ever t Epa
=102 +25%x 1071 410712

<3x107", (A21)
where ggecoy 15 a failure probability of the single-photon
gain and QBER estimation, and &, and ep, are failure
probabilities of the key verification and privacy amplifi-
cation. If the authentication at QKD round » = 2,3,... is
realized by using a part of a key generated at the (» — 1)th
round then the security parameter for the rth round is given
by e = re.

APPENDIX B: IMPLEMENTATION LAYERS IN A
QUANTUM COMMUNICATION SYSTEM

For convenience, we reprint the description of the layers
from Ref. [16] in Table III.

APPENDIX C: ATTACKS EXPLOITING
SUPERLINEAR DETECTOR CONTROL

Many commercially available gated SPDs exhibit super-
linearity at the edge of the gate [49,132,133]. This is an
unwanted SPD behavior that creates a loophole in the QKD
security. It may be exploited, for instance, in the following
intercept-resend attack on the BB84 [117] family of proto-
cols. Eve uses a random basis to measure quantum states
sent by Alice and resends her measurement results as mul-
tiphoton pulses, which are split into four (with a passive
basis choice) or two (with an active basis choice) detectors
at Bob. If the basis and bit value of the detector coincides
with Eve’s basis and bit value, it will absorb twice as many
photons as each detector in the opposite basis to Eve’s.
Because of the superlinearity of the SPD, the probability
of detection for Bob in the basis matching Eve’s is higher
than in the opposite basis. This contradicts the assumptions
on Bob’s measurement in the BB84 security proof. If the
superlinearity is strong enough, the QBER under attack
falls below 11%. However, a constraint of this regime is
that Bob does not always detect Eve’s multiphoton pulse,
even in the basis matching Eve’s. She can compensate for
this efficiency loss by making her intercept setup more
efficient and placing it close to Alice (thus excluding line
loss), which may make her attack successful depending on
the setup parameters [49].

A step for Eve to improve her control of Bob would be
to make his detection probability unity. If Bob uses gated
detectors, she can achieve this by sending her multiphoton
pulse in between the gates [51]. This is a so-called “after-
gate attack.” However, Eve’s pulse, typically of hundreds
of femtojoule energy, creates afterpulses in Bob’s SPDs in

the following gates. They contribute to the QBER, together
with Bob’s normal dark count rate.

The next step for Eve would be to take Bob’s detectors
under complete control, by eliminating his dark counts.
She can completely blind them to single photons and
make the dark count rate zero. This is usually achieved by
illuminating Bob with a continuous-wave laser of power
ranging from nanowatts to watts depending on the type of
SPD [134—136]. The blinding is caused by either constant
photocurrent through the avalanche photodiode [134], its
raised temperature [135], or even its permanent damage
from a brief one-time application of a high-power laser
[52]. There are versions of this attack that use pulsed
blinding illumination [135,137,138]. Eve causes Bob’s
blinded detectors to click controllably, typically by adding
a bright pulse with appropriate timing and energy rang-
ing from hundreds of attojoules to dozens of femtojoules
[134—136,138], similarly to the after-gate attack. For some
SPDs, she can make clicks by introducing gaps in her
blinding illumination [137,139]. The blinding attack often
allows total detector control, with unity probability and no
artifacts like afterpulses or dark counts.

In summary, Eve has two passive ways to use super-
linearity in Bob’s detectors—find it at the edges of
[49,132,133] or between the gates [51}—and four active
ways to induce it—influence electronics by constant
light (creating photocurrent) [134], cause heating by
constant light [135], influence electronics by blind-
ing pulses [135,138], and change the properties of
the SPD by laser damage [52]. This gives her sev-
eral ways to attack the SPD and makes it tricky
to develop reliable countermeasures [140]. This is
arguably the most difficult vulnerability in today’s
QKD.

Let us consider if the detector control attacks can
be revealed by statistical means, e.g., by analyzing the
attack’s signature and any possible artifacts in the QBER,
dark count rate, key rate, and other parameters. To begin
discussing this, we define two energy levels, Eever and
Ealways [134]. The former is the highest pulse energy that
the SPD does not respond to with a click and the latter is
the lowest energy that always causes a click. That is,

P(Enever) = O,

(CD
P(Ealways) =1,

where P(FE) is the probability of the SPD to respond to the
light pulse with energy E. If Eeyer 1s much higher than the
single-photon energy (which means that the SPD works
as a classical power meter), Eve can send the pulse with
energy 4Fpever for a passive basis choice or 2Ey ey for
an active basis choice. In the former case energy 2FEpever
would always impinge on the detector decoding her state
and energy Ejever Would impinge on each of the two detec-
tors in the opposite basis. In the latter case either energy
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TABLE III.

Layer definitions from Ref. [16].

Layer Description

Q7. Installation and maintenance
users.
Q6. Application interface

Manual management procedures done by the manufacturer, network operator, and end

Handles the communication between the quantum communication protocol and the

(classical) application that has asked for the service. For example, for QKD, this layer
may transfer the generated key to an encryption device or key distribution network.

Q5. Postprocessing

Handles the postprocessing of the raw data. For QKD, it involves preparation and storage

of raw key data, sifting, error correction, privacy amplification, authentication, and the
communication over a classical public channel involved in these steps.

Q4. Operation cycle

State machine that decides when to run subsystems in different regimes, at any given time,

alternating between qubit transmission, calibration, and other service procedures.

Q3. Driver and calibration algorithms

Firmware and software routines that control low-level operation of analog electronics and

electro-optical devices in different regimes.

Q2. Analog electronics interface

Electronic signal processing and conditioning between firmware and software, and

electro-optical devices. This includes, for example, current-to-voltage conversion, signal
amplification, mixing, frequency filtering, limiting, sampling, timing-to-digital and
analog-to-digital conversions.

Q1. Optics

Generation, modulation, transmission, and detection of optical signals, implemented with

optical and electro-optical components. This includes both quantum states and service
optical signals for synchronization and calibration. For example, in a decoy-state BB84
QKD protocol, this layer may include generation of weak coherent pulses with different
polarizations and intensities, their transmission, polarization splitting, and detection.

2E ever would impinge on the appropriate detector (if Bob’s
and Eve’s bases match) or this energy would be split
equally with Epev.r impinging on both detectors (if the
bases do not match). While this control method does not
introduce any QBER, P(2Epever) can be much less than
one, reducing the key generation rate. As discussed above,
Eve needs to consider this constraint carefully [49]. The
situation becomes easier for Eve when 2Ecver > Eatways;
thus, P(2Eyever) = P(Eaiways) = 1. Under such a condition,
Eve can always get her resent state detected by Bob in the
case of a passive basis choice or half the time in the case
of an active basis choice [134]. This is generally enough to
maintain the same key rate as before the attack.

Countermeasures: Most SPDs suffer from superlinear-
ity. In the ten years following the discovery of this vulner-
ability, many countermeasures have been proposed. Let us
group and review them.

(1) “Too good to be true.” Many detector-control
attacks ironically improve the system performance: they
decrease the QBER, decrease the dark count rate, and
increase the detection rate. However, monitoring for
improved performance cannot be a reliable countermea-
sure, because Eve can always throttle the rate and inten-
tionally introduce random errors in order to simulate the
normal system performance [17].

(2) “Change the paradigm.” Measurement-device-
independent and twin-field QKD protocols [59—63]
exclude the detectors from the secure environment. This
solution totally removes all the detector vulnerabilities.
Unfortunately, implementing one of these protocols in a

commercial system requires a complete redesign of the
system and makes it more expensive and slow. So far,
only laboratory demonstrations and prototypes have been
made (notably one by Toshiba [141]), but no commercial
product.

(3) “Observe the observer.” When SPDs are pushed
into the superlinear regime, they manifest some artifacts
unusual for normal workflow. The countermeasure can
be watching the parameters of detectors. For the blind-
ing attack, it could be measuring photocurrent [54—56,142]
(for further reading, see Ref. [143]; for the probabilistic
blinding attack model and security proofs of the photocur-
rent measurement, see Ref. [144]). The after-gate attack
can be caught by exact time measurement and observing
afterpulse effects [145,146]. The thermal blinding can be
observed by temperature measurement. Such countermea-
sures are usually very effective against the specific type
of attack, but close one loophole only and make the sys-
tem more complex and expensive. However, they cannot
eliminate attacks that cause small changes to the physi-
cal parameters. For example, the attack at the falling edge
of the gate uses a small amount of energy and small time
delay [133].

(4) “Add a watchdog.” Adding a beam splitter and a
separate monitoring detector at the entrance of the receiver
allows one, in principle, to monitor for bright blinding
light [134,147]. However, a hack-proof construction of this
detector is a separate challenge and it may miss attacks that
use a small amount of energy. Practical implementations of
such a monitoring detector have not been reported in the
literature.
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(5) “Check double clicks.” The basic detector-control
attack produces too frequent double clicks in pairs of
SPDs, which can be the basis of a countermeasure [148].
This countermeasure needs further experiments to check if
an improved attack that circumvents it can be constructed.

(6) “Test the detectors.” Placing a calibrated light
source inside the receiver and activating it at random times
allows one to test the detector response during a QKD
session, e.g., check that it is not blinded [149]. When
this countermeasure is integrated into a security proof,
this imposes tight conditions on the equipment [150]. It
is not clear if these conditions are sufficiently practical to
implement.

(7) “Detector decoy.” Ideas similar to the well-known
decoy-state protocol [126] but implemented by varying
the detector sensitivity between two levels were suggested
as a countermeasure against the detector-control attacks.
Distinguishing between weak and strong avalanches in a
self-differencing detector allows one to detect its blinding
[151]. Another implementation places variable attenuators
in front of each detector that randomly introduce 3-dB loss
[152]. The QBER and qubit rate for both 0- and 3-dB loss
settings are measured. Without the attack, the QBER is
expected to be below 11% at both loss settings and the rate
with 3 dB is expected to be half that with 0 dB. This coun-
termeasure is promising, but needs further experiments to
check its security.

(8) “Shake the box.” To catch the unexpected superlin-
ear regime, Bob can decrease sensitivity or even turn off his
SPDs for some time. So he would not expect any qubits
from Alice would be measured. Whatever is measured is
either noise or Eve’s attack. Bob can randomly turn off
his gate (to catch the blinding or after-gate attacks [153])
or shift the gate time (to catch the after-gate attack and
even attack at the falling edge [154]). This can be effective
against the basic attacks [49,134,136], but can be hacked
by some modification of the basic attack [155]. Note that
this countermeasure requires individual control over each
detector gate, which may be impossible to implement in
sinusoidally gated and self-differencing detector schemes.

(9) “Kill the superlinearity.” Eliminating the super-
linearity would achieve perfect security against detector
control attacks. Optical limiters may be investigated for
this purpose [156—159]. Unfortunately, they start nonlinear
behavior at power much higher (from dozens of milliwatts)
than used for blinding attacks (microwatts to milliwatts)
and need a sufficient time to react (milliseconds) [159].

APPENDIX D: TEST OF QRATE’S DETECTOR
FOR BRIGHT-LIGHT CONTROL

Detector control by bright light was first proposed in
Ref. [137] and later demonstrated in a number of SPDs,
making systems that use them insecure [17,134—136,138,
139,147,160]. We have subjected the SPD from QRate’s

Pulse
generator, Counter
Oscolloscope
FIG. 6. Setup for testing detector control by bright light. CL,

cw laser (1552 nm, 40 mW, Thorlabs SFL1550P); PL, pulsed
laser (1552 nm, Gooch & Housego AA1406); Iso, optical iso-
lator; VOA, variable optical attenuator; BS, fiber beam splitter;
PM, power meter (Thorlabs PM400 with S155C head); SPD,
single-photon detector under test. The pulse generator (High-
land Technology P400) drives the PL directly and can induce
relaxation-limited short laser pulses. The counter (Stanford
Research Systems SR620) was typically accumulating clicks
over 100 s for each data point. The oscilloscope (LeCroy 816Zi
with OESS55 optical-to-electrical converter) was used to observe
the laser pulse shape.

system (detector serial number 20PD010013G “Gleb”) to
the same test, using a standard experimental setup shown
in Fig. 6 [134]. The scheme allows application of cw and
pulsed light of controllable power to the SPD. We observe
the SPD becoming blind (i.e., stopping producing output
pulses) at a cw power of 3 pW.

We then add bright trigger pulses that should produce
a controlled click response. This SPD works in a sinu-
soidally gated regime at 312.5 MHz. In this test, we apply
our trigger pulses at 100 KHz and do not synchronize them

09F

08F

0.7F

Click probability
o
(4]

0.4
0.3

Blinding o
0.2} power (W) v

0.1

0.0 O=OmO=O=0=0 £ Om Ot

Pulse energy (fJ)

FIG. 7. Detector control characteristics in the asynchronous
regime at different cw blinding power levels. The trigger pulse
FWHM was 0.4 ns.

044076-23



VADIM MAKAROV et al.

PHYS. REV. APPLIED 22, 044076 (2024)

44

40 -

36

32 4

Isolation (dB)

28 1

24 ——— 17—
1520 1530 1540 1550 1560 1570
Wavelength (nm)

1580

FIG. 8. Isolation of Thorlabs I0-H-1550 fiber-optic isolator,
from its specification sheet [162].

to the detector gates. They thus impinge on the SPD at ran-
dom times relative to the detector gate. One would expect
the sensitivity of the blinded SPD to the trigger pulses to
vary through the detector gate [133,155]. Thus, our asyn-
chronous regime represents a worst-case condition for Eve.
The measured control characteristics are shown in Fig. 7.
While the pulse response at the minimum blinding power
of 3 wW is somewhat unstable, from 6 LW on we observe
a transition from 0% to exactly 100% click probability. A
close-to-perfect detector control, manifested in the click
probability rising from 0% to > 99% at a 3-dB increase
of the trigger pulse energy [134], is achieved in our SPD at
a blinding power > 62 pW.

This SPD is well controllable even in the asynchronous
regime. The QKD system is thus certainly vulnerable
and needs a countermeasure. A further treatment of this
problem is given in Refs. [57,58].

APPENDIX E: WIDE SPECTRAL TESTING

Most of the known attacks and countermeasures for
them traditionally considered Eve’s access in Alice’s and
Bob’s setups at around the QKD system operating wave-
length (about 1550 nm). However, the transmission chan-
nel has much wider bandwidth (for quartz fiber, it is about
3502400 nm [161]) and gives Eve a potential to vary
her light wavelength at which the attacks can be made.
While the countermeasures implemented to protect from
the attacks often work well at the QKD system operating
wavelength, they may be completely unsafe in the case of
attacks in another spectral region [80].

As an example, a standard approach to protect QKD
systems from several attacks is their optical isolation with
attenuators and optical isolators. Spectral characteristics of
isolators (Isol, Opneti IS-S-P-1550-900-1-0.3-FC-5.5x35;
Iso2, Opneti IS-D-P-1550-900-1-0.3-FC-5.5x35) and the
attenuator (Att, Opneti FOA-P-1-20-FC), used for this pur-
pose in the QKD QRate system, are not provided by the

25 0
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FIG. 9. Attenuation of Thorlabs FA20T fiber-optic attenuator,
from its specification sheet [163].

manufacturer. However, to illustrate the broadband attack
principle, let us consider similar devices from Thorlabs.
Spectral attenuation of isolators (Thorlabs 10-H-1550)
and attenuators (Thorlabs FA20T) are shown in Figs. 8
and 9 (from specification sheets). For 10-H-1550, isola-
tion at the operating wavelength is about 43 dB, but as the
wavelength shifts only to 1580 nm, it becomes noticeably
less, about 26 dB. In the case of FA20T, its attenuation
when shifting from the operating wavelength to 800 nm
decreases from 20 to 4 dB. Such a significant reduction in
isolation may make the countermeasure ineffective. Note
that the manufacturer’s data show their spectral properties
only in a narrow range (800—1700 nm and 1520—1580 nm,
respectively), while the quantum channel bandwidth is
much wider (about 3502400 nm). It is possible that in the
rest of the spectrum their attenuation is even less.

In general, every QKD system has this problem. Most
attacks can be optimized by Eve by varying the attack
wavelength. Thus, the transmission and response to light
of all the optical components involved in a particular attack
must be characterized in the wide spectral range. Then,
an optimum wavelength should be found at which each
attack is the most efficient. The information leakage is
quantified at this wavelength. To ease requirements on
the dynamic range of the characterization testbench, the
components in the attack path are characterized individu-
ally, then their measured transmission characteristics are
multiplied together.

Next we list the attacks from this paper that bene-
fit from the wavelength-dependent component properties,
and specify which components should be characterized.
Then we propose a testbench for the characterization of
fiber-optic components.

1. Wavelength-dependent attacks
a. Superlinear detector control (Sec. V B)

In the current implementation, the QRate QKD system is
vulnerable to detector control attacks at wavelengths over
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the entire sensitivity range of the SPD. In principle, the SD
(Fig. 1) might be used as a countermeasure to identify this
attack’s presence. But, in this scheme the SD is located
after DWDM3 (Opneti DWDM-1-100-36-900-1-0.3-FC
[164]) in the 1554.94-nm port (channel 28). DWDM non-
adjacent channel isolation is > 35 dB [164]. This means
that if Eve attacks outside the 1553.33—1556.55-nm range,
the SD may not detect this. Thus, if a watchdog pho-
todetector is used to monitor for detector control attacks,
it should be placed either in front of DWDM3 or after
it in the main signal path, via a beam splitter not selec-
tive by wavelength. In order to exclude Eve’s attempts to
vary the attack wavelength, the watchdog photodetector’s
spectral sensitivity range should be wider than that of the
SPDs. Otherwise, Eve can choose a wavelength outside the
photodetector’s range, and blind and control Bob’s SPDs
unnoticed.

Components whose insertion loss or splitting ratio
should be spectrally characterized: DWDM3.

Components whose sensitivity should be spectrally
characterized: watchdog photodetector, SPD.

b. Detector efficiency mismatch (Sec. V C)

Choosing the wavelength benefits Eve. The difference
in the spectral and spatiotemporal properties of the PBS
and photodetectors (SPD1, SPD2) mentioned above allows
Eve to distinguish the photodetectors and activate them
selectively, gaining the ability to steal the key. Eve can
in addition select the attack wavelength at which the dif-
ferences in the time and amplitude of the photodetector
responses are maximized. To determine the optimal attack
wavelength, one should measure the PBS splitting ratio
over the wavelength, check each photodetector’s spectral
and time sensitivity separately, combine these measure-
ments, and determine the wavelength when the photode-
tectors’ efficiency mismatch is maximized. However, if
the four-state Bob countermeasure is implemented as we
suggest in Sec. V C, this characterization is not necessary.

Components whose insertion loss or splitting ratio
should be spectrally characterized: PBS.

Components whose sensitivity should be spectrally
characterized: SPD1, SPD2.

c. Detector deadtime attack (Sec. V D)

The deadtime loophole should be closed algorithmically
as we suggest in Sec. V D. For completeness, we remark
that if it is not closed, the wavelength-dependent properties
that affect the efficiency mismatch attack would also help
Eve to select which of the two SPDs enters the deadtime.

d. Trojan-horse attack (Sec. VE)

As discussed in Sec. VE, if Eve uses [, = 2.5 x 10'2
photons at an operating wavelength of about 1550 nm,
the mean Trojan photon number I, & 1.5 x 1073 exiting

Alice’s scheme leads to significant information leakage,
owing to 172-dB attenuation by Alice’s components.

We noted in Sec. VE that to determine the maximum
level of vulnerability of the QKD system by a Trojan-
horse attack, one should find out the minimum total level
of losses introduced by the entire system throughout the
whole range of quantum channel transparency and calcu-
late the corresponding maximum value of leaked signals
Imax. Unfortunately, the manufacturer does not specify
the spectral characteristics for the QRate system compo-
nents. These should be measured separately. Here, just to
illustrate how crucial the choice of Trojan-horse attack
wavelength is, we consider the spectral data of the Thor-
labs devices discussed at the beginning of this section
(Appendix E), taking them as analogues to Iso2 and Att.

We roughly estimate Trojan-horse photon attenuation
aa [Eq. (4)] in the spectral region where Thorlabs ele-
ments (Iso2 and Att) are more transparent and determine
the corresponding value of /,,x. As mentioned above, the
manufacturer shows components’ spectral data (Figs. 8
and 9) only in a narrow band nearby the operation wave-
length, but even from these submitted short spectral range
data it is obvious that, in principle, it is possible to select
a spectral part in which attenuation becomes noticeably
lower. From Figs. 8 and 9 we conservatively assume that
Ulsozrev = 26 dB, aar = 4 dB. We assume that reverse loss
of Isol decreases proportionally to that of Iso2 and that
Usolrev = 17 dB. We guess that the attenuation of DWDM1
(Opneti DWDM-1-100-36-900-1-0.3-FC) and DWDM2
(Opneti DWDM-1-100-28-900-1-0.3-FC) for a nonadja-
cent channel is > 35 dB [164], but of course, losses outside
the operating range certainly require experimental verifi-
cation. We assume that the losses of VOA1, BS, PM1, and
IM do not change significantly. From Eq. (4) with these
data we obtain ap &~ 243 dB and I ~ 1.25 x 10712,
From [79] and Fig. 4 we can estimate that in the case of
Eve’s Trojan-horse attack at DWDM nonadjacent chan-
nel wavelength information leakage is low (/ymax < 107).
It should be emphasized once again that the key value
of DWDM loss outside its design spectral range requires
experimental verification.

Components whose insertion loss or splitting ratio
should be spectrally characterized: 1s02, Isol, DWDM2,
Att, VOA1, DWDM]I, BS, PM1, IM.

e. Laser-seeding attack (Sec. VF)

As discussed in Sec. VF, Eve might be able to inject
light into Alice’s L1 laser diode and modify its emission
characteristics, e.g., phase, intensity, and wavelength. But
at operation wavelength attenuation inside Alice’s scheme
till laser L1 aas &~ 124 dB, making this attack unsuccess-
ful. We estimate Alice’s entry path losses in the more
transparent spectral region. With the assumptions made
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in Sec. VF and the component attenuation values dis-
cussed in the previous item, from Eq. (5) we get aas ~
142 dB. The power reaching L1 is Wy, = 107%s/10, ~
0.63 pW. This shows that even in the optimal wavelength
case the seeding attack is still impossible [84]. Further-
more, L1 sensitivity for seeding outside the close vicinity
of its emission wavelength is, in principle, significantly
lower. This means that choosing the best wavelength is
unlikely to give any benefit for this type of attack even
if Wieeq reaches values much higher than 0.63 pW. Note
that it is only a rough estimation and the Alice’s spectral
minimum loss value requires additional broadband testing.

Components whose insertion loss or splitting ratio
should be spectrally characterized: 1s02, Isol, DWDM2,
Att, VOA1, DWDM], BS, PM1, IM.

Components whose sensitivity should be spectrally
characterized: L1.

f. Light injection into the power meter (Sec. V G)

As explained in Sec. V G, attacking Alice’s power meter
by injecting additional light into it, Eve tries to force
Alice to disbalance her intensity modulator’s zero point.
This leads to a change in the intensities of the vacuum,
decoy, and signal states, as well as their ratios. This would
reduce the real secure key rate below that calculated by the
system.

It was shown in Sec. VG that, if Eve attacks at the
QKD operating wavelength, her additional power reaching
the power meter is less than 14 nW, which is negligible
in comparison with the power it measures in the normal
operation. But, Eve can try to attack in Alice’s component
maximum transparency spectral region. With all the Sec.
V G assumptions and applying the abovementioned com-
ponent attenuation values in the transparency region, by
Eq. (6) we get Alice’s losses up to the power meter as, ~
117 dB and the seeding power reaching the power meter
Wewnm = 107%40/1057, & 0.2 nW. This value is minor and
even noticeably smaller than Eve can get with a 1548.51-
nm attack. Note that it is only a rough estimation and
Alice’s spectral minimum loss value requires additional
broadband testing.

Components whose insertion loss or splitting ratio
should be spectrally characterized: 1502, Isol, DWDM?2,
Att, VOA1, DWDMI.

g. Induced-photorefraction attack (Sec. V H)

If Eve injects light into the QKD device, this can change
the photorefractive properties of Alice’s and Bob’s active
lithium niobate elements and allow Eve to perform an
induced photorefractive attack, as described in Sec. V H.
Obviously, the magnitude of the photorefractive effect, and
hence the effectiveness of the attack, depends on radia-
tion intensity reaching the active elements. Selection of an

injected light wavelength, in principle, can make it possi-
ble to use the spectral region with maximum optical chan-
nel transparency and increase the level of radiation power
at PM and IM. We estimate radiation power at Alice’s
active elements in the case when the attack wavelength
does not coincide with the QKD operating wavelength.
Element loss values are the same as previously assumed
in this section. Using Egs. (7) and (8), the estimated pow-
ers reaching PM1 and IM are aapm1 ~ 137.5 dB, Wapm1 ~
1.8 pW; oaim ~ 140 dB, Waim =~ 1 pW. These power val-
ues turn out to be less than at the operating wavelength.
This is due to the fact that two DWDMs introduce strong
additional losses, which are essentially spectral filters that
strictly pass only the operating wavelength. In this case,
the photorefractive attack is completely ineffective.

It has already been discussed in this section, but needs to
be emphasized again, that the DWDM insertion loss out-
side the working channel is conservatively assumed to be
about 35 dB, but we guess that outside the range of all
working DWDM channels the transparency of this element
may be significantly higher. This may cause much more
power to reach the phase and amplitude modulators and
the photorefractive attack may become possible. To eval-
uate this correctly, broadband spectral characterization of
the DWDM is needed.

Components whose insertion loss or splitting ratio
should be spectrally characterized: 1302, Isol, DWDM2,
Att, VOA1, DWDMI, BS, PM1.

h. Laser-damage attack (Sec. V1)

As has been shown above in this appendix and in Sec.
V1, Bob’s side of the QRate QKD is unprotected from
all known types of receiver-side attacks (detector control,
deadtime, mismatch). In this QKD implementation, there
is no special isolation component at Bob’s input to Eve’s
damage attack at the operating wavelength. In this way,
Eve might try to reach inside Bob’s scheme and implement
the laser-damage attack on the PBS, trying to change its
polarization splitting ratio. The DWDM3 installed at Bob’s
input limits Eve’s ability to penetrate into Bob’s scheme at
other wavelengths to attack the PBS. But, if Eve applies
a laser-damage attack to DWDM3, she might change its
spectral properties and make DWDM3 transparent not only
at a channel-36 wavelength, but also in other regions of the
spectrum. After that, varying the attack wavelength Eve
can choose the optimal one, at which changes in the PBS
under the laser light happen the most efficiently and as
much as possible unbalance the PBS splitting ratio. Such
PBS damaging may improve the detector deadtime and
mismatch attacks.

Unlike Bob, Alice has protective components (Isol,
Is02) that hamper Eve’s attacks. Section V I recommends
placing an additional isolator between Iso2 and the chan-
nel, as a countermeasure to the laser-damage attack. With
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such an attack, under the action of laser radiation (about
1550 nm and about 3.4 W), the isolator either completely
breaks and becomes practically opaque, or retains a resid-
ual isolation level of about 17 dB. This limits the power
of the attacking radiation passing through it and makes it
impossible to defeat [so2 and the other components beyond
it.

However, Eve may benefit from the choice of wave-
length. Because of different mechanisms of action, the
impact of powerful attacking radiation with different wave-
lengths and illumination regimes may lead to different
spectral changes in the losses introduced by the attacked
isolator. It may be possible to choose such parameters
of the attacking radiation so that in some regions of the
spectrum it will be possible to bleach the isolator and sig-
nificantly reduce the losses introduced by it, which make
it ineffective as a countermeasure and weaken protection
against the other types of attacks. Furthermore, during
the laser-damage attack the properties of optical compo-
nents might not change uniformly in the entire spectral
range. In principle, Eve might choose such a laser-damage
regime when properties at the operating wavelength do
not change significantly (i.e., from the point of view of
Alice and Bob, everything is okay), but change strongly
in a different spectral range. This potentially gives Eve
additional opportunities to implement “invisible” attacks.
These properties of isolators under the laser-damage attack
in different regimes require a separate detailed study.

Components whose insertion loss or splitting ratio
should be spectrally characterized: DWDM3, Iso02, Isol,
and PBS—all after the laser-damage attack.

i. APD backflash (Sec. V J)

Bob’s components attenuate the spectrally broadband
detector backflash. Their transmission in the backwards
direction is needed for the calculation of the emission
probability into the channel, as explained in Sec. V J.

Components whose insertion loss or splitting ratio
should be spectrally characterized: DWDM3 in the
reverse direction and eventually any additional compo-
nents for Bob’s setup.

2. Ultrawideband spectral testbench

Since component manufacturers never provide the spec-
tral characteristics in the full range we need (about
3502400 nm), these need to be measured.

At least two different implementations for measuring
fiber-optic element attenuation spectra are possible. One
uses a spectrum analyzer [Fig. 10(a)], another a monochro-
mator before the device under test (DUT) and photode-
tector [Fig. 10(b)]. In both schemes, the spectrum is first
scanned without the DUT (to characterize the instrument
response), then with the DUT in place. The two spectral
curves are then subtracted from one another, to obtain the

(a)
Wld.eband 1 Spectrum
light DUT analyzer
source Y
(b)
W“Iji‘;:?nd Monochro- DUT D PD
source mator —

FIG. 10. Measuring fiber-optic component attenuation spec-
tra with (a) a spectrum analyzer and (b) a monochromator and
photodetector. DUT, device under test; PD, photodetector.

DUT transmission curve. The testbench using a monochro-
mator has the advantage that the DUT is not exposed
to high power, eliminating the possibility of heating it
and potentially changing its characteristics. But, since the
spectral range of measurements is wide and the required
sensitivity is at least 60 dB, as we need to characterize
transmission of high-absorption fiber-optic components, in
practice, the setup with the monochromator and photode-
tector is more difficult to implement instead of using a
purchased spectrum analyzer. The setup with a spectrum
analyzer is also preferable due to its convenience of use
and ergonomics. The difficulties encountered in the tech-
nical implementation of a setup using a monochromator
are well illustrated in Ref. [82], where a single-photon
detector is employed as the PD. They report 10-nm spec-
tral resolution, a spectral range of 1100—1800 nm, and a
dynamic range for the insertion loss measurement of about
70 dB (as visible in the plots in Ref. [82]). In comparison,
our proposed testbench that uses an off-the-shelf spectrum
analyzer allows spectral resolution of 0.05 nm, a spectral
range of 3502400 nm, and a dynamic range for the mea-
surements comparable to that demonstrated in Ref. [82].
We expect our testbench to be easier to align and operate.
Next we consider only measurements using the purchased
spectrum analyzer.

The key devices in the attenuation measurement spec-
trum setup are a spectrometer (spectrum analyzer) and a
light source.

In today’s optical instrumentation market there are spec-
trum analyzers that completely cover the quantum channel
transition wavelength range and have necessary sensitivity.
Yokogawa here is the established leader. The advantage
of these devices is high quality, a user-friendly interface,
a wide range of measured wavelengths, high sensitivity,
and a dynamic range. The models line of Yokogawa spec-
trum analyzers lacks a single device that completely covers
the wavelength range necessary for our purposes. But a
set of two devices does. These are the models AQ6374
(350-1700 nm) and AQ6375B (12002400 nm). Their
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spectral ranges overlap, allowing a more accurate “stitch-
ing” of data obtained in the two different wavelength
ranges.

Broadband light sources can be fundamentally divided
into two large groups, according to their physical prin-
ciple: incandescent lamps and laser (supercontinuum)
sources. A practical disadvantage of incandescent-lamp-
based sources is their low output power when coupled into
a single-mode fiber. The supercontinuum (laser) sources
are free from this shortcoming, their main disadvantage
being a high cost. Supercontinuum sources that satisfy our
requirements for the power density and spectral range are
commercially available.

The recognized world leader in the production of super-
continuum sources is NKT Photonics. This company offers
a wide range of supercontinuum sources that differ in
the range of generated wavelengths, average power, and
the power spectral density in different parts of the spec-
trum. One of the optimal devices for our application is
the SuperK Extreme/Fianium FIU-15 model. The range of
light generation is from about 350 to 2500 nm. The inte-
grated optical power is about 4.5 W; the spectral power
density varies through the wavelength range and averages
about 34 mW/nm. The output radiation power can be
manually and programmatically adjusted. The source is
characterized by high stability of the output optical power
in the entire range (< 0.5%). The polarization of the output
light is random.

Most of the fiber-optic components to be tested have
standard single-mode fiber pigtails (9.5/125 pm) with FC-
type connectors. The advantage of Yokogawa spectrum
analyzers is that they have an input for a single-mode fiber
with this type of connector. For connecting the supercon-
tinuum source to the FC connectorized single-mode fiber,
an accessory optical coupler from NKT Photonics has to
be used. To cover our entire range, we can use two of
them: the 350—1200-nm model (SuperK Connect FD7) and
1200—2400-nm model (SuperK Connect FD6).

One of the possible implementations of the testbench
with these instruments is shown in Fig. 11. The setup
consists of three parts:

(1) supercontinuum source SuperK Extreme/Fianium
FIU-15;

(i1) path for measurements in the 350—1200-nm range:
FD7 connector, DUT, AQ6374 spectrum analyzer;

(iii) path for measurements in the 1200-2400-nm
range: FD6 connector, DUT, AQ6375B spectrum analyzer.

The device under test is measured in both paths and the
results are combined to obtain its complete transmission
spectrum.

To eliminate the possibility of influence on the DUT
by the source’s radiation, which can potentially lead to its

350-1200-nm setup

SM fiber
Source SM H SM
SCS | fiber | SC | fiber —— fiber | SA
DUT
SuperkK L= 1 Yokogawa
Connect FD7 AQ6374
SuperK  TTTTTTTTTT T T T oo T oo oo oo oo oo
Extreme/
Fianium FIU-15 1200-2400-nm setup
””””””””””” SM fiber |
SM H SM
Sc fiber — fiber SA
SuperkK put Yokogawa
Connect FD6 AQ6375B
FIG. 11. Setup implementation for measuring fiber-optic com-

ponent transmission spectra with NKT Photonics and Yokogawa
devices. SCS, supercontinuum source; SC, single-mode fiber
coupler; SA, spectrum analyzer.

characteristics changing, we estimated the power imping-
ing on the DUT during the measurements. The maximum
FIU-15 power density after single-mode fiber coupler FD6
is approximately 1 mW/nm. We hope that significant
changes to spectral characteristics of fiber-optic compo-
nents under such power density is unlikely. However,
this should be experimentally verified for every type of
DUT. This can be done by carrying out several successive
measurements with different radiation powers of the FIU-
15 light source. If the DUT characteristics change under
higher power, the results of these measurements will not
match. Changing the integral output power of the FIU-
15 source is possible by varying its pulse repetition rate,
which does not affect its spectrum.

We have assembled this testbench and are currently
refining its usage methodology [165]. Meanwhile, the test-
bench with monochromator (an acousto-optic filter) and
single-photon detector is implemented by SFB Lab in
Moscow [82].

As discussed in the previous section (Appendix E 1), not
only do the fiber-optic components’ spectral characteris-
tics need to be measured, but the photodetectors’ spectral
sensitivities as well. These PD spectral characteristics are
critical in the risk evaluation of several attacks: superlinear
detector control, detector efficiency mismatch, and light
injection into the calibration photodetector.

The characterization of photodetectors’ spectral sensi-
tivities is not as a demanding task as for high-absorbing
fiber-optic components, for the following reasons. Since
QKD systems use sensitive photodetectors, there is no
need to characterize them using a bright light source with a
high-power spectral density. The spectral sensitivity range
of photodetectors is limited (about 900—1700 nm), which
allows the use of non-ultra-wideband light sources. Thus,
a simple to implement and relatively cheap setup can
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be used as a light source, shown in Fig. 10(b) (with-
out the DUT), with the incandescent lamp (e.g., Thorlabs
SLS201L/M stabilized fiber-coupled light source) and a
narrowband monochromator with a fiber-optic output (e.g.,
Zolix Omni-A3051).

3. Consistency of broadband spectral properties

Even if all broadband spectral tests are performed prop-
erly for all the elements of a particular QKD system and
its safety is fully proven, it is not possible to say with
complete certainty, without additional assumptions, that
another sample of the same QKD system is safe without
performing exactly the same extensive tests. This can be
due to a sample-to-sample variation of the system ele-
ments. Most manufacturers guarantee parameters of the
elements only in a very narrow spectral region, close to a
specific wavelength. In one manufacturing batch, the spec-
tral properties of elements from the same manufacturer
may coincide. But another batch of these elements may
be made with a slight change of the manufacturing tech-
nology, maintaining the declared properties in the narrow
spectral range. Such changes in technology can however
lead to uncontrollable spectral transparency loopholes out-
side of the narrow range. To prevent this, three approaches
are possible.

(i) Perform the spectral testing of all elements of the
system, several samples for each of them. Assume that the
properties of all the other samples will be the same as in
those tested. There is a risk that this is not the case.

(ii) Spectrally test all elements for each particular QKD
system. This is very expensive.

(iii) Install a filtering-and-isolation subsystem at Alice’s
output and Bob’s input of each QKD system. This sub-
system ensures a sufficient attenuation through the entire
spectrum and is fully characterized in every manufactur-
ing sample. The rest of the system is not characterized and
is assumed to be unity transmission for the purposes of the
security proofs.
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