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 Insecurity of detector-device-independent
quantum key distribution

Example of a ddi-QKD realization

ddi QKD ≠ mdi QKD
From mdi QKD to ddi QKD
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Features:
 -  Guaranteed security at the detection side
 -  Two-photon interference required
 -  Low key rate
 -  Difficult to implement

Measurement device independent (mdi) QKD

What about double clicks?

Avoiding double clicks
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Detector device independent (ddi) QKD

Features:
 - Alice and Bob Encode on the same photon
 - No two-photon interference required
 - higher key rate
 - Easy to implement
 - Pomise to provide mdi-QKD security
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Alice:

Bob:

Bell state:

Detection: 
A single click projects to a Bell state

fully characterized and trusted
D1 - D4 not characterized but trusted

Lets assume, only D1 is used?

D1 output 

The security of ddi QKD cannot be based
 on post-selected entanglement

Full scheme with four detectors

Drawback: detector blinding attack
produces double-clicks

Strategy 1: 
Thresholds depend on blinding power
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ηdet = 0
ηdet = 1D2 

ηdet = 0
ηdet = 1D1

Strategy 2: 
Thresholds depend on pulse timing
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Strategy 3: 
Imperfection of phase modulator

Strategy 4: 
Imperfection of beam splitter

π/ 2               π
Phase φE applied by Eve

0 3π/ 2 2π

N
or

m
al

is
ed

 e
ne

rg
y

0

0.25

0.5

0.75

1  

D1
D2
D3
D4

   mdi QKD: secure
   ddi QKD: insecure
In this case:
Eve can do a faked-state attack

Intensity at D1 
*Experimental data from Clavis2

*Experimental data from Clavis2

* BS splitting ratio 44: 56

The state just before measurement:


