Forced control of single-photon negative-feedback avalanche diodes using bright
illumination
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Any quantum key distribution (QKD) system trusts
the detectors used for measuring the single-photons.
However, in real world, their performance deviates from
an ideal detector. Imperfections in the devices leave loop-
holes in the system that can lead to security threats. An
eavesdropper Eve can get valuable partial or complete
information on the key by exploiting various types of
attacks such as photon number splitting (PNS) attack
[1], time-shift attack [2], and blinding attack [3]. Here,
we report blinding control of free-running negative feed-
back avalanche diodes (NFADs) [4]. These detectors are
promising for long distance QKD applications because of
their high quantum detection efficiencies at 1550 nm and
low afterpulsing probability [5].

In the blinding attack, Eve blinds Bob’s detectors using
a bright illumination to bring them into the linear mode
where diodes are not sensitive to single photons. Then
controlled bright laser pulses are superimposed with the
blinding power forcing Bob to detect exactly the same
outcome when measured at the matching bases as Eve
prepared, whereas Bob detects nothing when measured
in the wrong bases. Eve can gain a full copy of the raw
key without being noticed by Bob though this attack.
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FIG. 1. Probability to force a detection as a function of the
trigger energy for an NFAD.
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FIG. 2. Time Jitter for bright pulse and single-photons

for an NFAD. Bright pulse jitter is 100.6 ps full-width-half-
maximum (FWHM), while it is 271.8 ps FWHM for single
photons.

For blinding control, we used two NFADs from
Princeton Lightwave, and a custom made readout to
sense the detection signals [6 Flgl shows the detection
probability pg of an NFAD for various trigger pulse
energies at different blinding power. With a deadtime of
20 ps and a trigger pulse rate of 40 kHz, we see in Fig[l]
above certain blinding power, there is a sharp transition
between FEjcyer below which pg is '0” and Eqjwaeys above
which pgq is '1’. For ideal control, Eyecver > Eatways/2
and pg must be '1’; which can be less for larger distances.
In addition, jitter for bright pulses must be smaller than
the jitter at single photon, which is demonstrated in
Fig[2] Both of our NFAD samples demonstrated similar
results showing their susceptibility to blinding attacks.
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