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Implementations of quantum key distribution (QKD) need vulnerability assessment against loopholes
in their optical scheme. Most of the optical attacks involve injecting or receiving extraneous light via
the communication channel. An eavesdropper can choose her attack wavelengths arbitrarily within the
quantum channel passband to maximize the attack performance, exploiting spectral transparency windows
of system components. Here we propose a wide-spectrum security evaluation methodology to achieve full
optical spectrum safety for QKD systems. This technique requires transmittance characterization in a
wide spectral band with a high sensitivity. We report a testbench that characterizes insertion loss of fiber-
optic components in a wide spectral range of 4002300 nm and up to 70 dB dynamic range. To illustrate
practical application of the proposed methodology, we give a full Trojan-horse attack analysis for some
typical QKD system configurations and discuss briefly induced-photorefraction and detector-backflash
attacks. Our methodology can be used for certification of QKD systems.
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I. INTRODUCTION

Quantum key distribution (QKD) [1,2] allows two
remote parties to share secure keys with proven security.
Although QKD is proven to be information-theoretically
secure, there are gaps between the characteristics of practi-
cal devices and their theoretical models [3]. In such cases,
an eavesdropper Eve might perform attacks and eavesdrop
the secure key, compromising the security of QKD sys-
tems [4]. In QKD’s structure, the communicating parties
Alice and Bob reside in physically secure locations, and
Eve cannot access them directly. However, the commu-
nication channel is controlled by Eve, and she can inject
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light into Alice’s and Bob’s apparatuses through this chan-
nel to affect the state of internal components and also
extract light reflected or emitted from them. Thus some
of the most threatening strategies are light-injection and
unintended-light-emission attacks [5—24].

For the transmitters of QKD systems, Eve can inject
light in order to eavesdrop modulator’s encoding informa-
tion via reflected light [5,6,12], alter the performance of
the laser [15,18,25], damage the optical devices [20,22],
change the operating characteristics of phase and inten-
sity modulators [23,24] and energy meters [13]. For the
receivers of QKD systems, Eve can inject light to con-
trol the detectors [7,8,10], damage them [14], eavesdrop
modulator’s encoding information [12,26], or receive light
emission from avalanche photon detectors leaked back into
the communication channel [16,17,27].

Normally, QKD systems need to deploy additional pas-
sive optical devices, such as isolators, attenuators, and
spectral filters, to mitigate the effects of these attacks
[21,22,28]. However, the transmittance of these passive
optical devices is typically specified only around their
design wavelength, and shows significant deviations at
other wavelengths, which may lead to potential spectral
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side-channels. The communication channel itself, either
free-space or optical fiber, is transparent in a very wide
spectral range. Eve can thus choose her working wave-
length arbitrarily to maximize the attack performance.
For example, the reverse transmittance of isolators and
circulators designed for 1550nm rises significantly in
the 1000-1400nm wavelength range [29]. This spec-
tral side-channel may provide a valuable “window of
attack” for eavesdroppers and compromise the security
of QKD systems. In another example, a Trojan-horse
attack on a 1550nm QKD receiver becomes feasible at
1924 nm [26]. An avalanche backflash is spectrally broad,
spanning hundreds of nanometers [16,17]. Recently, an
induced-photorefraction attack using light at 532 [24]
and 405nm [23] has been investigated, which results in
significant changes in the refractive index and transmit-
tance of lithium-niobate phase and intensity modulators.
Therefore, we need to carefully analyze the vulnerabil-
ity of optical components in a wide spectral range and
propose appropriate countermeasures accordingly to guar-
antee the full-spectrum resistance to attacks in QKD sys-
tems. This will be necessary for upcoming certification of
QKD [30-34]. This applies to both discrete-variable and
continuous-variable systems, as the latter are also suscep-
tible to Trojan-horse, induced-photorefraction, and other
wavelength-dependent attacks [30,35,36].

Here we propose a characterization methodology to
achieve this. We consider a general approach for protection
of cryptographic modules and classify attacks into three
cases (see Sec. I1). We build an experimental testbench that
can characterize transmittance of fiber-optic components
in a wide spectral range of 400 to 2300 nm. We supplement
the cryptographic module with a bandpass physical filter
that guarantees a strong suppression of all light outside
this characterization window. This allows us to find the
weakest spectral spot in the protection of a QKD scheme
against each attack. The information leakage is quanti-
fied at this wavelength, then if necessary the protection is
improved (by, e.g., installing additional isolating compo-
nents or changing the optical scheme) to a point where the
attack does not impair QKD performance.

We demonstrate our methodology on examples of the
Trojan-horse attack (THA), induced-photorefraction, and
detector-backflash attacks. For the former, we consider
three QKD source configurations and characterize each
optical component in these configurations using our test-
bench. The optical components include isolators, cir-
culators, variable optical attenuators, filters, and fiber
coils. These devices exhibit different transmission char-
acteristics across the wavelength spectrum. Based on
these measurements, we analyze the secure key rate
under THA for two QKD schemes—prepare-and-measure
BB84 and measurement-device-independent—using exist-
ing security proofs and identify the source configuration
that makes each scheme fully resistant to this attack.

We then consider briefly the two other types of attacks,
induced-photorefraction and detector-backflash.

This paper is organized as follows. We discuss the
wide-spectrum security evaluation methodology in Sec. II.
Section III introduces the testbench hardware and test
methodology. In Sec. IV, we discuss how to design the
bandpass physical filter. We give application examples in
Sec. V and conclude in Sec. VI.

II. METHODOLOGY

Eavesdropping attacks on a QKD system involve either
Eve’s light injection via a quantum channel to affect a
specific internal component or analysis of the system’s
unintended light emission. In the first scenario, Eve con-
trols an individual component or obtains information about
it via reflected light. In the second scenario she does not
inject light into the system, but only registers and analyzes
the light emitted. In both scenarios, the transparency of her
attack channel (i.e., that of components between the target
and the quantum channel) is essential. If it is attenuating
light too much, Eve is unable to affect the target com-
ponent and cannot collect enough photons coming out of
the system that contain secret information. Typically, QKD
vulnerability is assessed only at the operating wavelength
(most common in C-BAND), but it is essential to consider
how transparent the attack channel is throughout the entire
spectral range available via the quantum channel. A spec-
tral transparency window allows Eve to more actively
target QKD internal components or get a more intense light
signal from them, and as a result, steal more information.
For each possible attack scenario, the QKD vulnerabil-
ity analysis involves identifying the optimal wavelength
(from Eve’s viewpoint) corresponding to the maximum
level of component interference or light leakage, and sub-
sequent estimate of the maximum information leakage
from the QKD devices. The analysis for a particular QKD
implementation consists of several steps.

(1) The QKD implementation is analyzed for the fea-
sibility of all currently known attacks (similarly to
Refs. [31,33]).

(2) For each possible attack, the attack channel and list
of its constituent components are defined.

(3) The transmission of each of these components is
characterized over a wide spectrum.

(4) The total transmission spectrum of the attack chan-
nel is calculated as a product of the individual
component transmittances.

(5) The response of the target component to illumina-
tion at different wavelengths or its emission spec-
trum is characterized.

(6) The maximum power of Eve’s light at the target
component at the optimal wavelength for attack or
total power exiting the QKD system is estimated.
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(7) From this estimate, the amount of information leak-
age is evaluated using existing security proofs or
other experimental studies.

This wide-spectrum methodology is applicable for a
very broad class of attacks on QKD systems with dif-
ferent protocols and internal designs. The vulnerability
analysis for each specific QKD implementation should be
performed individually. Every system is unique and sus-
ceptible to its own specific set of attacks [30,31,33,36].
Each has its own set of components, moreover the prop-
erties of components of the same type differ from one
manufacturer to another.

More formally, the methodology is the following. To
evaluate security against a light-injection or light-emission
attack, one needs to know the spectral response of its target
component to the attack light S(A) and the total transmit-
tance of an attack channel that the light traverses inside
the cryptography equipment during the attack y (A). Both
parameters are wavelength-dependent. Then, a secure key
rate R = K[S(A), y (A)] is calculated. Our study is primar-
ily concerned with the measurement of y (1), which can
be done in a uniform way. The measurement of S(}) and
derivation of the function K are attack-specific, though we
discuss some examples of these below.

From Eve’s perspective, a secure cryptographic module
(such as Alice or Bob) has a structure shown in Fig. 1.
The target component of Eve’s attack 7' is connected to
the quantum channel, where Eve resides, via optical com-
ponents P to Py and a filter F (which we explain later).
Behind 7T, non-zero backreflections from connectors and
other components always exist [5], collectively denoted by
a reflection coefficient M.

An important parameter for Eve’s attack is the total
transmittance of the attack channel y (A). The light suffers
attenuation as it passes every component on its way. We
classify Eve’s attacks into three cases.

Case 1. For light-injection attacks such as laser-
seeding, laser-pumping, induced-photorefraction, laser-
damage, detector-efficiency-mismatch, and tampering with

Cryptographic module

Quantum F P, P, Py T M
channel I
FCH (-
in
out
FIG. 1. General structure of a cryptographic module from

Eve’s point of view. An optical component 7 is the target of
attack. It is separated from the quantum channel by other opti-
cal components P; to Py and a broadband bandpass physical
filter F' that blocks very short and very long wavelengths. For
some attacks, a backreflection M behind 7 should be taken into
account.

a power meter, the attack channel is unidirectional from
Eve to 7. Then

N
y) =F [ [Pro, (1)

i=1

where PI" denotes a transmittance of component in the
inward light propagation direction. While many optical
components tend to have the same transmittance in both
directions, some may be slightly direction-dependent or
even be designed for strong non-reciprocity, such as opti-
cal isolators and circulators. For simplicity, we assume the
filter’s transmittance F is the same in both directions.

Case 2. Another case is a leakage of photons generated
inside the cryptographic module into the communication
channel, of which we currently know one example, the
detector-backflash attack. In this case, the attack channel
is unidirectional from 7 to Eve. Its total transmittance

N
y) =FOo) [ [P, )

i=1

where P{" is the component’s transmittance in the outward
direction. In these two cases, reflection M is neglected.

Case 3. The third case is the Trojan-horse attack where
Eve injects light and receives a fraction of it reflected back,
to learn the state of the modulator. The attack channel is
thus a round-trip. Then

N
y() =[FOP "0 M) [ [ PROP (),
i=1

3)

where 7™ and 7°" is the transmittance of the target modu-
lator in either direction. Estimating a reliable upper bound
on M is experimentally difficult, owing to the possibility of
constructive interference between multiple reflections Eve
might exploit, high temporal resolution required, and pos-
sible dependence of reflections on wavelength [34]. Also,
an internal reflection inside the target modulator behind its
active section may contribute, excluding part of the mod-
ulator’s attenuation. To avoid these challenges, it is much
easier to conservatively assume 7" 7°"A/ = 1 [34]. Then
Eq. (3) simplifies to

N

y) = [FOF [ ]ProPM o). )

i=1

Since y (1) is a product of individual transmittances (i.e.,
any possible interference effect involving reflections is
neglected), it can be computed from transmittances of the
individual optical components. We measure these with our
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testbench reported below, which covers a wide but finite
spectral range. The transmittance of components remains
unknown outside this characterization range. We thus need
to supplement each cryptographic module with the filter F
that guarantees light suppression outside this range by its
design (discussed in Sec. IV).

The susceptibility of the target component itself to
the attack light S(A) also varies with wavelength. While
for treatment of the Trojan-horse attack it may reason-
ably (and conservatively) be assumed to be spectrally flat
[28], for most attacks it varies strongly with wavelength
[15,18,23,24,26]. For instance, Alice’s laser is much more
responsive to seeding by light near its emission wave-
length [15,18] and Bob’s avalanche photodiode emits its
backflash in a broad but limited spectral band [16,17,27].
Characterizing this susceptibility and attack mechanisms is
outside the scope of our present study.

Finally, the form of function K also depends on the
attack. Often, Eve’s best strategy is to exploit the max-
imum response max; [y (A)S(A)] and inject light at that
single wavelength, such as, for example, in the Trojan-
horse [28] and induced-photorefraction [23,24] attacks.
However, some attacks may be best executed at multi-
ple discrete wavelengths or over a certain spectrum. For
instance, in the detector-backflash attack, the probability of
a photon leaking into the quantum channel should be inte-
grated over the entire emission spectrum fx y(AM)SA) di,
where S()) is the measured probability density of photon
emission from the avalanche photodetector. The key rate
formula X is further given by a relevant security proof that
accounts for the attack or for several attacks simultane-
ously. In Sec. V, we give some examples of this analysis
for particular attacks.

II1. SPECTRAL CHARACTERIZATION
TESTBENCH

Manufacturers of components typically do not docu-
ment their spectral characteristics over the entire trans-
parency range of the quantum channel that can be used
by Eve. We thus have to measure the component trans-
mittance ourselves. This measurement should have a wide
dynamic range, because the component may have a low
transmittance. Here we implement the testbench proposed
in Ref. [31]. It consists of a wideband light source, fiber
coupler, and spectrum analyzer (Fig. 2). We use a super-
continuum laser source (NKT Photonics SuperK Fianium
FIU-15) that emits “white light” of about 350—2400 nm
spectrum with variable pulse repetition rate of 1578 MHz
and total power of up to 7W [37]. Compared to a previ-
ous testbench [38], the spectral coverage of our testbench
is wider, facilitating the analysis of attacks in specific
bands, such as the induced-photorefraction attack [23,
24]. The power can be trimmed by lowering the pulse
rate. Although its output is already single-mode in a

NKT Photonics Yokogawa
Wideband | Split FD7 DUT | Spectrum
light source : | analyser
FIU-15 FD6 AQ6374

S
L]

AQ6375B

FIG. 2. Scheme of the spectral characterization testbench.
DUT, device under test.

large-core-diameter fiber, it needs to be coupled into the
standard single-mode fiber used by the components we
test. The fiber coupler consists of a dichroic splitter (NKT
Photonics SuperK Split [39]) that separates the spectrum
into two 400900 nm and 9002400 nm outputs, each fit-
ted with a tunable fiber coupler (NKT Photonics SuperK
Connect FD7 and FD6, respectively [40]). The testbench
operator manually connects the device under test (DUT)
to these outputs sequentially to scan the entire wave-
length range. Likewise, two spectrum analyzers are used
interchangeably to cover the entire wavelength range:
Yokogawa AQ6374 (350—1750nm [41]) and AQ6375B
(12002400 nm [42]).

We limit the total power at the input of DUT to 0.5 W,
to avoid damage to fiber patchcords and the spectrum
analysers. The power is lowered further for temperature-
sensitive DUTSs, such as variable attenuators and narrow
spectral filters. Incidentally, the dichroic splitting into the
two bands helps to suppress ghosts due to higher-order
diffraction in the spectrometers. We limit our total char-
acterization range to 4002300 nm, because below 400 nm
the light source has low spectral flux and the spectrome-
ter has higher noise, and above 2300 nm the suppression
of the ghost in the spectrometer is poor. To overcome the
limitation of characterization wavelength range and ensure
security beyond it, we design physical filters to limit Eve’s
attack wavelengths, which will be discussed in Sec. IV.

Obtaining the component’s transmittance consists of a
scan of the light source (done with the DUT replaced with
a patchcord) followed by the same scan with the DUT in
place. We have verified that the source and the rest of the
setup remain stable between these scans. The DUT’s trans-
mittance is then a ratio of the spectral flux measured with
the DUT and without the DUT. In logarithmic units of
spectral flux, the ratio is replaced with subtraction. The
entire spectrum is covered by repeating these scans in
three setup configurations and stitching them together, with
the stitching point between the splitter’s outputs being at
900 nm and between the two spectrometers at 1650 nm. A
typical source scan is shown in Fig. 3(a). It also shows
the spectrometer dark noise level and its smoothed upper
envelope obtained by a local maximum method combined
with a cubic spline interpolation (function “Envelope” in
OriginPro software). The difference between the measured
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Spectral performance of the testbench. (a) Spectrum of the light source (measured with the DUT replaced with a patchcord)

and the analyzer’s dark noise, at 1 nm resolution. (b) The resulting dynamic range of the transmittance measurement. This data is at
about 0.5 W at the DUT; the dynamic range will be narrower at a lower power.

source flux and the noise envelope gives the dynamic range
of our transmittance measurement, plotted in Fig. 3(b). It is
above 65 dB in the central part (1100—1900 nm) and drops
to 3050 dB at the edges. When the component’s insertion
loss at a given wavelength is higher that that, we are unable
to measure its transmittance and have to replace it with a
value given by the noise envelope, for security evaluation
purposes. We are thus able to guarantee the reliability of
the measurement data. Although this approach is conserva-
tive, it gives adequate results when applied to typical QKD
configurations, as the reader will see in Sec. V.

The spectral characterization is done with 1nm reso-
lution, which is sufficient for most components. If the
component contains a Bragg grating filter or other structure
that produces sharp spectral features, the scan resolution
can be increased to 0.05 nm, at the cost of a lower dynamic
range.

IV. DESIGN OF A BROADBAND BANDPASS
PHYSICAL FILTER

The standard single-mode fiber may transmit light out-
side the characterization wavelength range of our test-
bench. Since the behavior of the system components there
remains unknown, a supplementary filter F is needed.
This filter should guarantee suppression of short- and
long-wavelength light to a secure level even if all the
other system components are conservatively assumed to
be transparent. This completes the system certification
against the attack. The suppression has to be provided
by the physical design of the filter rather than by our
measurement.

For long-wavelength suppression, bend loss of the fiber
may be used. If the fiber is coiled with a sufficiently small
radius, it loses its waveguiding properties at longer wave-
lengths, releasing light into the cladding where it is emitted
or absorbed in the coating [43]. The smaller the bending

radius, the higher the loss of the fiber. Furthermore, light
with long wavelength is more easily leaked out of the
fiber at a specific radius. For example, a standard single-
mode fiber exhibits high loss at longer wavelengths, see
our measurement in Fig. 4. The effective cutoff wavelength
depends on the bend radius, with 15 mm radius being suit-
able for a typical QKD system. This broadly agrees with
the theory, which predicts a significant increase in bend
loss at 1550 nm when the radius is less than 12 mm [43]. A
previous experiment [44] shows that a single-loop coil of
15 mm radius has about 30 dB attenuation at 2250 nm and
virtually no attenuation at 1550 nm, which also roughly
agrees with our result. The high residual transmission
observed in Fig. 4 at longer wavelengths is probably an
artefact of our quick measurement, and should be verified

50
25

__ -104
S 20
8
c
S -20 15
€
(2]}
c
o
'_

_30 -

-40

T T T T T T T T T
400 600 800 1000 1200 1400 1600 1800 2000 2200
Wavelength (nm)

FIG. 4. Transmittance of a 2 m long single-mode fiber patch-
cord coiled for its entire length with different radii. The fiber
is Corning SMF-28e+ with 242 pum diameter coating inside a
0.9 mm outer diameter loose jacket, made into the patchcord with
FC/UPC connectors (Optizone Technology P-55-R-11-L-F-2).
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in a more carefully controlled test with a different turn
number and the coil being connected in series with other
system components to filter out cladding modes.

For short-wavelength suppression, well-understood
optical properties of bulk material may be used. For exam-
ple, pure Si has an absorption coefficient @ > 10° cm™! in
250—400 nm range, while being virtually transparent (o <
lecm™!) past 1140 nm [45,46]. A filter can be manufac-
tured inexpensively by inserting a several-millimeter-thick
silicon optical window into a fiber-pigtailed collimator
bench. Its cutoff may be shifted to a shorter wavelength by
selecting a semiconductor material with a wider bandgap
than that of Si (1.12eV [47]). For example, GaAs (GaP)
with the bandgap of 1.42 (2.26) eV [47] has the cutoff
wavelength around 870 (550) nm.

The design of these filters should be finalized together
with the system manufacturer and further verified by tests
and theoretical calculations. To protect F' against laser
damage, it may have to be placed not at the channel
entrance as shown in Fig. 1, but behind other components
[22]. This is future work.

V. APPLICATION EXAMPLES

While our wide-spectrum methodology can be used
for vulnerability assessments for every known attack that
depends on light injection or emission, we give a few
examples of its use. First, we give a full analysis (complete
with the key rate calculation) of the Trojan-horse attack for
some typical QKD system configurations. Then we dis-
cuss briefly how to approach two other types of attacks,
induced-photorefraction and detector-backflash.

A. Trojan-horse attack

In the Trojan-horse attack, Eve sends bright light into
Alice or Bob, where it passes through their modulators and
gets partially reflected back into the communication chan-
nel [5,6,12,26,29]. She can then measure this reflection and
learn the state of the modulator surreptitiously, without
disturbing QKD operation. In fiber-optic QKD systems,
the intensity of Eve’s injected light is upper-bounded by
a laser-induced damage threshold of the single-mode fiber
comprising the channel. Given a sufficiently low y (1), Eve
receives much less than one reflected photon per qubit and
the key information leakage is partial [28]. It is determined
by the mean reflected photon number (o = Ny /f, where
N is the total number of photons per second Eve may inject
into the channel and 1 is the clock rate of the QKD system.

The source in the QKD system often consists of a laser
followed by modulator(s) that prepare different quantum
states and variable attenuators (VOAs) that attenuate them
to the required intensity. For protection against the THA,
optical isolators and filters are added to the source, in order
to decrease y(A). Here we investigate three source con-
figurations (Fig. 5), which were proposed to mitigate the

(a) Laser Modulator(s) VOAs Isolators Fiber coil

N e i LI o

out
—_—

(b) DWDM
Pass

Ref

(©) FBG

2
1 3

Circulator

FIG. 5. Source configurations. The fiber coil is used as the
broadband physical filter. The passive protection components in
configuration (a) are VOAs and isolators. In configuration (b), we
add a dense wavelength division multiplexer (DWDM). In con-
figuration (c), the DWDM is replaced with a fiber Bragg grating
(FBG) filter. Arrows indicate the direction of attack light trans-
mission. Arrows in the isolator and circulator symbols indicate
their forward transmission direction.

impact of THA [28] and are widely deployed in com-
mercial QKD devices [31]. All of them use two VOAs,
three isolators, and the fiber coil of 15 mm radius and 21
turns. Configuration (a) consists of only these components.
The isolator transmits light at the laser wavelength in the
forward direction and heavily attenuates it in the reverse
direction.

In configuration (b), a dense wavelength division mul-
tiplexer (DWDM) is added. It is a three-port device that
internally consists of fiber collimators and a thin-film filter.
It is designed to transmit light between the ports Com &
Pass near the laser wavelength and Com &= Ref at other
wavelengths within its working wavelength range.

In configuration (c), the DWDM is replaced with a filter
consisting of a fiber Bragg grating (FBG) and a circula-
tor. The fiber Bragg grating is a diffraction grating with
a periodic change of refractive index in the fiber core.
It transmits most light without attenuation but strongly
reflects back the laser light whose wavelength matches two
grating periods. The circulator transmits light from its port
1 to 2 and from port 2 to 3, and heavily attenuates light
going in all the other directions. This filter thus passes laser
light to the source output and heavily attenuates all other
light in both directions.

In order to compute y (1) via Eq. (4), we measure trans-
mittance of individual components using our testbench.

1. Characterization of individual components

Isolator. We test a polarization-insensitive isolator
(Optizone Technology PII-55-P-T-2-11-LL-1). Its trans-
mittance in both forward and reverse directions is shown
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FIG. 6. Spectral characteristics of the isolator. The spectrome-
ter noise envelope is shown as a gray area (omitted for clarity
in subsequent plots) and as a black dotted line wherever it
substitutes real transmittance data.

in Fig. 6. The sensitivity of our spectrometer did not allow
us to measure the true transmittance in parts of the spec-
tral range, and the noise envelope was substituted there.
The forward transmittance is about —0.5 dB near the work-
ing wavelength of 1550nm but drops far from it. The
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FIG. 7. Spectral characteristics of the circulator between ports

(a) 1 and 2, (b) 2 and 3, and (¢) 1 and 3.

isolation (defined by the reverse transmittance) is high
around 1550 nm but deteriorates far from it, especially in
the 1050-1300nm range. There it drops at least 50 dB
lower than at the working wavelength.

Circulator. We test a polarization-insensitive circulator
(Optizone Technology FCIR-55-1-111-LLL-1) used in our
source configuration (c). Its transmittance in all six possi-
ble directions is shown in Fig. 7. While the characteristics
between ports 1 = 2 and 2 = 3 are broadly similar to
those of the isolator, the attenuation between ports 1 = 3
remains uniformly high at all wavelengths.

Variable optical attenuator. Industrial QKD systems
often use inexpensive micro-electro-mechanical systems
(MEMS) VOAs. We test two samples of one of these
devices (Shanghai Honghui optics communication mate-
rial Co., Ltd. FASRE-55SM-40BR-LS-FU-1M). It con-
tains a mirror deflected by an externally applied dc volt-
age, changing its attenuation in about 1-30dB range at
1550 nm. However, as can be seen in Fig. 8, the attenua-
tion at longer wavelengths can be significantly lower than
that set.

Dense wavelength division multiplexer. Quantum key
distribution systems sometimes employ the DWDM to
add separate synchronization and data channels at different
wavelengths. We test one such device (Connet Fiber Optics
DWDM-100G-1 x 2-C34-900-1-FA), see Fig. 9. Only one
direction is shown; transmission in the opposite direction
(Ref — Com and Pass — Com) is virtually identical. The
device is working as designed in the 1400—1650 nm range.

Voltage of 0 V

-60 - T T T T T T T T T
400 600 800 1000 1200 1400 1600 1800 2000 2200
Wavelength (nm)
FIG. 8. Spectral characteristics of MEMS VOA at different

control voltages. (a) Sample 1; (b) sample 2.
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FIG. 9. Spectral characteristics of DWDM. The scan is at 1 nm

resolution except its 1549—1551 nm portion scanned at 0.05 nm
resolution (magnified in the inset).

Outside this range, its transmission through both port pairs
becomes chaotic and generally high.

Fiber Bragg grating-based filter. The FBG filter consists
of' the circulator tested above and FBG (Wuxi Ruike Huatai
Electronics Limited FBG-100) connected at its port 2. The
other end of FBG is pigtailed with an angled connector that
remains unconnected. We define the transmission from the
circulator’s port 1 to port 3 as the forward direction and
the opposite as the reverse direction. We test this filter as a
whole, see Fig. 10. Its attenuation is above 40 dB through
the 7502270 nm range in both directions, with a single
narrow forward transmission peak at 1550 nm. This filter
is thus wideband, unlike the other components.

pomn
-10; Forward
. -10

R 1
m -201% -20
i [,
§ 30: n,
S | \ 1549 1550 1551~
= N,
&
@ -40
©
'—

_50A

_60A

T T T T T T T T T
400 600 800 1000 1200 1400 1600 1800 2000 2200
Wavelength (nm)
FIG. 10. Spectral characteristics of the FBG-based filter. The

scan is at 1nm resolution except its 1549—1551nm portion
scanned at 0.05 nm resolution (magnified in the inset).

2. Security evaluation

The impact of information leakage from the encod-
ing module caused by the THA needs to be quantified.
Since the target susceptibility S to THA is assumed to be
wavelength-independent and need not be tested, the above
measurements are sufficient for protocol security analysis
[28]. The targets of the THA are the phase and intensity
modulators. The former may leak the basis information
under the THA, which leads to a basis-dependent problem
tackled by a quantum coin method [28]. This affects the
evaluation of the phase error rate

el = ey +AA (L= A)(1 = 2¢1)

+4(1 =28,/ A1 = Aefiy (1= ey, (5)

where e{( vit 1s the bit error rate and A’ is used to quantify
the basis-dependence.

The leakage of the intensity-encoding information leads
to a distinguishable-decoy-states problem, treated with a
trace distance method [48,49]. It introduces a deviation in
the parameter estimation in the decoy-state analysis

Y, = [qua Yy + (1 = qui) Y, ]| < Dy s

(6)
|Y7n€'n - [anszef, + (1 — guit) Yf,ef,]| <Dy ki
where ¥, (¢€)) is the yield (error rate) of n-photon signals
under the THA given the intensities selected by Alice j €
{1, v,w}, Dy, is the trace distance, and g, is the con-
ditional probability to have selected the intensity setting k&
given that the pulse contains # photons.
We investigate the secure key rate of a decoy-state BB84
protocol [50] under the THA based on [28,48]. Its lower
bound can be written as

R={(ue) P [1 = ho (V)] = se0bm (ED) ). D

where Q% and El are the gain and QBER in Z basis; Y2
(e)f’U) is the lower (upper) bound of the single-photon yield
(error rate) in Z basis (X basis); f, is the error correc-
tion inefficiency; 4, (x) is the binary entropy function. The
key to calculating the secure key rate is to accurately esti-
mate the single-photon parameters YlZ’L and e)l( Y. We use
a decoy analysis method from Ref. [50]. By introducing
Egs. (5) and (6) into the calculation of the secure key rate,
we account for the THA.

We also investigate a decoy-state measurement-device-
independent (MDI) QKD protocol [51]. Its secure key rate
can be written as [52,53]

— f0sh (E5) ), ®)
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where p;, and py, are the probabilities of Alice and Bob
sending the signal states, 07 and E7 are the gain and
QBER in Z basis, Y)I(I’L (e)l(l’U) is the lower (upper) bound of
the single-photon yield (error rate) in X basis, and s4 and
sp are the intensities of signal states. We use a decoy analy-
sis method from Ref. [54]. By introducing Egs. (5) and (6)
into the calculation of the secure key rate, we account for
the THA.

The maximum power that can be injected within
4002300 nm is not known precisely. Here we adopt the
value of 15.6 W at 2300nm [28]. Although this might
be a slight underestimate of fiber power-carrying capa-
bility, it is in line with power levels observed to cause
destructive effects in components and in the fiber [20,22,
55,56], and therefore is a plausible order-of-magnitude
estimate of Eve’s limit. For simplicity, we set N = 1.9 x
102° photon/s.

Prepare-and-measure BB84 QKD system. We calculate
the secure key rate of the BB84 QKD system as detailed
above, using system parameters listed in Table I and pro-
tocol specification detailed in the Appendix. Figure 11(a)
shows the key rate for y = 0 (no information leakage) and
four different attenuations of Trojan photons, resulting in
reduction of the maximum key generation distance to 93%,
79%., 60%, and 8%.

The actual measured attenuation of Trojan photons,
calculated via Eq. (4), is shown in Fig. 11(b). The driv-
ing voltages of the two VOA samples are set here to 9
and 10V, corresponding to attenuation of about 13 and
18 dB at 1550 nm. Their resulting attenuation of the order
of 30dB is typical for a gigahertz-rate QKD system’s
source [58]. These plots show that the source configura-
tion (c) enables the QKD system to achieve over 93%
maximum key generation distance under the THA over
the entire wavelength range. However, configurations (a)

(@)

10*2A
g 1074
=]
[ %
- 4]
3 10 ) )
o No information
S 405 leakage
>
[}
4
[} -
5 10764
[&]
&

107 4

10*8A

0 50 100 150 200
Distance (km)
FIG. 11.

TABLE I. Experimental parameters [21,57] we use in the cal-
culation of secure key rate. The previous QKD systems [21,57]
had a detector efficiency of 49.5% and receiver insertion loss of
1.1 dB, resulting in the total receiver detector efficiency of 38%
we use here.

Channel loss coefficient o (dB/km) 0.2
Clock rate f (Hz) 1.25 x 10°
Background rate Yo 8 x 1078
Total misalignment error ey 2%
Detector efficiency et 38%
Error correction inefficiency fe 1.16

and (b) both have two significant high-risk wavelength
bands near 1200 and 1900 nm, where the guaranteed key
generation distance drops well below 60%. Lower attenu-
ation in these bands stems from the deficiencies in spectral
characteristics of the isolator, VOA, and DWDM. The
fiber Bragg grating-based filter in the configuration (c)
efficiently compensates for these.

MDI-QKD system. Measurement-device-independent
QKD is immune to detection-side attacks. Both Alice and
Bob function as transmitters, encoding standard BB84
quantum states and sending them to an untrusted relay
Charlie, where Bell-state measurements are performed.
The security of the transmitter thus becomes vital. In our
analysis, we assume Eve attacks both transmitters of the
system simultaneously. We use system parameters listed in
Table I and protocol specification detailed in the Appendix.
Figure 12(a) shows the key rate for y = 0 (no information
leakage) and four different attenuations of Trojan pho-
tons, resulting in reduction of the maximum key generation
distance to 93%, 79%, 60%, and 6%.

The actual measured attenuation of Trojan photons is
shown in Fig. 12(b). Since this system requires higher

(b) 700 —— (a) VOAs + 3 isolators
+ fiber coil
—— (b) VOAs + 3 isolators + DWDM
600 . .
+ fiber coil
—— (c) VOAs + 3 isolators + FBG

500 + fiber coil

400

Attenuation (dB)

300+

200

100 T T T T T T T T T
400 600 800 1000 1200 1400 1600 1800 2000 2200

Wavelength (nm)

Security analysis of BB84 QKD under the THA. (a) Secure key rate for different attenuations of Trojan photons. (b)

Total measured attenuation of Trojan photons for the three source configurations shown in Fig. 5 under the assumption of unity

backreflection.
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FIG. 12.

(b) 700+ —— (a) VOAs + 4 isolators
+ fiber coil
6004 —— (b) VOAs + 4 isolators + DWDM
+ fiber coil
—— (c) VOAs + 4 isolators + FBG
500 - + fiber coll

Attenuation (dB)
N
8

100 T T T T T T T T T
400 600 800 1000 1200 1400 1600 1800 2000 2200

Wavelength (nm)

Security analysis of MDI QKD under the THA. (a) Secure key rate for different attenuations of Trojan photons. (b) Total

measured attenuation of Trojan photons for the three source configurations shown in Fig. 5 with four isolators in each instead of three.

We conservatively assume unity backreflection.

attenuation, we have increased the number of isolators
in all the source configurations to four. The settings of
VOAs are the same as those in the BB84 QKD system,
because the source’s function is similar. Similarly to the
BB84 QKD system, the source configuration (c) allows
93% maximum key generation distance under the THA
over the entire wavelength range. Configurations (a) and
(b) fail to guarantee key generation, owing to the high-risk
band near 1200 nm.

We consider two experimental MDI-QKD systems, a
free-space one [59] and fiber-optic one [60]. In both sys-
tems, the source is implemented with fiber optics. In the
free-space system [59], there are two components between
the modulators and the transmitter telescope: one VOA
and one circulator connected via its ports 1 — 2. These
two components provide less than 70 dB total attenuation
of Trojan photons at 20002200 nm. This is lower than
the threshold estimated in Fig. 12(a). The fiber-optic sys-
tem [60] implements the intensity modulator, attenuators,
and polarization modulator in an integrated-optics Si chip,
followed by a single fiber-optic isolator before the com-
munication channel. Although the integrated chip has the
advantage of lower reflectivity than bulk optics, one iso-
lator is not sufficient [21]. Therefore, both experimental
systems need additional isolating and filtering components
for the protection against THA in a rigorous manner.

B. Induced-photorefraction attack

In this attack, Eve injects short-wavelength light
into QKD device that creates a space charge in its
lithium-niobate electrooptic modulators and thus changes
their photorefractive properties [23,24,61]. Illumination
power at the modulator of 3nW (400 wW) at 405nm
(532 nm) is sufficient to induce measurable changes in its
characteristics.

We can easily calculate y (1) for the attack channel via
Eq. (1) in our source configurations (Fig. 13) and upper-
bound Eve’s power reaching the modulators. However, the
modulators’ susceptibility has only been measured at the
two discrete wavelengths. A general security proof that
takes this imperfection into account is not available. With
this limited knowledge, only a preliminary estimate of the
system’s security can be made.

Assuming the maximum cw power that Eve can inject
into the fiber to be 15.6 W just like in the Trojan-horse
attack, the power that reaches the modulators in config-
uration (a) at 405nm (532nm) is 3.3 x 10719W (7.2 x
10~15W). This is 1 (11) orders of magnitude below that
causing measurable effects [23,24]. Source configurations
(b) and (c) provide slightly higher attenuation. The safety
margin at 405 nm is small and the attenuation drops rapidly
towards shorter wavelengths (Fig. 13), preventing us from
drawing a reliable conclusion. If the short-wavelength

2504
o
e
~ 2004
c
9
©
=}
S 150
g Source configuration
(a)
100
—b)
(c)
T T T T T T T T T T
400 600 800 1000 1200 1400 1600 1800 2000 2200
Wavelength (nm)
FIG. 13. Total measured attenuation of Eve’s light reaching

the modulators in the three source configurations shown in Fig. 5.

040331-10



WIDE-SPECTRUM SECURITY OF QUANTUM KEY...

PRX QUANTUM 6, 040331 (2025)

suppression physical filter is implemented (Sec. IV), the
sources can probably be considered safe. However, we
stress that the general security proof providing the secure
key rate R is needed to confirm this and the modulator
susceptibility S()) needs to be characterized at other wave-
lengths. For the latter characterization, our testbench may
be supplemented with a monochromator [31].

C. Detector-backflash attack

This is a passive attack, in which Eve measures the
polarization or other properties of light emitted into the
channel by QKD receiver device [17,27,62]. The spectrally
broad emission originates in avalanche photodiodes and
may identify which detector has clicked, thus leaking key
information.

In a typical QKD receiver, backflash light passes sev-
eral components on its way to the communication chan-
nel, such as DWDM and isolators similar to those we
have characterized [31]. The transmission of attack chan-
nel y (1) is calculated by Eq. (2). While security proofs
providing R in the presence of this attack are available
[17,62,63], they require as input the probability of photon
emission from the receiver e = f , Y (AM)S(A) di, where
S(X) is the probability density of photon emission from the
detector. The latter spectral distribution is challenging to
measure, owing to high sensitivity required. The spectrom-
eters in our testbench lack it. The characterization has to be
done with a set of spectral filters or tunable filter followed
by a single-photon detector [16,27,64].

VI. CONCLUSION

We have demonstrated a characterization methodology
to achieve full-spectrum security of QKD systems. Since
all known implementations of QKD utilize photons as
information carriers, it should be applicable to most optical
attacks on them. The full analysis of each attack needs data
on wavelength-dependent transmission of the attack chan-
nel, target susceptibility, and security proof that accounts
for these.

We have used our testbench to test passive fiber-optic
components in a wide spectral range of 4002300 nm. Our
experimental results confirm that the optical device char-
acteristics deviate significantly at different wavelengths,
which may lead to potential security vulnerabilities. We
have evaluated the protection of QKD sources against
THA and identified that the source configuration (c) with
the FBG-based filter guarantees the security of typical
one-way decoy-state BB84 and MDI-QKD systems. We
have outlined how to apply our methodology to induced-
photorefraction and detector-backflash attacks.

Our testbench and characterization methodology can be
used for certification of QKD systems against other attacks
as well. This promotes secure implementation of QKD and
its standardization.
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APPENDIX: QKD PROTOCOL SPECIFICATION

In the security analysis of the BB84 QKD system, we
study the three-intensity decoy state BB84 QKD proto-
col [50]. Alice chooses her bit value uniformly at random.
Then, the bases Z and X are selected with probabilities P,
and 1 — P and the secret key is extracted from the events
whereby Alice and Bob both chose the Z basis. Each pulse
is randomly prepared in one of the three intensities {u, v,
w} chosen with probabilities P,, P,, and (1 — P, — P,).
The intensities satisfy 4 > v + wand 4 > v > w. Here, u
denotes the intensity of the signal state. We perform a full
optimization of parameters {u, v, P,,, P,, Pz}. In parameter
estimation, we use the analytical approaches [50,65], and
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consider statistical fluctuations [66] and deviations caused
by THA [28,48].

In the security analysis of the MDI-QKD system, we
study the four-intensity decoy state MDI-QKD protocol
[52,53]. There are three intensities {u, v, w} in the X basis
for the decoy-state analysis and one signal intensity {s} in
the Z basis for secret key generation. We consider a sym-
metric channel loss where Alice and Bob use the same
parameters. Including the probabilities P for each intensity,
both Alice and Bob use the same group of six parame-
ters {s, u, v, Py, P,, P,}. We perform a full optimization of
parameters. In parameter estimation, we use the analyti-
cal approaches [21,54], and consider statistical fluctuations
[53] and deviations caused by THA [21].
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