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Chip-based quantum key distribution (QKD) systems offer improved efficiency but may also intro-
duce previously unrecognized security vulnerabilities. In this work, we identify and experimentally
characterize cross-polarization-intensity (CPI) correlations in a real-world chip-based QKD system.
Moreover, we introduce a security analysis that incorporates CPI correlations and apply it to eval-
uate the performance of an integrated high-speed QKD system. Our results emphasize the need for
rigorous security assessments in chip-based QKD implementations.

Introduction. Quantum key distribution (QKD) [1]
has become a cornerstone of secure communication tech-
nologies. Recent advancements have seen the integration
of chip-based QKD systems [2], which offer increased
key rates and more compact devices. However, practi-
cal implementations often diverge from idealized theo-
retical models, meaning that real-world systems remain
susceptible to security vulnerabilities [3, 4]. In this con-
text, the use of novel structures and materials in inte-
grated QKD sources may further introduce previously
unexplored threats.

In this work, we experimentally demonstrate the ex-
istence of cross polarization–intensity (CPI) modulation
correlations in the source components of chip-based QKD
systems. We further develop a security analysis that ac-
counts for this type of correlations and apply it to eval-
uate the system’s key rate based on the experimental
data. These results offer critical insights into the prac-
tical security of integrated QKD systems and contribute
to the advancement of more comprehensive and realistic
security models.

Chip under test. The scheme of the source chip
tested in our experiment is shown in [5] as illustrated
in Fig. 1a. It comprises two pivotal elements: an inten-
sity modulator (IM) and a polarization modulator. The
IM is constructed with two multimode interferometers
(MMIs), two thermal optical modulators (TOMs), and
two carrier depletion modulators (CDMs). The Pol-M
consists of two MMIs, four CDMs, and a two-dimensional
grating coupler (2DGC). The 2DGC combines the light
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from two spatial modes into a single spatial mode with
two mutually orthogonal polarizations. The TOM and
the CDM serve as phase shifters to adjust the inten-
sity and polarization states of the optical pulses emitted
by the source chip. An electrical signal from an exter-
nal source is converted into equally positive and nega-
tive voltages, which are then applied to a pair of upper
and lower CDM/TOMs. An external electrical signal is
split into equal positive and negative voltages and ap-
plied to a pair of upper and lower CDM/TOMs. The
CDMs are driven by a radio frequency signal from an ar-
bitrary waveform generator (AWG), while the TOMs are
controlled by a direct current (DC) signal. The chip in-
sertion loss is about 40 dB and the repetition frequency is
50MHz. The IM is adjusted to produce signal states with
a mean photon number of 0.5 during the constructive
interference, and to produce decoy states with a mean
photon number of 0.1.

Dependence of the pulse intensity on the po-
larization setting. First, we experimentally measure
and characterize the dependence of the actual intensity
of the emitted states on the polarization setting. The
experimental setup is illustrated in Fig. 1a (Path 1).
The variable optical attenuator (VOA) at the output
of the encoder has an attenuation of 40 dB to ensure
that the output optical energy is at the single-photon
level. A superconducting nanowire single-photon detec-
tor (SNSPD) with ∼50% efficiency is used to monitor the
photon count.

In the experiment, the photon count is initially
recorded for 0 V at the IM’s CDMs. Next, an AWG
signal is applied to the first pair of Pol-M CDMs, sweep-
ing the voltage from –3 V to 3 V in 0.05 V increments,
and recording the detections at the SNSPD during 0.2 s
for each voltage. The process is repeated for the decoy
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FIG. 1: Experimental setup and results. (a) The setup used to characterize the dependence of the pulse intensity
on the polarization setting corresponds to Path 1, while that used to characterize dependence of the state polarization
on the intensity setting corresponds to Path 2. (b) The experimental results for the signal/decoy intensities illustrate
that the actual intensity of the emitted pulse depends on the polarization modulation, with noticeable fluctuations
for the decoy state. (c) Polarization shift undergone by the Z-basis states |H⟩ and |V ⟩ and (d) Polarization shift
undergone by the X-basis states |A⟩ and |D⟩. To improve clarity, all curves are plotted using a 0.15 V step size.

intensity setting. Finally, we convert the photon counts
into relative loss, defined as

loss(VPol) = −10 log10
N(VPol)

N(0)
, (1)

where N(VPol) represents the number of detections when
the Pol-M’s CDMs are driven at VPol. The relative loss
under the signal/decoy state is shown in Fig. 1b. These
curves show that the relative loss of the chip varies with
the voltage of the Pol-M’s CDMs. As the voltage varies
from −3 to 3 V, the relative loss of the source chip in-
creases from −0.5 dB to 1.5 dB. For the decoy state, the
relative loss experiences noticeable fluctuations when the
voltage drops below −2V due to the interference of the
IM.

Dependence of the state polarization on the in-
tensity setting. In the second experiment, we examine
how the intensity setting affects the actual polarization
of the emitted states. The experimental setup is shown
in Fig. 1a (Path 2). A decoder chip [6] is employed to an-
alyze the actual polarization of the quantum state. This
decoder comprises spot size converters (SSC), a polar-
ization splitter-rotator (PSR), VOAs, MMIs and TOMs.

The loss of the decoder chip is ∼4 dB [6]. By adjusting
the TOMs, one can measure the input light in the Z and
the X bases.

In the experiment, the polarization setting is set
to produce a particular polarization state |ψ⟩ ∈
{|H⟩ , |V ⟩ , |D⟩ , |A⟩} for the signal intensity. Secondly,
the signal from the AWG is applied to the IM’s CDM,
sweeping the voltage from −4 V to 3 V in increments of
0.05 V, and the clicks of the four SNSPDs for 0.2 seconds
are recorded at each voltage. We repeat the procedure for
the four polarizations. Note that the direct measurement
results from the SNSPDs correspond to photon counts
associated with the Z and X bases, and therefore these
counts need to be converted into polarization states. We
estimate the actual polarization state by calculating the
normalized photon counts within the same basis. In par-
ticular, if NH , NV (ND, NA) denote the measured pho-
ton counts in the Z (X) basis, the estimated polarization
state is computed as

|ψ⟩ =

{
( NH

NH+NV
, NV

NH+NV
)T if |H⟩ or |V ⟩ is sent,

( NA

NA+ND
, ND

NA+ND
)T if |D⟩ or |A⟩ is sent.

(2)
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Now, let |ψ0⟩ be the reference polarization state, i.e., the
state when the voltage of the IM’s CDMs is 0 V. Then,
we measure the difference between the polarization of
the reference state |ψ0⟩ and the polarization of the state
|ψ⟩ associated with a particular voltage VIM at the IM’s
CDMs as

∆θ = arccos⟨ψ|ψ0⟩. (3)

As shown in the Figs. 1c and 1d, the observed polar-
ization shifts significantly as VIM deviates from 0 V. Fur-
thermore, the magnitude of this shift depends on the volt-
age applied to the Pol-M. In particular, the horizontally
polarized state |H⟩ —which undergoes no modulation—
suffers the smallest polarization shift, whereas the verti-
cally polarized state |V ⟩ —which has the largest modu-
lation voltage— exhibits the strongest polarization shift.
These results demonstrate that the actual polarization
changes with the voltage of the IM’s CDMs.

Theoretical analysis and impact on the security.
Let x ≡ aα ∈ { 0Z , 1Z , 0X , 1X } and I ∈ { I0, I1, I2 } de-
note Alice’s polarization and intensity settings, respec-
tively. According to our experimental observations, the
actual mean photon number µ of the generated optical
pulse depends not only on the intensity setting I but
also on the polarization setting x, and a similar effect
has been observed for the actual polarization θ. This
means that the transmitted states must be generally
modeled as ρx,I =

∑∞
n=0 pn|µ(x,I) |nθ(x,I)⟩⟨nθ(x,I)|, where

pn|µ(x,I) represents the conditional probability of emit-
ting n photons given that the actual intensity of the
emitted pulse is µ(x, I), and |nθ(x,I)⟩ is an n-photon
state with polarization θ(x, I). Similarly, we have that

Q
bβ
x,I =

∑∞
n=0 pn|µ(x,I)Y

n
bβ ,θ(x,I)

, where Q
bβ
x,I (Y n

bβ ,θ(x,I)
) is

the probability that Bob records the measurement out-
come b given that he selects the basis β and Alice pre-
pares the state ρx,I ( |nθ(x,I)⟩).
In this scenario, the probability of emitting a single-

photon state in a (Z, I0)-round may differ for Alice’s
bits a = 0 and a = 1, as in general p1|µ(0Z ,I0) ̸=
p1|µ(1Z ,I0). Besides, the single-photon yield can no longer
be estimated using the standard decoy-state analysis, as
θ(x, I) now depends on the intensity setting and therefore
Y n
bβ ,θ(x,I)

̸= Y n
bβ ,θ(x,J)

for I ̸= J . Moreover, the single-

photon states are now deviated from their ideal polariza-
tion state, and so the bit-averaged Z-basis and X-basis
single-photon components are in general distinguishable.

To evaluate the impact of the cross CPI correlations

on the security, we derived an asymptotic security anal-
ysis for decoy-state QKD that allows to estimate the
single-photon yield and the phase-error rate in this sce-
nario. For this, we establish loss-tolerant-type rela-
tions [7] among certain yields, as well as include addi-
tional fidelity-based constraints between yields with the
same value of x but different I.
The rate vs distance performance of the decoy-state

protocol is shown in Fig. 2. There, we consider two sce-
narios: one with an ideal transmitter that does not suffer

FIG. 2: Rate-distance performance for the decoy-state
BB84 protocol with 1 (red lines) and 2 (blue lines) decoy
intensities. The solid lines represent the ideal scenario
where both the intensity and encoding perfectly match
their ideal values. The dashed lines depict the realistic
flawed scenario analyzed in this work. The intensities
have been optimized for each distance.

from CPI correlations, and the real scenario with cross
correlations. The results show that, with the considered
security analysis, the CPI correlations slightly reduce the
attainable secret-key rate in the two-decoy setup. In-
terestingly, in the one-decoy setup, CPI correlations en-
hance the secret-key rate. This occurs because these cor-
relations introduce additional effective intensities that
help to improve the yield and phase-error rate estima-
tions. Importantly, we remark that applying a standard
decoy-state analysis that disregards CPI correlations on
the same set of protocol statistics could result in an in-
secure key rate.
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