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Energy-time attack on detectors in quantum key distribution
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Quantum key distribution is unbreakable in theory but may be hacked via imperfections in its hardware
implementations. While many imperfections have been mitigated by countermeasures and advanced security
proofs, several remain unsolved. One of these is a superlinear behavior in single-photon detectors, when the click
probability rises faster with the photon number of an incoming light pulse than expected from individual inde-
pendent photon detections. Here we test an avalanche single-photon detector sinusoidally gated at 312.5 MHz for
superlinearity. Its click probability is moderately superlinear. However, we notice that the click timing depends
strongly on the incoming pulse energy. The click occurs progressively earlier, shifting more than 2 ns as the
energy rises over a wide 50-dB range. An attacker might use this energy-time effect to conditionally toggle the
click between adjacent key bit slots, violating an implicit assumption in the security proofs and rendering them
inapplicable. We propose two attacks that exploit this flaw.
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I. INTRODUCTION

The security of data sharing including private communi-
cations, financial transactions, and medical information plays
an important role in modern life. With the second quantum
revolution underway [1], the security question rises again.
Widely used cryptography algorithms based on computation
complexity of factorization [2] may be hacked by quantum
computers in the near future [3]. To avoid the collapse of infor-
mation security, quantum key distribution (QKD) technology
is proposed [4]. Its security is based on quantum mechanics
and cannot be broken, in theory. Unfortunately, the first QKD
algorithms assumed that the optical hardware, on which they
are implemented, is perfect. Further investigations have shown
that this condition cannot be met at the current technology
level. Multiple attacks on QKD exploiting imperfections of
its hardware implementations have been proposed [5–28].

One approach to fix this problem is to develop device-
independent algorithms [29,30]. They have shown an
impressive progress, particularly in measurement-device-
independent QKD [31,32], source-independent QKD [33],
source-independent quantum random number generators [34],
and quantum teleportation [35,36]. The price for their higher
security is a high complexity of the QKD setup and a dra-
matic decrease of the key rate. Another approach is a proper
certification of imperfect single-photon sources and detectors
with countermeasures against well-known threats. This allows
the use of a cheaper prepare-and-measure high-rate QKD [4]

*Contact author: zaitsev20k@gmail.com

at the price of complicating its certification procedure. An
example of the second approach can be found in [37], where
a QKD system manufactured by QRate is analyzed. However,
this approach is based on the knowledge of possible attacks,
which is not guaranteed to be complete. Starting from year
2000, when the first attack was discussed in the literature [5],
quantum hackers find a new attack once a year, on average
[5–28]. Notably, a superlinear behavior has been observed in
a wide range of single-photon detectors [9,10,38–41].

Here we report a loophole that threatens the security of
prepare-and-measure QKD. We have found that a single-
photon detector (SPD) attacked by a short bright pulse
responds to a higher-energy pulse faster compared to a lower-
energy pulse. We call this an energy-time effect. The total time
shift observed exceeds 2 ns. This effect can be a tool for an
eavesdropper Eve to manipulate the registration time of click
events. This is accounted for neither in security proofs [42,43],
nor in current certification standards [44,45], nor in the recent
analysis [37].

This work is part of an effort to design a secure singe-
photon detector for QKD implementations. We expect that
efficiency-mismatch attacks might be closed by implementing
a four-state Bob (see [37]), blinding attacks might be closed
by a photocurrent measurement (see [46]), and superlinearity
can be characterized, as we also demonstrate in this paper.
We find that the approach to characterizing superlinearity dis-
cussed in [39] needs an improvement for certification, which
we implement. We compare our improved method to the orig-
inal one and find it to be applicable to a much wider range
of attack parameters under test. For the particular detectors
tested in this paper, we observe a limited amount of superlin-
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FIG. 1. Experimental setup. SG, signal generator (SG1, Keysight
81180B; SG2 and SG3, Highland Technology P400); LD, laser
diode (Gooch & Housego AA1405-193200-100-PM900-FCA-00);
Iso, isolator (Thorlabs IO-H-1550APC); Osc, oscilloscope (LeCroy
WavePro 735Zi); VOA, variable optical attenuator (OZ Optics
DA100); SPD, single-photon detector under test (QRate).

earity, which may or may not be sufficient for an after-gate
attack [38].

The paper is organized as follows. We describe the experi-
mental setup and detector under test in Sec. II. In Sec. III, we
present the methodology of superlinearity measurement and
its results, characterize the energy-time effect, and also notice
a memory effect. In Sec. IV, we propose possible attacks on
QKD systems exploiting the energy-time effect. We discuss
countermeasures in Sec. V and conclude in Sec. VI.

II. EXPERIMENTAL SETUP

A. Detector under test

We test two samples (SPD1 and SPD2) of a detector
designed by QRate. Its scheme and work principles are dis-
cussed in [47]. The detector uses an InGaAs/InP single-photon
avalanche diode with a mixed passive-active quenching,
which provides a dead time of 4.34 µs (SPD1) and 4.36 µs
(SPD2).

The detector is sinusoidally gated at a frequency of F =
312.5 MHz (period of 3.2 ns). It is synchronized by an exter-
nal 100-MHz clock input. The gating frequency of 312.5 MHz
is formed internally by multiplying the 100 MHz clock by
25/8 inside the detector.

The photon detection efficiency (measured at 0.1 photons
per attenuated laser pulse applied at 1 kHz rate) is 9.8% and
12.7% for SPD1 and SPD2, respectively, while their dark
count rate is D = 428 and 532 Hz, respectively. To reduce the
influence of the dark count rate on the measurement of pho-
ton detection efficiency, we use a coincidence logic detailed
below.

One can see that the sample parameters do not perfectly
match. If a pair of such SPDs is used in a QKD receiver,
its security can be provided by amending the QKD protocol
[48,49]. Alternatively, the four-state Bob cancels any mis-
match between the two SPDs, including time and wavelength
mismatch [37].

B. Test bench and methodology

In order to investigate the detector’s superlinearity and
energy-time effect mentioned above, we use a scheme shown
in Fig. 1. The first signal generator (SG1) serves as a clock
sending a 100-MHz, 3-V peak-to-peak sine wave to the SPD

and second signal generator (SG2). The latter sends two si-
multaneous pulses at f = 1 kHz repetition rate: one to drive
a gain-switched 1551-nm laser diode (LD), and the other to
an oscilloscope (Osc). The laser diode produces light pulses
of 269 ps full width at half-maximum (FWHM) and is fol-
lowed by an isolator (Iso) and two variable optical attenuators,
VOA1 and VOA2, which allow for sufficient optical attenua-
tion up to 120 dB. Attenuated optical pulses are sensed by the
SPD and its output is fed into the third signal generator (SG3),
which resends the signal into the oscilloscope. In the oscillo-
scope, signals from SG2 and SG3 are logically anded using
the oscilloscope’s software and the resulting signal is used
as a trigger. This scheme selects click events caused by laser
pulses in a θ = 13-ns coincidence window, excluding most of
the dark clicks and afterpulses. The remaining effective dark
count rate is under 10−2 Hz. The timing of the laser pulses
relative to the SPD’s clock input is controlled by SG2, thus
enabling the measurement to be conducted at any temporal
point of the SPD’s gate. The width of the coincidence window
θ is adjusted by the width of pulses coming from SG2 and
SG3 into the Osc.

This setup is employed to register the SPD’s response to the
optical pulses. Two particular characteristics of the response
are of interest: count rate and click time of the SPD relative to
the moment the laser pulse impinges it. These characteristics
are measured at eight different points of the gate, 400 ps
apart. The first point is at the gate’s maximum single-photon
detection efficiency, measured with a highly attenuated optical
pulse. At each point, the optical pulse energy is varied in a
wide range of up to 102 dB with a 3-dB step. The recorded
count rate is used to characterize the SPD’s superlinearity,
while the click timing distribution characterizes the energy-
time effect.

III. EXPERIMENTAL RESULTS

A. Superlinearity measurement

The concept of superlinearity measurement is suggested
in [39] for gated threshold detectors. Gated detectors have
a periodically repeating profile of single-photon detection
efficiency η(t ) = η(T + t ), where T is gate period. Let us
consider a perfect noiseless detector. Its detection probability
of an n-photon pulse would be

pdet(t, n) = 1 − [1 − η(t )]n (1)

if the photons are detected independently. In a coherent state,
the number of photons per pulse n follows Poisson distribution
pn = μne−μ/n!, where μ is the mean photon number. Detec-
tion probability can thus be rewritten as

pdet(t, μ) =
∞∑

n=0

μne−μ

n!
pdet(t, n) = 1 − e−μη(t ). (2)

Any detection probability higher than that is defined as super-
linearity [39].

While this approach is clear, it has two significant draw-
backs. First, it requires measuring the detector photon count
rate at μ < 1, which can be very low at trigger pulse shifts
in-between the gates [see our experimental data in Fig. 2(a)].
This does not allow one to determine η(t ) there, as the data
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FIG. 2. Superlinearity characterization for SPD1 and SPD2. (a) Coincidence count rate R. (b) Photon detection efficiency η calculated by
Eq. (4). A straight line with negative slope at high energy is caused by saturation. Note that with true saturation, R � f and η(t, μ) cannot be
evaluated. In our case, dark counts and afterpulses sometimes cause the detector to be in a dead time during the coincidence window, resulting
in R < f at saturation. There, R is virtually independent of μ and ln η(t, μ) becomes an almost linear function of ln μ.

primarily consists of residual dark counts. Second, it may miss
superlinearity, as explained below.

To avoid these problems, we redefine η(t, μ) as a function
of μ. The coincidence count rate R can be expressed as

R(t, μ) = f (1 − e−η(t,μ)μ) + f e−η(t,μ)μ[1 − (1 − PD)θF ],
(3)

where PD = D/F is the dark count probability per gate. Here,
the first term is a contribution from photon clicks and the
second term is that from dark counts (the window is about
θF ≈ 4 gates long in our experiment). Solving for η, we get

η(t, μ) = 1

μ
ln

(1 − PD)θF

1 − R(t, μ)/ f
. (4)
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We now define that the detector is superlinear if

∃μ1, μ2, t : μ1 < μ2 and η(t, μ1) < η(t, μ2). (5)

We believe that this definition is more general. Consider a
case when μ increases and the detection efficiency first drops,
then recovers. Such behavior is observed, although faintly,
in SPD1 at trigger pulse shifts of 0.4, 0.8, and 1.2 ns [see
Fig. 2(b)]. It is reasonable to call this behavior superlinear,
because it may be exploited in an after-gate attack [39]. How-
ever, the original definition of superlinearity might fail to
identify it as such.

Our definition allows one to find points of superlinear
behavior of SPDs, but it does not allow one to quantify the
effect. We suggest to quantify the superlinearity by a partial
derivative

S = ∂ ln η(t, μ)

∂ ln μ
. (6)

Its value describes by what factor η changes, given that μ

changes by some small factor. If η(t, μ) is continuously dif-
ferentiable, the condition (5) is equivalent to

∃ μ, t : S > 0. (7)

In the ideal SPD, η does not depend on μ, thus S = 0. A
calculation of S with a central difference formula yields a
maximum value of 0.86 (0.90) for SPD1 (SPD2). This value
can be interpreted as follows: if μ increases by a factor of
2, then η of SPD1 (SPD2) increases by a factor of about
20.86 ≈ 1.8 (20.90 ≈ 1.9).

The advantage of our definition of superlinearity and its
quantifying factor S is their universality. However, their re-
lation with the security of QKD requires further theoretical
analysis. We presently only know how to calculate a quantum
bit error rate (QBER) in an intercept-resend attack [39], which
may not be the optimal attack:

QBER = 2ph − p2
h

2p f + 2
(
2ph − p2

h

) , (8)

where p f is the detection probability of a pulse of a certain
energy and ph is that of half the energy, assuming they are
the same for both detectors. The optimum pulse energy and
trigger pulse shift for this attack does not necessarily coincide
with those for the largest S. For our detectors, the QBER of
this attack is �16.7%, which is too high for key generation
and makes this attack fail.

In summary, we have measured a limited amount of su-
perlinearity in this detector model. It remains unclear whether
Eve would be able to exploit it for a working attack.

B. Energy-time effect

The delay between pulses generated by SG2 and SG3 is
measured. We will refer to this delay as click time shift.
The results obtained are presented in Fig. 3 as eight sets of
histograms for different points of the gate. The click time shift
of zero corresponds to the mean value of the histogram at
μ = 1 and a trigger pulse shift of 0 ns, i.e., the timing of the
detector’s normal single-photon response.

As can be seen, the distribution becomes much narrower
and shifts to earlier time at higher energy. The mean click time

shift for the eight points of the gate is plotted in Fig. 4. Each
curve spans 2 ns or more. The lack of saturation of the time
shift at high energy hints that the limit of this effect has not
been reached in our test.

Some interesting observations can be made looking at
Fig. 3. The first one is the presence of delayed detection
events, which can be seen in distributions taken at 0.4- and
0.8-ns trigger pulse shifts. Sometimes the optical pulse sent
after gate maximum causes a click in the gate following the
target gate. This may be explained by trapped charge carriers
during the onset of an interrupted avalanche in the target
gate. These trapped charges with a relatively short lifetime of
nanoseconds sometimes cause the avalanche when the voltage
rises in the following gate [50]. The second observation is the
decrease of the FWHM of the distributions with an increase
of the optical pulse’s energy.

The click time shift is most prominent at 1.2- and 1.6-ns
trigger pulse shifts. The origin of this effect is likely elec-
trical, owing to a faster avalanche onset from a multiphoton
pulse. The avalanche current rises faster, and crosses a fixed
threshold of the discriminator inside the SPD earlier and with
less timing jitter.

C. Memory effect

While conducting the measurements, we have discovered
that both detection efficiency and click time shift strongly
depend on the history of clicks and pulsed nonblinding illu-
mination applied at the SPD. We call this a memory effect.
This effect is distinct from and has a longer timescale than
afterpulsing and recovery from dead time (the latter may also
affect these parameters in the so-called twilight zone [51]).
While the memory effect is known in principle (e.g., [52]
describes a compensation circuit for it in a commercial Si
SPD), it has not been explored as a possible security loophole
[53]. This is a good topic for future study.

In our tests, we have found that setting f too high con-
taminates the data with artifacts owing to the memory effect.
To isolate the superlinearity and energy-time effects, we have
restricted our measurements to f = 1 kHz.

If the measurement is conducted at a higher repetition rate,
the memory effect amplifies superlinearity. Eve might exploit
such higher-rate regime. At f = 100 kHz, the value of S
reaches 3.01 for SPD1 and 0.92 for SPD2. Equation (8) then
yields QBER = 10.1%, which is dangerously low and may
allow the attack.

Note that we have measured detection efficiency and su-
perlinearity of the detector itself, meaning we did not take the
bit slot that the detector is clicking at into consideration. This
may affect the attack significantly. On the one hand, super-
linearity may increase dramatically owing to the energy-time
effect: the increase of the pulse’s energy may move the click
from bit slot N to bit slot N − 1, making the latter bit slot
extremely superlinear. On the other hand, Eq. (8) does not
account for clicks triggered by Eve landing in a wrong bit
slot at Bob. Two effects cause this: the energy-time effect and
the presence of delayed detection events. The latter has been
utilized to make a faint after-gate attack more noticeable by
amending the formula for the QBER [50]. Clicks and double
clicks in the wrong bit slot raise the QBER, while increased
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FIG. 3. Click time shift distribution for each detector: red (gray) for SPD1 and black for SPD2. Each histogram is normalized individually.

superlinearity in individual bit slots lowers it. Therefore, a
rigorous evaluation of the attack requires the knowledge of
bit slot timing and implies analysis of the QKD system as a
whole, which is beyond the scope of this work.

Nevertheless, Eq. (8) could still be applied if Alice and Bob
had bit slots that are several detector gates long. For example,
our evaluation of the attack holds for a hypothetical QKD
system that has a laser repetition rate of 312.5/5 = 62.5 MHz,
i.e., a period of 5 × 3.2 = 16 ns (5 gates).

IV. PROPOSED ATTACKS

We believe that the observed energy-time effect can pro-
vide Eve a new tool to control Bob’s SPDs. Here we suggest

two approaches to constructing her attack, without claiming
their optimality.

A. Intermediate-basis attack

We consider a QKD system that uses a weak coherent pulse
source and plain BB84 protocol [4], which is practical for
short-distance links [54]. We assume Bob uses an active-basis-
choice scheme with two detectors.

The nondecoy BB84 protocol may be attacked by a
photon-number-splitting (PNS) attack [5,55]. However, to
fully implement this attack Eve requires a quantum mem-
ory, nondestructive photon number measurement, and lossless
quantum channel, which are future technologies. Here we
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FIG. 4. Mean value of click time shift distributions in Fig. 3. Dotted lines and hollow symbols denote FWHM of distribution exceeding
0.32 ns (i.e., one-tenth of the gate period), indicating qualitatively that it would be more difficult for Eve to control the click’s bit slot.
Conversely when the distribution is narrow, denoted by solid symbols and lines, she may enjoy near-deterministic control over the click
timing. Black stars indicate conditions for each detector that maximize the difference in its click timing for an energy ratio of 7.7 dB; they
occur at 1.2-ns trigger pulse shift for both detectors.

propose an implementable alternative attack that ex-
ploits commercially available technology of photon-number-
resolving detectors [56,57] and the energy-time effect. Note
that QRate’s QKD system [37] uses decoy states and this
attack is not applicable to it.

Eve cuts the quantum channel and measures Alice’s
states in an intermediate basis, which is |I+〉 = cos(α)|H〉 +
sin(α)|V 〉, |I−〉 = sin(α)|H〉 − cos(α)|V 〉, where α = π/8.
States |H〉 and |V 〉 denote horizontal and vertical polarization
of the photon.

When Eve detects a single photon, she does not resend
anything. But when she gets a double photon, her detection
probabilities for |H〉|H〉 and |D〉|D〉 would be P(|I+〉|I+〉) =
cos4(α) = 0.7286, P(|I+〉|I−〉) = 2 sin2(α) cos2(α) = 0.25,
P(|I−〉|I−〉) = sin4(α) = 0.0214. For |V 〉|V 〉 and |A〉|A〉, her
probabilities are the opposite. Here |D〉 = (|H〉 + |V 〉)/

√
2,

|A〉 = (|H〉 − |V 〉)/
√

2. Events with measurement outcomes
|I+〉|I−〉 or |I−〉|I+〉 are skipped. Now with the double-click
event Eve knows the state (but not the basis) with
P = 0.7286/(0.7286 + 0.0214) = 0.9715, or with less
than 3% error.

She then resends the same state as a bright classical pulse.
Its energy splits into the two Bob’s detectors in sin2(α) :
cos2(α) = 1 : 5.828 ratio, or with a 7.7 dB difference. Both
click, but the one receiving higher energy clicks earlier. Eve
times her pulse at the end of Bob’s bit slot, tampering with
timing calibration routines if necessary [12,58]. The earlier

detector’s click is registered in that bit slot, while the other
detector clicks in the next bit slot. Bob accepts the first click
into his raw key and discards the second click, to prevent
a dead time attack [13,37]. For example, pulse parameters
denoted with black stars in Fig. 4 result in the change of
click timing by approximately 1.9 ns for SPD1 and 1.3 ns
for SPD2. The respective click time shift distributions are
relatively narrow and nonoverlapping (Fig. 3), making this
step near deterministic.

In this attack, Eve steals the entire secret key while caus-
ing less than a 3% QBER. While she resends only 75%
of her double-photon events, the efficiency of her inducing
clicks at Bob may approach 100%. Overall, the perfor-
mance of our attack comes close to that assumed in security
proofs for the PNS attack (which conservatively consider
losses in Bob being part of the channel [59–61]). In a re-
alistic setting of lossy Bob’s components, our attack likely
outperforms the ideal PNS attack and far outperforms an
implementable PNS attack that eavesdrops on three-photon
pulses [62].

We note that this attack applies to QKD systems without
decoy states and is therefore limited in scope, as most mod-
ern implementations employ decoy-state protocols to mitigate
multiphoton vulnerabilities. The purpose of this example is to
demonstrate how the energy-time effect can be used to control
detector outcomes in the intercept-resend scenario, rather than
to claim a broadly applicable practical attack.
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FIG. 5. Temporal alignment of bit windows at Bob’s devices
needed for the faked-state attack.

B. Tampering with synchronization
and recovery from dead time

The following attack targets the industrial-prototype QKD
system analyzed in [37]. This is a standard prepare-and-
measure QKD system that uses the decoy-state BB84 protocol
and polarization encoding. We assume the system is fully up-
dated with countermeasures suggested in its security analysis
[37]. In particular, it has a four-state Bob and simultaneous
dead time of Bob’s detectors implemented in software post-
processing. The four-state Bob uses his phase modulator (PM)
to not only select his measurement basis but also randomly
swap or not swap his detector assignment to bit values. The
simultaneous dead time discards any clicks in Bob’s detec-
tors that occur earlier than a set number of bit slots from a
previous click. At the same time, the system performs timing
calibration of Bob’s detectors and PM via the communication
channel, leaving, in principle, these timings to be settable by
Eve. With all the other countermeasures in place, the analysis
[37] concludes that allowing Eve to control these timings does
not constitute a vulnerability.

We challenge this by the following attack. Eve begins by
tampering with Bob’s calibration routines to shift his relative
bit windows at his PM and two detectors (D0 and D1) as
shown in Fig. 5 [12,58,63]. Here t is the time at each com-
ponent referenced to the passage of a light pulse entering Bob
from the communication channel, and N is the bit slot number.
Then Eve performs an intercept-resend attack, resending a
bright light pulse in a state opposite that detected by her. For
example, if she detects a vertically polarized photon from
Alice, she resends a horizontally polarized bright pulse to
Bob. She times it to cause clicks in Bob with timing shown
in Fig. 6(a) whenever he chooses a basis incompatible with
Eve’s basis; the pulse therefore splits evenly between Bob’s
detectors. She also arranges, by sending an earlier light pulse,
that Bob’s simultaneous detector dead time should be lifted
from the bit slot N on. However, when Bob detects a click in
the last slot of his dead time N − 1, he extends his dead time.
This click and the click in slot N + 1 are discarded, i.e., they
do not contribute to the key.

In the case when Bob chooses the same basis as Eve and
he also assigns D0 to the same bit value as Eve’s result, Eve’s
light pulse is almost entirely routed into D1. A minor fraction
of it still reaches D0, typically attenuated by 20–30 dB owing
to the finite quality of Bob’s analyzer [64]. The timing of the
click in D0 is thus significantly delayed, landing the click into
the bit slot N , as shown in Fig. 6(b). This click is registered in
Bob’s raw key and matches Eve’s bit value. The click in D1 in
the slot N +1 is discarded, as it falls into the dead time.

FIG. 6. Timing of clicks in Bob under the faked-state attack.
(a) Bob’s basis choice is incompatible with Eve’s. (b) Bob’s basis
choice matches Eve’s and Bob’s assignment of D0 matches Eve’s bit
value. (c) Bob’s basis choice matches Eve’s and Bob’s assignment of
D1 matches Eve’s bit value.

If Bob assigns D1 to Eve’s bit value, the click timing in D0
remains in the slot N–1 [Fig. 6(c)]. The outcome is then the
same as in the nonmatching basis.

Note that the last click (from Bob’s perspective) caused by
Eve’s faked state is always in D1 in bit slot N + 1. It extends
Bob’s dead time. Eve can then send another faked state at the
end of the dead time. In case she has failed to detect Alice’s
photon in that bit slot, she can extend Bob’s dead time further
by precisely as much as she needs, via sending a light pulse
at a suitable time. She can thus attack the bit slots where she
succeeds to detect Alice’s photons.

In our experimental data (Figs. 3 and 4), an energy dif-
ference of 25 dB that is typically expected under this attack
results in the change of mean click time by as much as 4.1
(3.2) ns for SPD1 (SPD2), at a 1.2-ns trigger pulse shift.
The respective click time distributions are clearly separated,
potentially allowing Eve to execute the attack.

Under this attack, Bob is producing a balanced raw key,
owing to his random assignment of bit value to D0. If Bob
used a standard two-state phase modulation, Eve would only
be able to induce one bit value (at least between timing re-
calibrations) and her attack would probably fail. Ironically,
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the four-state Bob is a solution for eliminating other known
vulnerabilities [37].

While this attack targets the specific implementation [37],
more generally, attacks of this type rely on how detection
events are filtered or discarded, and also on how the cali-
bration procedures are implemented [12,58,63]. For example,
clicks may be discarded due to dead time or because they fall
outside valid time windows [13,65–67].

V. COUNTERMEASURES

First, the detectors should be tested for the presence of
the energy-time effect. If found, a possible countermeasure
may monitor both detectors clicking within a short time from
one another. If such coincident click is registered within the
time shift of the energy-time effect, these clicks might be
treated similarly to a double click [42,68], by assigning them
a random bit value. An extended security proof needs to be
developed for this countermeasure.

Alternatively, high-energy pulses might be monitored at the
entrance of Bob with a separate watchdog detector. However,
this approach has been criticized as unreliable [9,37,69] and
makes the system hardware more complicated and expensive.
The practical effectiveness of such monitoring may depend
on its parameters, such as the fraction of light diverted to
the watchdog, its bandwidth and sensitivity, and the temporal
processing of its output. A practical eavesdropping strategy
might then require a prior characterization of the monitoring
system or a tailored temporal pattern of attack pulses.

The photocurrent-monitor countermeasure in the SPD,
such as the one used in QRate’s QKD system [37,46], may
be able to detect multiphoton pulses that induce strong time
shift. This needs to be tested.

The particular attack proposed in Sec. IV B could be
stopped by assigning a random bit value for any click reg-
istered in the first bit slot after the dead time (i.e., treating
it in the same way as the double click). As a precaution,
QRate has implemented this countermeasure in its QKD sys-
tem prototype [37]. In a higher-rate system, treating two or
more bit slots in this way may be necessary. However, this
countermeasure is not general and does not guarantee the
energy-time effect could not be exploited in other unknown
attacks.

We remark that measurement-device-independent [31,32]
and twin-field [70,71] QKD protocols are immune in principle
to detector flaws. Their adoption is another possible solution.

VI. CONCLUSION

The prototype sinusoidally gated SPD by QRate has been
tested against the after-gate attack. A limited amount of su-
perlinearity has been found. It remains unclear whether it is
sufficient for mounting an attack.

Two unexpected effects have been discovered. In the
energy-time effect, the detector click happens earlier under
higher optical pulse energy. It starts at hundreds of photons
per pulse and continues beyond millions of photons, with our
SPD. The total time shift observed is over 2 ns; however, it is
not clear whether it has reached saturation or extends further

into higher pulse energies. We theoretically propose practical
attacks that may exploit this effect. The energy-time effect is
not accounted for in the security proofs for QKD. It should
be taken into account by theoreticians, engineers, testers, and
standards developers. Implementation of the proposed attacks
on QKD systems can be a future study.

The memory effect may allow Eve to control SPD param-
eters at an intermediate timescale. Its significance for QKD
security should also be explored.

While this work focuses on gated SPDs, many practical
QKD implementations, including terrestrial free-space and
satellite-based systems, employ free-running detectors com-
bined with temporal postselection [65–67]. In such systems,
the pulse-energy-dependent timing shift may similarly affect
the assignment of detection events to time windows, poten-
tially introducing additional security considerations. Other
detector technologies, such as superconducting-nanowire
SPDs [56,57,72], rely on different physical mechanisms and
may exhibit different timing characteristics. These questions
can be investigated.
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